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Abstract
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This guide describes how to install Likewise Enterprise and connect computers running Unix, Linux, and Mac OS

X to Active Directory. The guide coversinstalling the Likewise agent, configuring the agent, installing the Likewise
Management Console on a Windows administrative workstation connected to Active Directory, configuring a
domain for use with Likewise, migrating Unix usersto Active Directory, logging on with domain credentials, and
monitoring events.

This guide is supplemented by the Likewise community forum, which you can join at http://www.likewise.com/
community/, and by manuals in the documentation library, including the Group Policy Administration Guide.
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Chapter 1. Introduction

Likewise connects Linux, Unix, and Mac OS X computers to Microsoft Active Directory so you can
centrally manage all your computers and users from a single identity management system. Likewise
Enterprise is made up of two software packages. the Likewise management tools for Active Directory,
which you install on a Windows computer, and the Likewise agent, which you install on a Linux, Unix,

or Mac computer to connect it to Active Directory.

This guide describes how to install and manage Likewise Enterprise. The target audience is system
administrators who manage access to workstations, servers, and applications with Active Directory.
The guide assumes that you know how to administer computers, users, and group policiesin Active
Directory and that you know how to manage computers running Unix, Linux, and Mac OS X.

1.1. Task Road Map

To

See

Set up and test atrial version of Likewise
Enterprise 5.3 or later in a networked test
environment.

The Likewise Evauation Guide.

Install the Likewise Enterprise Console and
the Likewise management tools on a Windows
workstation in a production environment.

Install the Management Console

Determine whether to use schema or non-schema
mode.

About Schema Mode and Non-Schema Mode

Find out how to use a container, known as a
Likewise cell, to manage Likewise clients and
Unix settingsin AD.

About Likewise Cells

Createacell in AD for Unix settings, such asa
UID, so an AD user can log on a Likewise client.

CreateaCedll in AD

Provide AD users and groups with access to Linux,
Unix, and Mac computers.

Managing Users, Groups, and Computers

Install the Likewise agent on a Linux, Unix, or
Mac OS X computer.

Install the Agent

Connect a computer running Likewise to Active
Directory.

Join Active Directory with the Command Line

Troubleshoot problems joining a domain.

Troubleshooting Domain-Join Problems

Log on a Likewise client with an Active Directory
user account.

Log On with AD Credentials

Troubleshoot logon problems.

Troubleshooting Logon Problems

Use Cell Manager to administer Likewise cellsin
AD.

Administering Cells with Cell Manager

Apply group policiesto Linux, Unix, and Mac
computers.

The Group Policy Administration Guide.

Use Workgroup Manager to apply managed client
settings (MCX) to Mac computers as group policy
objects.

The Group Policy Administration Guide.
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Install the Likewise reporting and auditing Setting Up the Likewise Reporting Database
components, including the Likewise database.

Find information about Likewise commandsand |Command-Line Reference
command-line utilities for Linux, Unix, and Mac.

Change the local settings on a Likewise client. Configuring the Likewise Agent
Monitor security events with the event log. Monitoring Events with the Event Log
Configure Likewise clients for single sign-on. Using Likewise for Single Sign-On

Migrate Unix or NIS usersto Active Directory. Migrating Users to Active Directory

Migrate a user profileon aMac from alocal user |Migrate aUser Profile onaMac
account to the home directory specified for the
user in Active Directory.

Set up Samba to authenticate users with Likewise |Samba 3 Integration Guide for Likewise 6 or Later
Enterprise.

Install and use Likewise Open. Likewise Open Installation and Administration
Guide

View alist of documentsfor all Likewise products. | Documents List

1.2. Software Products

Likewise makes two closely related software products: Likewise Open and Likewise Enterprise.

Likewise Open authenticates domain users with the highly secure Kerberos 5 protocol by hashing their
security identifiers from Active Directory. Likewise Open does not, however, process user identifiers or
group identifiers even if they are set in Active Directory.

Likewise Enterprise isinstalled on a Windows administrative workstation connected to adomain
controller so you can set user identifiers and group identifiers in Active Directory Users and Computers.
Once the UIDs and GIDs are set, the Likewise agent uses the identifiers to authenticate users and groups
and to control access to computers and applications.

Likewise Enterprise includes additional features. It not only lets you manage Unix identitiesin Active
Directory but also lets you apply group policiesto Unix computers from the Microsoft Group Policy
Management Console, including policies based on the Gnome GConf project to define desktop and
application preferences for Linux computers. More: Likewise Enterprise integrates Apple's Workgroup
Manager with the Group Policy Object Editor to apply managed client settings to Mac OS X computers
with group policy objects. Likewise Enterprise also lets you generate arange of reports to help improve
regulatory compliance. The result: lower operating costs, better security, enhanced compliance.

1.3. Software Components

Likewise comprises several components, each of which provides part of the functionality necessary

to manage Linux and Unix computers in Active Directory. There are, however, only two installation
packages. oneto install the Likewise agent on a Unix, Linux, or Mac OS X computer; the other to install
Likewise Enterprise on a Windows administrative workstation that connects to an Active Directory
domain controller.

Component Function

Agent * RunsonalLinux, Unix, or Mac OS X computer
to connect it to Active Directory with the
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Likewise command-lineinterface or GUI.

See Join Active Directory with the Command
Line. Likewise Open is an open-source
version of the agent that is available for free at
www.Likewise.com.

Communicates with an Active Directory domain
controller to authenticate and authorize users
and groups with the Likewise | dentity Service.
See Log On with AD Credentials.

Pulls and refreshes group policies by using the
group policy daemon, which isincluded only
with the Likewise Enterprise agent.

Management Console

Runs on a Windows administrative workstation
that connects to an Active Directory domain
controller to help manage Linux, Unix, and Mac
OS X computers within Active Directory.

Migrates users, checks status, and generates
reports.

MMC Snap-Insfor ADUC and GPOE

Extends Active Directory Users and Computers
to include Unix and Linux users.

With Likewise Enterprise, it aso extends the
Group Policy Object Editor and the Group
Policy Management Console to include Linux,
Unix, and Mac OS X group policiesaswell asa
way to target them at specific platforms.

Cell Manager A snap-in for the Microsoft Management
Console to manage cells associated with Active
Directory Organizational Units.

Reporting Database Stores security events and access logs for
compliance reports.

Operations Dashboard The Likewise Operations Dashboard is a

management application, or plug-in, for the
Likewise Management Console. The dashboard
retrieves information from the Likewise
reporting database to display authentication
transactions, authorization requests, network
events, and other security events that take place
on Likewise clients.
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Chapter 2. Planning Your Installation
and Deployment

2.1. Overview of the Installation Process

Theinstallation and deployment process typically proceeds in the following order:

1

Make sure your computers meet the installation requirements and then obtain the Likewise software
package from www.Likewise.com.

. Plan your installation, test environment, and production deployment. Make decisions about whether

to use Likewise in schema mode or non-schema mode; whether to manage a single forest or multiple
forests and to assign UID-GID ranges accordingly; how to configure a Likewise cell topology for
your unigque needs; whether to migrate NI'S users and what to do with local user accounts after
migration; and whether to use specific cells for aliasing.

. Beforeyou install the Likewise Management Console, check Active Directory to make sureit is

ready for Likewise by meeting our remediation requirements.

. Install the Likewise Management Console, which includes management tools, on a Windows

administrative workstation that you use to manage Active Directory.

. Optionally, install areporting database on a Windows administrative workstation connected to a

domain controller. The reporting database, which can be either MySQL or SQL Server, stores access
information and security events for compliance reports.

. UseaLikewisewizard to configure your Active Directory domain in either schema or non-schema

mode.

. Configure acell topology in Active Directory Users and Computers.

. Optionally use the consol€e's migration tool to migrate Unix and Linux users and groups to Active

Directory.

. Check the system health, or readiness, of your Linux, Unix, and Mac computers before installing the

Likewise agent. For example, you must make surer esol v. conf isconfigured for Likewise.

10.Install the Likewise agent on each Unix, Linux, or Mac OS X computer that you want to join to the

Active Directory domain.

11.Join your Unix and Linux computers to Active Directory.

12.0Optionally plan and deploy group policies to manage your Unix, Linux, and Mac OS X computersin

Active Directory.

13.Troubleshoot any deployment issues and optimize the deployment for your unique mixed network.

2.2. Planning Your Deployment

The key to a successful deployment is planning. Before you begin deploying Likewise in an enterprise,
develop aplan that addresses at least the following aspects of installation and deployment:
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e Set up atest environment. It is recommended that you first deploy Likewise in atest environment so
that you can identify and resolve any issues specific to your mixed network before you put the system
into production.

» Determine whether to use Likewise in schema or non-schema mode. The advantages and
disadvantages of both approaches are discussed later. When you configure your domain with the
Likewise domain configuration wizard, you must choose whether to use schema or non-schema mode.

Important: Back up Active Directory before you run the Likewise domain configuration wizard.

» Decide whether to configure Likewise to manage a single forest or multiple forests. If you manage
multiple forests, the UID-GID range assigned to a forest should not overlap with the range of another
forest.

» Determine how you will migrate Linux, Unix, and Mac OS X usersto Active Directory. For example,
if you are using NIS, decide whether you will migrate those accounts to Active Directory and whether
you will migrate local accounts and then delete them or leave them. It is usually recommended that
you delete interactive local accounts other than the root account.

* |dentify the structure of the organizational units-- or cell topology -- that you will need, including the
UID-GID ranges. If you have multiple NIS serversin place, your users may have different UID-GID
maps in each NIS domain. Y ou may want to eliminate the NIS servers but retain the NIS mapping
information in Active Directory. To do so, you can use Likewise cells.

» Determine whether you will use aiasing. If you plan to use aliasing, you must associate users with a
specific Likewise cell; you cannot use the default cell.

2.3. About Schema Mode and Non-Schema
Mode

Likewise has two operating modes. schema mode and non-schema mode. Schema mode takes advantage
of the Unix- and Linux-specific RFC 2307 object classes and attributes to store Linux and Unix user

and group information. In contrast, non-schema mode stores Linux and Unix data without requiring
RFC 2307 object classes and attributes and without modifying the schema. Instead, non-schema mode
uses existing object classes and attributes to store its data. To store information about a cell, Likewise
createsacont ai ner object and storesdatainitsdescri pti on attribute. To store information

about agroup or user, Likewise createsaser vi ceConnect i onPoi nt object and stores datain its
keywor ds attribute. Both keywor ds and descri pti on are multi-valued attributes that can have
multiple values while still allowing AD searches for specific values.

Specifically, in non-schema mode Likewise uses RFC 2307 attribute names to store valuesin the
keywor ds anddescri pti on attributesin the form nanme=val ue, where nane isthe attribute
name and val ue isitsvalue. Here's an example of how the keywor ds attribute name-value pairs can
contain Unix and Linux information for an AD user:

ui d=

ui dNunmber =1016

gi dNunber =100000

| ogi nShel | =/ bi n/ bash

uni xHoneDi r ect or y=/ hone/ j oe

gecos=

backl i nk=[ securityldentifierO User]
obj ect Cl ass=Cent eri sLi kewi seUser
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In the example, the ui d attribute is empty. It is needed only when you want to specify a name alias so
that the AD user can log on a computer with something other than his or her AD account name.

In ADSI Edit, the properties for auser look like this:

D Oe oo Yow Wrdow teb ol
== OB XEFOR 2@ |
) A0 [ |#H | Class | Extrapashod tome
B L) toman [ssles-de conterndemo. com]
= L) OCmcenterndumo, OCmcom [ ckentProperties R T}
o C=dctounting
& £ Otk Antuse Edter | Sacuiy | |
1) C=Compastors o e
» Jooousaecan S e — x|
# (L Ou=DataCentertondon ¥ Shom gotions
jam.cmm I Showeriyat  Amsbute keywords
2 OU=Engnesrng omsnns Vohie 1o 08t
# ) Chmforrgrianstyfrrcpah | Ambate
# ) Ovtosttodtound rewcatn | LI
= ) OU=Marketre M""""nll Vel
= i b Jder ity el Prlagalald ook Lrb.o 50 5 20 ER0 M TOT 3 0O 440000 Frere
@ ) C=arnga Qecoes
56 Cuntiom baycods iumbers 1 00000
= b * e e e kxS el B b th
- ) Ot =gy e L I T
1 0 CH=NTDS Quectas manageditme  |unde
) :JMW-I!M it IFS B L ]
# 53 OU=SevesTomter b redlameleecionehore CENTERISDEMD \chan
o e T
.- ::“"‘1'“' ~COM Parttn>
- 'C:n*wm [tbems e cordammdamo o 4 | R
] Schwens [raiee-de corbermndemn com)
BEany i) J |
[T ]  cancw |
| |

The keywor ds attribute is also used to store Linux and Unix group information. Here's an example of
how the attribute name-value pairs can contain Unix and Linux information for a group:

backLi nk=[securityldentifierO Goup] description= displayNanme=
gi dNurber =100000 obj ect C ass=cent eri sLi kew seG oup

When you set an dias for agroup, it isstored inthedi spl ayNane attribute (for the group in the
example above, no alias has been set, and thusdi spl ay Nane isempty).

In ADSI Edit, the values of the keywor ds attribute look like this:
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Schema mode takes a dlightly different approach. To store Linux and Unix user and group information,
schema mode takes advantage of the Unix- and Linux-specific RFC 2307 object classes and attributes,
namely the posi xAccount and posi xGr oup object classes. For example, the posi xAccount and
posi xGr oup object classes include attributes -- ui dNunrber and gi dNunber -- that Likewise uses
for UID and GID mapping. In addition, Likewise usesser vi ceConnect i onPoi nt objectsto store
the same information as in non-schema mode by using the keywor ds attribute.

For example, when you create a cell in schema mode, Likewise creates a container object — CN=
$Li kewi sel dentityCel | --inthedomain root, or in the OU where you created the cell. If the
container is created in an OU, which is called a named or non-default cell, the Unix-specific datais
stored in CN=User s and CN=Gr oups inthe $Li kewi sel denti tyCel | container object. The
objects point to the Active Directory user or group information with a backlinked security identifier.

If the container is created at the level of the root domain, it is known as adefault cell. In this case, the
Unix-specific datais stored directly in the AD user or group account.

If you choose to use schema mode and your schema does not comply with RFC 2307, you must modify
the schema. The Likewise Domain Extension Wizard, which isatool in the console, can automatically
upgrade your schemato comply with RFC 2307. (Windows Server 2003 R2 or later complies with RFC
2307.) When you use schema mode with a schema that already complies with RFC 2307, Likewise does
not change the schema, but you still must run the Domain Extension Wizard to include the RFC 2307
attributes in the global catalog and to index them for faster searches.
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2.3.1. Changes Made by the Schema Wizard

The Active Directory schema changes are applied from a set of LDAP Data Interchange Format (LDIF)
files. The standard installation places these filesin the following directory:

/ Program Fi | es/ Li kewi se/ Ent er pri se/ Resour ces/ LDF

After you have raised the domain and forest to 2003 functional levels, the Likewise domain
configuration wizard makes the following changes, which are required for Likewise to run in schema

mode;

1. Addsthe Windows Server 2003 R2 schema extensions for Unix if they are not already part
of the schema. Specifically, the wizard adds ui d, ui dNunber , gi dNunber , gecos,
uni xHomeDi rect ory, and| ogi nShel | .

2. Promotesthe ui d, ui dNunber , and gi dNunber attributes to the global catalog.

3. Indexesthe ui d attribute.

2.3.2. Key Differences

The following table summarizes the differences between schema mode and non-schema mode:

Mode

Use Case

Storage Method

Non-schema mode

AD installations that have

not migrated to the latest AD
schema; administrators are
reluctant or unwilling to change
the schema.

AD installations that use
Windows 2000 domain
controllers.

Likewise usesthe

descri pti on and the
keywor ds attributes

of cont ai ner and

servi ceConnect i onPoi nt
objects to store Unix and Linux
information for users, groups,
and cells.

Schema mode

AD installations that comply
with RFC 2307, such as
Windows Server 2003 R2

or later. Or, administrators

who are willing to change

the schemato RFC 2307 and

to raise the forest functional

level to Windows Server 2003.
AD ingtalations that do not

use Windows 2000 domain
controllers. (You cannot raise
the forest functional level of a
Windows 2000 domain controller
to that of Windows Server 2003;
see http://support.microsoft.com/
kb/322692.)

Likewise uses the Unix- and
Linux-specific attributes that are
built into the RFC 2307 schema
aswell asthe cont ai ner
object and the keywor ds
attribute.

Both schema mode and non-schema mode provide a method for storing Unix and Linux information
in Active Directory -- including UIDs and GIDs -- so that Likewise can map SIDsto UIDs and GIDs
and vice versa. The mapping lets Likewise use an Active Directory user account to grant a user access
to aUnix or Linux resource that is governed by a UID-GID scheme. When an AD user logs on a Unix
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or Linux computer, the Likewise agent communicates with the Active Directory Domain Controller
through standard LDAP protocols to obtain the following authorization data:

« UID

e Primary GID

» Secondary GIDs

» Home directory

* Login shell

Likewise uses this information to control the user's accessto Unix and Linux resources.

The advantages and disadvantages of the schema modes are further discussed in the next section.

2.3.3. Pros and Cons of the Schema Modes

Likewise has two operating modes: schema mode and non-schema mode. There are advantages and
disadvantages to both. The mode that you choose depends on your unique situation.

The optimal setup is schema mode with a default cell. Schema mode is preferred because lookups use
attributes indexed in Active Directory, reducing network traffic and the processing load on domain
controllers. Forests that are in Windows 2008 Forest Mode are already in Likewise schema mode.
Forests in Windows 2003 Forest Mode with Windows 2003 R2 domain controllers can be moved to
schema mode without extending the AD schema.

Because of the performance benefits of schema mode, you should avoid non-schema mode whenever
you can. Non-schema mode, however, remains fully supported by Likewise.

Non-Schema Mode: Advantages and Disadvantages

The benefit of using non-schema mode is that it does not require you to upgrade the Active Directory
schema. This may be preferablein an environment that places specia controls around how Active
Directory is managed. This mode is sufficient for use in small deployments, such as a single server or
workstation that will be added to a single domain controller.

Advantages of non-schema mode include the following:
* Supports Windows 2000 domain controllers.

 Does not change the current schema. Likewise objects are contained in their own
servi ceConnecti onPoi nt s.

» Does not affect settingsin aglobal manner.
» Does not affect other Unix schema extensions that may bein place.

A disadvantage of non-schema mode isthat if you're using third-party software to manipulate AD
objects, it will not recognize how Likewise stores datain Active Directory.

Schema Mode: Advantages and Disadvantages

Schema mode raises the version of the schemato match that of Windows Server 2003 R2 -- the schema
extensions are added to comply with the standard defined in RFC 2307. These changes are prescribed by
Microsoft and are built into Windows Server 2003 R2.
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Advantages of schema mode include the following:

» Usesindexed searching, which makes lookups faster when there are alarge number of UID-GID
mappings to process.

 Improves compatibility with other tools.
» Enhances ADSI scripting capabilities.
Drawbacks of schema mode include the following:

« Significantly modifies the Active Directory schemain cases where it must be upgraded to RFC 2307.
If you are already using the RFC 2307-compliant schema, the schema adds the ui d, ui dNunber ,
and gi dNunber attributes to the global catalog, which could marginally increase the size of the
catalog and might marginally affect performance in alarge Active Directory implementation.

» Requiresyou to raise the forest functional level to Windows Server 2003.
Important: If you upgrade your schemato RFC 2307, you cannot roll back the changes.

» Cannot use schema mode if you have Windows 2000 domain controllers; you must first upgrade them
to Windows Server 2003.

There is background information about functional levels at http://technet.microsoft.com/en-ud/library/
cc738038.aspx and reference information about functional level features at http://technet.microsoft.com/
en-us/library/cc771132.aspx.

2.4. About Likewise Cells

A Likewise cell contains Unix settings for Active Directory users and groups so they can log on to
Linux, Unix, and Mac OS X computers. For each user, the settings include a Unix user identifier (UID),
the group identifier (GID) of the primary group, a home directory, and a shell.

When an Active Directory user logs on a Likewise client, Likewise searches Active Directory for the
user's cell information. The search typically begins at the node where the computer is joined and moves
up the directory's structure until a cell isfound. To operate properly, the Likewise Enterprise agent must
find acell.

There are two types of cells:
» A cell associated with the domain. Such acell is known as a default cell.

A cell associated with an organizational unit (OU). Such a cell is sometimes referred to as a named
cell. Since Likewise Enterprise applies group policies to organizational units, associating cells with
OUs is anatural way to organize computers and users.

In anamed cell, Likewise searches for a user or group's attributes in the cell associated with the
computer.

A default cell is processed in adifferent way. With a default cell, Likewise searches for a user or group's
attributes in the default cell of the domain where the user or group resides. As aresult, in atwo-domain
topology that, for example, uses a separate domain for users and a separate domain for computers, there
must be two default cells:

A default cell in the domain where user and group objects reside.
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A default cell in the domain where computers objects are joined.
In amulti-domain topology, then, you must create a default cell in each domain.

Cdlls can also map a user to different UIDs and GIDs for different computers. In the following screen
shot, the example user, Clark Kent, is allowed to access the computers that are in the selected cédlls:

2| x|

MembesOf | Disin | Envionment | Sessions |

General | Addiess | Account | Profle | Telephones | Organization |
Remote contrel | Temminal Services Profle | COM+  Likewise Settings

r— LIME L U ser Information

To allove this wuser to kagon o LIME/Linu: computers joined to Actve
Directony, pou must specify which Likevsse Enterprize celliz] the wuser
iz allowed bo access.

Likewise Cell: Lise Distinguished Mames [

i Wserinfo for cell: [Default]

Lo 1366819948 Suggest |
GID |135-E-8193‘2'-9 ID-:mahLlsets s

Login Name |

Home Directosy [ /home/LIKEWISEDEMO/ckent
Login Shel | bin/bash

Comment [GECOS) |

':I K. | ': ancei LD ] i

Creating Cells

Likewise modifies the Active Directory User and Computers MM C snap-in so that you can create a cell
associated with an OU and then use the cell to manage UID-GID numbers. To create acell, use Active
Directory Users and Computers to select the OU you want, click the Likewise Settings tab of the object's
Properties sheet, and then select the check box to associate a cell with the OU. Y ou can then assign
UID-GID numbers manually or let Likewise do it for you.

When a Likewise client connects to Active Directory, the Likewise agent determines the OU of which
the computer is amember and checks whether a cell is associated with it. If acell is not associated with
the OU, the Likewise agent on the Unix computer searches the parent and grandparent OUs until it finds
an OU that has a cell associated with it. If an OU with an associated cell is not found, the agent usesthe
default cell to map its username to UID and GID information.

Important: Before you associate a cell with an organizational unit, make sure you have chosen the
schema mode that you want. Y ou cannot change the schema mode after you create acell, including a
default cell.

11


#AboutSchemaMode

Planning Y our Installation
and Deployment

For instructions on how to make a cell, see Create a Cell.

The Default Cell

Likewise lets you define a default cell. It handles mapping for computers that are not in an OU with
an associated cell. The default cell can contain the mapping information for al your Linux and Unix
computers.

When you use adefault cell, Likewise searches across al your trusted domains for Unix and Linux
information directly on the user objects. In schema mode, Likewise searches all trusted global catalogs,
which are shared across aforest -- Likewise queries the trusted global catalogs as a set. In non-schema
mode, Likewise queries each trusted domain individually.

The default cell does not contain Unix or Linux data. It isamethod for managing client Linux and Unix
users and computers. When a client finds the default cell object, it searches all trusted domains and
forests, enterprise wide, for Linux and Unix information, even if the default cell object has not been
created in those trusted domains and forests.

A Linux or Unix computer can be a member of an OU that does not have a cell associated with it. In
such a case, the group polices associated with the OU apply to the Linux and Unix computer, but user
UID-GID mappings follow the policy of the nearest parent cell, or the default cell. Likewise does not
require you to have a default cell.

Linking Cells

To provide a mechanism for inheritance and to ease system management, Likewise can link cells.
Linking specifies that users and groupsin alinked cell can access resourcesin the target cell. For
example, if your default cell contains 100 system administrators and you want those administrators

to have access to another cell, called Engineering, you do not need to provision those usersin the
Engineering cell. You can simply link the Engineering cell to the default cell, and then the Engineering
cell will inherit the settings of the default cell. Then, to make management easier, in the Engineering cell
you can just specify the mapping information that deviates from the default cell.

Although you can use linking to in effect set up ahierarchy of cells, linking is not transitive. If, for
example, acell called Civil islinked to the Engineering cell and the Engineering cell islinked to the
default cell, the Civil cell does not inherit the settings of the default cell.

When you link to multiple cells, the order that you set isimportant because it controls the search

order. Suppose that Kathy, a system administrator, has a UID of 100,000 set in the default cell and
aUID of 150,000 set in the Engineering cell. In the Civil cell, however, he must use hisUID from

the Engineering cell to log on Civil computers. If the Civil cell islinked to both the default cell and
Engineering cdll, the order becomes important. If Engineering does not precede the default cell in the
search order, Kathy will be assigned the wrong UID and will be unable to log on computersin the Civil
cell.

For instructions on how to link cells, see Link Célls.

Cell Manager

Cdl Manager isaLikewise MMC snap-in for managing cells associated with Active Directory
organizational units. With Cell Manager, you can view al your cellsin one place. Cell Manager
complements Active Directory Users and Computers by letting you del egate management of acell --
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that is, give others the ability to add users and groupsto acell. Cell Manager is automatically installed
when you install the Likewise Console. For more information, see Manage Cells.

Migrating NIS Domains

If use Likewiseto migrate all your Unix and Linux usersto Active Directory, in most cases you will
assign these users aUID and GID that is consistent across al the Unix and Linux computers that are
joined to Active Directory -- a simple approach that reduces administrative overhead.

In cases when multiple NIS domains are in use and you want to eliminate these domains over time and
migrate all users and computersto Active Directory, mapping an Active Directory user to asingle UID
and GID might be too difficult. When multiple NIS domains are in place, a user typically has different
UID- GID mapsin each NIS domain. With Likewise, you can eliminate these NIS domains but retain
the different NIS mapping information in Active Directory because Likewise lets you use a cell to map a
user to different UIDs and GIDs depending on the Unix or Linux computer that they are accessing.

To move to Active Directory when you have multiple NIS servers, you can create an OU (or choose an
existing OU) and join to the OU all the Unix computers that are connected to the NIS server. Y ou can
then use cells to represent users UID-GID mapping from the previous identity management system.

Using Multiple Cells

If you have multiple Unix and Linux hosts but are not using a centralized scheme to manage UIDs and
GIDs, it islikely that each host has unique UID-GID mappings. Y ou may also have more than one
centralized IMS, such as multiple NIS domains. Y ou can use multiple cells to represent the UID-GID
associations that the NIS domain provided, allowing those Unix and Linux users to continue to use their
existing UID-GID information while using Active Directory credentials.

When using multiple cells, it is useful to identify what Unix and Linux objects the cell will represent,
such as the following:

e Individual Unix, Linux, or Mac OS X computers
* A single NIS domain

» Multiple NI'S domains (which requires multiple cells)

Migration Tool

The Likewise Console provides a migration tool to import Linux, Unix, and Mac OS X passwd and
group files -- typically / et ¢/ passwd and/ et ¢/ gr oup -- and automatically map their UIDs and
GIDsto users and groups defined in Active Directory. The migration tool can also generate a Windows
automation script to associate the Unix and Linux UIDs and GIDs with Active Directory users and
groups. For more information, see Migrate Users to Active Directory.

Orphaned Objects Tool

The Likewise console provides atool for finding and removing orphaned objects. An orphaned object
isalinked object, such asa Unix or Linux user ID or group ID, that remain in acell after you delete
agroup or user's security identifier, or SID, from an Active Directory domain. Removing orphaned
objects from Active Directory can clean up manually assigned user |Ds and improve search speed. For
more information, see Find Orphaned Objects.
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2.5. Best Practices for Modes, Cells, Group
Policies, and User Rights

In general, the optimal setup is schema mode with a default cell. Schema mode is strongly preferred
because lookups use attributes indexed in Active Directory, reducing network traffic and the processing
load on domain controllers. When Unix identity information does not overlap, you should use schema
mode with adefault cell. If you require multiple cells to keep Unix identities from coming into conflict,
use schema mode with named cells. Try to minimize the number of named cells you use, preferably no
more than four.

Forests that are in Windows 2008 Forest Mode are already in Likewise schema mode. Forestsin
Windows 2003 Forest Mode with Windows 2003 R2 domain controllers can be moved to schema mode
without extending the AD schema.

Because of the performance benefits of schema mode, you should avoid non-schema mode whenever
you can. Non-schema mode, however, remains fully supported by Likewise.

Migrating from a non-schema default cell to a default cell in schema mode requires more work and
isriskier than any other kind of cell migration. So, to ease migration in the future and to improve
support, non-schema mode cells should be created only as named cells -- that is, cells associated with
organizational units.

Although you could use cells to limit access to a computer, doing so goes against the design of Active
Directory. It isrecommended that you control access and authorize users with methods other than cells.
Instead, you can control access by using the Requi r eMenber shi pOf setting in the registry or the
group policy, named Allow Logon Rights, that manages the Requi r eMenber shi pOFf setting.

Likewise recommends the following additional best practices:

* You should either pre-stage Unix computer accounts or you should delegate to Unix system
administrators control of the OU to which the Unix computers will be joined. For information on
how to delegate control, see Best Practices for Delegating Active Directory Administration. For
information on how to pre-create computer accounts, see Domain Users Cannot Join Workstation or
Server to aDomain.

 You should follow the same best practices for applying group policy objects that Microsoft
recommends at TechNet.

» To simplify troubleshooting across multiple operating systems, you should avoid heavy use of
Likewise's target platform filter for group policies.

There are additional best practices for managing the security of the Likewise database; see the chapter
on installing and configuring the Likewise database.

Finally, more best practices are listed in Likewise professional services Best Practices Guide.
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Chapter 3. Installing and Using the
Console

3.1. About the Likewise Console

You install the Likewise Management Console on a Windows administrative workstation connected to
adomain controller to administer Linux, Unix, and Mac OS X computersin Active Directory. When
you install the console, it adds extension tabs to the properties sheets of most objectsin Active Directory
Users and Computers (ADUC). The extension tabs, named Likewise Settings and Likewise NIS Maps,
let you manage Unix settingsin ADUC. In addition, the Likewise group policies are added to the Group
Policy Management Console and the Group Policy Object Editor.

After you install the console, you can use Active Directory Users and Computers to manage Unix and
Linux users and groups, including their UID and GID information, their default logon shell, and their
default home directory. Y ou can aso use the Group Policy Object Editor to create and edit Linux-
and Unix-specific group policies, and you can use the Group Policy Management Console to view
information about Likewise group policies.
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Y ou can use the console to perform the following tasks:
* Run multiple instances of the console and point them at different domains.
* Run the console with a different user account.

 Upgrade your Active Directory schema.
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 Obtain status information about your Active Directory forests and domains.

» Migrate Unix and Linux users and groups by importing passwd and gr oup files and mapping the
information to users and groups in Active Directory.

» Remove orphaned objects.

» Generate reports about users, groups, and computers.

3.2. Requirements

This section lists the requirements to use Likewise Enterprise with Active Directory. Requirements for
the Likewise agent -- the software that runs on the Linux, Unix, and Mac OS X computers that you want
to connect to AD -- are listed in About Installing the Agent.

Y ou must have at least the following components:
1. An Active Directory domain controller.

2. A Windows administrative workstation that is running ADUC and is connected to your Active
Directory domain controller.

Because Likewise enhances ADUC, GPOE, and GPMC to support Unix computers, you must make
sure that the Microsoft management tools for Active Directory are installed before you install
Likewise. The Microsoft management tools vary by Windows version, but typically include the
Admin Pack for Windows XP and Windows Vista and the Remote Server Administration Tools
(RSAT) for Windows 7 and Windows Server 2008 R2.

With Windows 7 and Windows 2008 R2, you must turn on the following features of the Remote
Server Administration Tools by going to the Control Panel, selecting Programs, and then selecting
Turn Windows features on or off: Group Policy Administration Tools, Active Directory Module for
Windows PowerShell, Active Directory Administrative Center, AD DS Snap-ins and Command-
Line Tools. For more information, see the description of the Remote Server Administration Tools for
Windows 7 and your Microsoft Windows documentation.
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Turn Windows features on or off (7]
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3. One or more Unix or Linux computers running an operating system that Likewise supports, such as
versions of Mac OS X, Red Hat, SUSE Linux, Fedora, CentOS, Debian, Sun Solaris, IBM AlX, HP-
UX, and Ubuntu. For a complete list of supported platforms, seethe list at www.Likewise.com.

Administrator Privileges

» Root access or sudo permission on the Unix, Linux, and Mac OS X computers that you want to join to

the domain.

 Active Directory credentials that allow you to add computersto an Active Directory domain -- for
example, membership in the Domain Administrators security group or the Enterprise Administrators

Security group.

Active Directory Requirements
» Windows 2003 SP1 or R2 Standard and Enterprise
* Windows Server 2008

* Windows 2000 SP4 Server
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Windows Requirements for the Console

» Windows 2003 SP1 or R2 (or later)
» Windows XP Professional, SP3 -- requires the Windows Admin Pack

Note: The 64-bit version of Windows Server 2003 and the 64-bit version of Windows XP are not
supported.

* Windows Server 2008 SP1 or R2

* Windows 7 Professional

* Windows Vista SP1

* Microsoft .NET 1.1 Framework

* Microsoft .NET 2.0 Framework

* MSXML 6.0 Parser (for displaying reportsin the GPMC)
« MMC 3.0 Update

Note: You cannot install MMC 3.0 on a Windows 2000 computer, and thus you cannot install the
Likewise Console on a Windows 2000 computer.

* 50 MB of free space

Requirements to Run Likewise in Schema Mode

» Active Directory installations that comply with RFC 2307, such as Windows Server 2003 R2.
» Domain and forest functional levels have been raised to Windows Server 2003 or higher.

» No Windows 2000 domain controllers (raising the forest functional level to Windows Server 2003
excludes Windows 2000 domain controllers from the domain).

For more information, see About Schema Mode and Non-Schema Mode and Pros and Cons of the
Schema Modes.

Remediation Requirements for Active Directory

Networking

The subnets with your Linux, Unix, and Mac computers must be added to Active Directory sites before
joining the computers to Active Directory so that the Likewise agent can detect the optimal domain
controller and global catal og.

Replication

Make sure your AD replication system is up to date and functioning properly by using the following
diagnostic tools from http://www.microsoft.com/download to test replication. For instructions, see the
Microsoft documentation for each tool.
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1. DCDiag. Part of Microsoft's support tools for Windows Server 2003, dcdiag.exe should be run with
the/ v /¢ [/ e switchesto test all the domain controllersin all your sites.

2. FRSDiag. Use frsdiag.exe tool, available from the Microsoft Resource Kit tools, to check the File
Replication Service (FRS).

In addition, the following tools can help you review and troubleshoot FRS problems.
Sonar. Optionally useit to perform a quick review of FRS status.
Ultrasound. Optionally use it to monitor and troubleshoot FRS.

ReplMon. Included in the Microsoft Resource Kit Tools, useit to investigate replication problems
across links where DCDiag showed failures.

3.3. Install the Likewise Console

You install the Likewise Management Console on a Windows administrative workstation that can
connect to your Active Directory domain controller. It is recommended that you do not install the
console on adomain controller. (For instructions on how to use the Likewise metainstaller to install the
console and other components, see the Likewise Evaluation Guide.)

In addition to the console, the Likewise Enterprise installer for Windows includes several components:
the Likewise migration tools, Ghome group policy schemas, and GPMC support.

Important Note About Upgrading: To upgrade to the latest version of Likewise Enterprise on
your Windows administrative workstation, first uninstall the existing version. Then, before installing
the latest version of Likewise Enterprise, install the latest version of the Microsoft Group Policy
Management Console and run Windows update to make sure your workstation has the latest XML
patches.

1. Verify that your administrative workstation is running a version of Windows that Likewise supports
(seethelist in the section on requirements) and has 50 MB of free disk space.

2. Because Likewise enhances ADUC, GPOE, and GPMC to support Unix computers, make sure that
the Microsoft management tools for Active Directory are installed before you install the console.

The Microsoft management tools vary by Windows version, but typically include the AdminPak for
Windows XP and Windows Vista and the Remote Server Administration Tools (RSAT) for Windows
7.

3. LocateLi kewi seEnt er pri se. exe onyour installation media. (The file name might also
contain aversion and build number.) It isastandard MSI installer. Copy it to the desktop of your
Windows administrative workstation.

4. Execute Li kewi seEnt er pri se. exe with an Active Directory account that has privilegesto
modify objects and child objectsin Active Directory -- for example, an account that is a member of
the Domain Administrators or the Enterprise Administrators security group.

5. Follow theinstructionsin the installation wizard.

6. Select the Likewise features you want to install:
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To Install

Install the Likewise extension tabs for ADUC Likewise
and other base tools and code that Likewise uses
to manage Unix information in Active Directory.

This component is required.

Install the Likewise migration tools, including Likewise Migration Tools
the tool to import Linux, Unix, and Mac OS X
passwd and group files and the tool to upgrade
aprevious version of Likewise to the current
version.

Install the Likewise Management Console. It Likewise Management Console and its
runs on a Windows administrative workstation | components

that connects to an Active Directory domain
controller to help you manage Linux and Unix
computersin Active Directory. The console lets
you view status and start several Likewise tools,
such as Cell Manager.

The console also serves as an extensible service
for running severa other Likewise management
applications, called snap-ins or plug-ins. A plug-
in named Provisioning Management is included
when you install the Likewise Management
Console and it is loaded by default when you
run the console. The other plug-insinclude
Enterprise Data Management, the Operations
Dashboard, and Audit and Access Reporting, all
three of which are new components provided as a
technology preview.

Install the Gnome GConf group policy schemas. |Gnome Group Policy Schemas
The schemas are used to apply user settings to
Gnome desktops.
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Install features that support managing and GPMC support
viewing Likewise group policiesin the Microsoft
Group Policy Management Console.

7. 1f you do not have MMC 3.0 installed, you are prompted to install it.

8. If you do not have .NET 2.0 installed, you are prompted to install it.

3.4. Start the Likewise Console

Before you can start the Likewise Management Console, it must be installed on your administrative
desktop. Depending on the options chosen during installation, the console can be started in the following
ways:

Double-click on the Likewise Management Console desktop shortcut \i(@ .
* Click Start, point to All Programs, click Likewise, and then click Likewise Management Console.
» At the command prompt, execute the following commands:

cd %°rograntil es% Li kewi se\ Enterpri se\

i consol e. | nc
Tip: You can run multiple instances of the Likewise Console and point them at different domains.
The Likewise Console page is the first screen that is displayed after you start the console. From the
page, you can havigate to all other pages in the console, including the Status page. Y ou can also start

Active Directory Users and Computers (ADUC), Cell Manager, and the Migration tool.

The Forest Status page displays the following information for the selected Active Directory forest. After
you start the console, it may take afew moments to retrieve information about your domains.

Likewise Version: The Likewise version and build number. Technical support personnel may ask you
for thisinformation when you contact them for assistance.

Consistency check: |ndicates whether Active Directory has been properly prepared for the current
operating mode. Typicaly this status indicator reads as Good.

Cell count: Displays the number of cellsthat are associated with organizational unitsin the selected
domain, including the default cell.

Mode: Either schema or non-schema. Schema indicates that the selected forest is using the RFC 2307-
compliant schema. Non-schema indicates that it is not.

3.5. Connect to a Domain

If Likewise detects more than one Active Directory forest, it displays them on the Likewise Consol€e's
Forest Status page. Y ou can connect to aforest by double-clicking the forest name.

Y ou can connect to another domain as follows:
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1. Inthe Likewise Management Console tree, right-click the Provisioning Management node, and then
click Connect to Domain.

2. Inthe Fully Qualified Domain Name box, enter the FQDN of the domain that you want to connect
to.

3. Inthe NT4-style Domain Name box, enter the short name of the domain.

4. Inthe Username and Password boxes, enter the credentials of an Active Directory administrator. It
is recommended that you use the AD Enterprise Administrators security group account.

3.6. Run the Schema Mode Wizard

After you install the Likewise Management Console for the first time, you can run the Schema Mode
Wizard to upgrade your Active Directory schemato that of Microsoft Windows Server 2003 R2, which
provides support for RFC 2307. The Run Schema Mode Wizard button appears only if you have not
run the Schema Mode Wizard and if you have not created any Likewise cells. In non-schema mode, the
button will reappear after you remove all your Likewise cells.

Likewise has two operating modes. schema mode and non-schema mode. Non-schema mode stores
Linux and Unix data without requiring RFC 2307 object classes and attributes and without modifying
the existing schema. Non-schemamode is Likewise's default mode, and you do not need to run the
schema mode wizard to use it.

Schema mode takes advantage of the Unix- and Linux-specific RFC 2307 object classes and attributes,
namely the posi xAccount and posi xGr oup object classes. The wizard upgrades your schemato
RFC 2307. If you are already using Windows Server 2003 R2, running the wizard indexes frequently
searched attributesin the Active Directory global catalog.

Before you decide which schema mode is right for your environment, see About Schema Mode and
Non-Schema Mode and Pros and Cons of the Schema Modes.

Important: Y ou cannot roll back the changes that the schema mode wizard makesto the Active
Directory schema. Back up Active Directory before you run the wizard.

Run the Schema Mode Wizard

To raise the forest functional level and to upgrade the schema, you must be a member of the Enterprise
Administrators security group or the Schema Administrators security group for the forest.

1. On your Windows administrative workstation, use Active Directory Domains and Trusts to raise
the forest functional level of your Active Directory forest to W ndows 2003. To raise the forest
functional level to W ndows 2003, you must first raise the domain functional level for each
domain in your forest to W ndows 2003. For more information, see Active Directory Domains and
Trusts Help.

Note: Raising the forest functional level to Windows Server 2003 will exclude Windows 2000
domain controllers from the domain.

2. Inthe Likewise Management Console tree, click Status.
3. Intheleft pane, click the forest for which you want to upgrade the schema.

4. Click Run Schema Mode Wizard:
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Note: The Run Schema Mode Wizard button appears only if the forest has not been configured for
Likewise and if you have not created any Likewise cells.

5. Follow the instructionsin the wizard.

3.7. Replication in a Large Forest or in Multiple
Domains

When you set up Likewise in an environment with alarge forest or multiple domains, it may take some
time for the Likewise objects and the schema update to replicate to the rest of the domain.

Replication must complete before the domain and its child domains are fully enabled for Likewise. You
will be unable to connect to a child domain until replication finishes.

3.8. Upgrade the Schema of a Forest

One or more domains that share a common schema and global catalog are known as aforest. With
Likewise, you can upgrade the schema of aforest. To do so, you must be a member of the Enterprise
Administrators security group or the Schema Administrators security group for the forest.

Important: To apply the schema extensions only to asingle forest, select only the forest that you want.
1. Inthe Likewise Management Console, click the Status tab.

2. Inthe Forest tree, select the forest, domain, or child domain that you want to configure.
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3. Intheright pane, click Run Schema Mode Wizard.

Note: The Run Schema Mode Wizard button appears only if the forest has not been configured for
Likewise.

4. Follow the instructions in the wizard. For more information, see Run the Schema M ode Wizard.

3.9. Add a Plug-In

The console includes several plug-ins: Access and Audit Reporting, Enterprise Database M anagement,
and the Operations Dashboard.

1. Inthe console, on the File menu, click Add/Remove Plug-in.
2. Click Add.
3. Click the plug-in that you want, and then click Add.

4. Click Close, and then click OK.
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4.1. Make a Cell and Associate it with an OU or
a Domain

To create a Likewise cell and associate it with a domain or an organizational unit (OU), you must
have Active Directory administrative privileges that allow you to create container objects within an
OU or adomain. To associate a cell with an OU, for example, you must be a member of the Domain
Administrators security group, or you must have been delegated control to create container objects
within the OU.

Important: Before you associate a cell with an organizational unit, make sure you have chosen the
schema mode that you want. Y ou cannot easily change the schema mode after you create a cell,
including adefault cell.

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the OU or the domain for which you want to create acell, click
Properties, and then click the Likewise Settings tab.

Important: Do not create acell in the built-in OU named Domai n Control | ers.

3. Under Likewise Cell Information, select the Create Associated Likewise Cell check box, and then
click OK.
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Y ou can now associate users with the cell.

4.1.1. Moving a Computer to Another Cell

When you move a computer from one cell to another, you must do the following if you want the cell
information to be updated immediately on the client:

* Clear the authentication cache for user and group membership: | sass- adcache. db. For
instructions, see Clear the Authentication Cache.

» Restart the Likewise authentication daemon by running this command asroot: / opt / | i kewi se/
bin/lwsmrestart |sass

26


#AssociateUserWithCell
#ClearAuthenticationCache

Working with Cells

* Force the computer to refresh its group policies by running this command as root: / opt /
| i kewi se/ bi n/ gporefresh

4.2. Create a Default Cell

4.2.1.

Likewise gives you the option of defining a default cell. It handles mapping for computers that are not in
an OU with an associated cell. The default cell can contain the mapping information for all your Linux
and Unix computers. Likewise Enterprise does not require a default cell.

A Linux or Unix computer can be a member of an OU that does not have a cell associated with it. In
such cases, the group polices associated with the OU apply to the Linux and Unix computer, but user
UID-GID mappings follow the policy of the nearest parent cell, or the default cell.

To create adefault cell, in the Active Directory Users and Computers console tree, right-click the name
of your domain, click Properties, click the Likewise Settings tab, and then click Create Associated
Likewise Cell.

Use Pre-Existing RFC 2307 Data

To recognize and use pre-existing Unix datathat is stored in Active Directory with RFC 2307 attributes,
make sure Likewise isin schema mode and then create a default cell.

4.3. Associate a User with One or More Cells

In Active Directory Users and Computers, you can associate a user with one or more Likewise cellsto
give the user access to the Linux, Unix, and Mac OS X computers that are members of each cell.

Note: To associate a user with acell, you must log on with sufficient administrative privileges -- for
example, as a member of the Domain Administrators group.

1. Start Active Directory Users and Computers.

2. Inthe console tree, click Users.

3. Inthe details pane, right-click the user that you want, and then click Properties.
4. Click the Likewise Settings tab.
5

. Under Likewise Cells, select the check box for the cell that you want to associate the user with. You
can associate the user with multiple cells by selecting the check boxes for the cells that you want.

Under User info for cell, adefault GID value, typically 100000, is automatically populated in the
GID box.

Note: The user's settings can vary by cell.
6. To set the UID, click Suggest, or type avalue in the UID box.
See Also

Assign aGroup ID

4.4. Add a Group to a Cell

You can add an Active Directory group to acell after you have associated a cell with an organizational
unit (OU).
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1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the OU with an associated cell to which you want to add a group, click
Properties, and then click the Likewise Settings tab:
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3. Click Add, select the group that you want to add, and then click OK.

4.5. Add a User to a Cell

Y ou can add an Active Directory user to a cell after you have associated a cell with an organizational
unit (OU).

1. On your Windows administrative workstation, start Active Directory Users and Computers.
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2. Inthe console tree, right-click the OU with an associated cell to which you want to add a user, click
Properties, and then click the Likewise Settings tab:
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3. Click Add, locate and select the user that you want to add, and then click OK.

4.6. Link Cells

Linking specifies that the computersin the current cell can be accessed by the usersin the cell that you
link to (the linked cell).

In the scenario shown in the screenshot below, the current cell isEdi t or i al Depart ment . When
you link to the Engi neer i ng cell from the Likewise Settingstab for Edi t or i al Depar t nent , the
usersin Engi neer i ng can access the computersin Edi t ori al Depart ment .
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The following example demonstrates how linking cells can be useful:

If your default cell contains 100 system administrators and you want those administrators to have access
to the computers in another cell, called Engi neer i ng, you do not need to provision those usersin

the Engi neeri ng cell. You can simply link the Engi neer i ng cell to the default cell, and then the
Engi neeri ng cel inherits the settings of the default cell. For more information on linking cells, see
About Célls.

1. On your administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the organizational unit that is associated with the cell you want to link
to another cell, and then click Properties.

3. Click the Likewise Settings tab.

4. Click Linked Cells, click Add, click the cell that you want, and then click OK.
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5. When you link to multiple cells, the order that you set isimportant because it controls the search

6.

order. The cells are searched in the order listed. Use Move Up or Move Down to set the order of the
cells.

For an example of how the search order can be important, see About Cells.

Click OK.

4.7. Delegate Control to Create Container
Objects

To associate a Likewise cell with an Active Directory organizational unit, an administrator must have
permission to create cont ai ner objects within the OU. A member of the Domain Administrators or
Enterprise Administrators security group can delegate control of the OU to another administrator.

1

In Active Directory Users and Computers, in the console tree, right-click the OU for which you want
to delegate permissions, and then click Delegate Control.

. Click Next.
. Click Add, find the user that you want, click OK, and then click Next.
. Select Create a custom task to delegate, and then click Next.

. Select This folder, existing objects in this folder, and creation of new objects in this folder, and

then click Next.

. Under Permissions, select the following, and then click Next:

Read

Wite

Create All Child Objects
Delete AIl Child Objects
Read All Properties
Wite Al Properties
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7. Click Finish.

Tip: For more information about del egating control, see Delegating Administration in Active Directory
Users and Computers Help.

4.8. Administering Cells with Cell Manager

Cdl Manager isaLikewise MMC snap-in for managing cells associated with Active Directory
organizational units.

With Cell Manager, you can delegate management, change permissions for acell, add cells, view cells,
and associate cells with OUs to provide users and groups with Linux and Unix access. Cell Manager
also lets you connect to another domain and filter cells to reduce clutter.

Cdl Manager is automatically installed when you install the Likewise Console.

Start Cell Manager
1. Inthe Likewise Enterprise Console tree, click Diagnostics & Migration.
2. Under Tasks, click Launch Cell Manager.

Tip: To start Cell Manager from the Start menu, click Start, point to All Programs, click Likewise,
and then click Likewise Cell Manager.
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Delegate Management

Y ou can use Cell Manager to create an access control list (ACL) that allows users or groups without
administrative privileges to perform the administrative operations that you specify. For example, you
can delegate management for the cell manager node to allow other users to create and delete cells. You
can delegate management of a cell, agroup, or a user.

1. Inthe Cell Manager console tree, right-click the folder of the cell that you want to delegate
management for, and then click Delegate Control.

2. Follow the instructions in the Delegate Control Wizard.

Change Permissions of a Cell, Group, or User

1. Inthe Cell Manager console tree or in the details pane, right-click the object that you want to change
permissions for, and then click Properties.

Tip: To select multiple users or groups, in the details pane, hold down CTRL and click the users or
groups that you want to change.

2. Click Permissions.

3. Make the changes that you want.

Add a Cell

When you add a cell, you must attach it to an Organizational Unit in Active Directory.

1. Inthe Cell Manager consoletree, right-click the top-level Cell Manager domain node, point to New,
and then click Cell.
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. Inthelist of OUs, expand the tree and then click the OU to which you want to attach the cell.

Note: Y ou cannot attach a cell to the top-level node (the domain).

. Inthe First available user ID box, enter the number that you want. Keep in mind that the user ID

range cannot overlap with the ID range of another cell.

. In the First available group ID box, enter the number that you want. Keep in mind that the user ID

range cannot overlap with the ID range of another cell.

. Inthe Home directory template box, type the path for the home directory that you want to set for

usersin the cell -- for example, / horre/ Y&/ %.

Important: When you set the home directory, you must use the default user name variable (%4J).
Y ou may specify the default domain name by using the domain name variable (%) but, unlike the
user name variable, it is not required.

. Inthe Default login shell box, type the path to the default shell that you want to use -- for example, /

bi n/ sh.

Give a User Access to a Cell

When you give a user accessto acell by using Cell Manager, you can add the new user to the cell
only with default attributes. Y ou can change the attributes later by using in Active Directory Users and
Computers; see Specify aUser's ID and Unix or Linux Settings.

1. Inthe Cell Manager console tree, right-click the cell that you want to give a user access to, point to

New, and then click User.

2. Find and select the user that you want to add, and then click OK.

Give a Group Access to a Cell

Filter

When you give a group accessto acell by using Cell Manager, you can add the new group to the cell
only with default attributes. Y ou can change the attributes later by using Active Directory Users and
Computers.

1. Inthe Cell Manager consoletree, right-click the cell that you want to give a user access to, point to

New, and then click Group.

2. Find and select the group that you want to add, and then click OK.

Cells

Y ou can use filtering to set the maximum number of cells to display and show only the cells that match a
pattern.

1. Inthe Cell Manager console tree, right-click the top-level Cell Manager domain node, and then click

Filter.

2. Set thefiltering values that you want to use.

Connect to a Different Domain

Even though users and groups imported from a different domain appear in Cell Manager, you cannot
modify their settings from outside their original domain. Instead, to modify the settings of a user or
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group imported from another domain, use Cell Manager to connect to that domain and then make the
changes that you want.

1. Inthe Cell Manager console tree, right-click the top-level Cell Manager domain node, and then click
Connect To Domain.

2. Inthe Domain box, type the domain that you want, or click Browse, and then locate the domain that
you want.
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5.1. Modify Likewise Settings in ADUC

In Microsoft Active Directory Users and Computers, you can modify your Likewise settings for a
domain, an organizational unit, agroup, or a user. Likewise adds a tab to the property sheet of the
following objects in the Active Directory Users and Computers MM C snap-in:

» Domain: Likewise Settings

» Users: Likewise Settings

» Groups: Likewise Settings

* Organizational Units:
« Likewise Settings (for the associated cell)
e Group Policy (with Likewise Enterprise)

Important: To change the settings, you must log on as a member of the Domain Administrators security
group, the Enterprise Administrators security group, or another group that gives you sufficient privileges
to modify objectsin Active Directory. Or you must have been delegated privileges to modify the
settings of the objects that you want to change; for more information, see Delegate Management.

1. Onyour Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the object that you want to change, click Properties, and then click the
Likewise Settings tab.

3. Make the changes that you want.

5.2. Create a User

To create aUnix or Linux user account in Active Directory, you must have sufficient administrative
privileges -- for example, as amember of the Enterprise Administrators group, the Domain
Administrators group, or as a delegate.

1. On your Windows administrative workstation, start Active Directory Users and Computers.
2. Inthe console tree, right-click Users, point to New, and then click User.
3. Enter the name and logon name information for the user, and then click Next.

Tip: For more information, see Create a New User Account in Active Directory Users and
Computers Help.

4. Inthe Password box and the Confirm password box, type a password for the user, select the
password options that you want, and then click Next.

5. Click Finish.
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6. Inthe console tree, right-click the user that you just created, and then click Properties.

7. Click the Likewise Settings tab.
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8. Under Likewise Cells, select the check box for the cell that you want to associate the user with. The
user's settings can vary by cell.

Under User info for cell, a default value, typically 100000, is automatically populated in the GID
box.

9. To set the UID, click Suggest, or type avalue in the UID box.

10.To override the default home directory and login shell settings, in the Home Directory box, type the
directory that you want to set for the user, and then in Login Shell box, type the login shell that you
want.

11.Optionally, you can set alogin name for the user in the Login Name box and add a comment in the
Comment box. You use the Login Name box to set alogin name for the user that is different from
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the user's Active Directory login name. If you leave the Login Name box empty, the user logs on
Linux and Unix computers by using his or her Active Directory login name.

See Also

Create a Cell

5.3. Finding Users and Groups in ADUC

Because of alimitation with the Active Directory Users and Computers snap-in, when you try to find
aLikewise user or group by right-clicking an organizational unit and then clicking Find, the user or
group will not appear in the results even when the user or group isin the OU. The Find command does,
however, work at the level of the domain.

Asan alternative, you can find Likewise users and groupsin an OU by using the following procedure:

1. Inthe console tree, right-click the OU with an associated cell in which you want to find a user or a
group, click Properties, and then click the Likewise Settings tab:
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2. Click Add and use the dialog box that appearsto find the object that you want.

5.4. Provision a User with Linux or Unix Access

To provide an Active Directory user with Unix, Linux, or Mac access, you must have sufficient
administrative privileges -- for example, as amember of the Enterprise Administrators group, the
Domain Administrators group, or as a delegate.

Tip: For aMac OS X user, limit group membership to less than 45 groups that are enabled for Unix
access. Because of alimitation with Mac OS X, membership in groups other than the primary group is
not enumerated for a user who belongs to more than 45 groups.

1. On your Windows administrative workstation, start Active Directory Users and Computers.
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2. Inthe console tree, right-click the user that you want, and then click Properties.

3. Click the Likewise Settings tab.

4. Under Likewise Cells, select the check box for the cell that you want to give the user Linux or Unix
access.

Note: If no cells appear under Likewise Cells, see Create a Cell or Create a Default Cell.

Clark Kent Properties d |

Published Caitficates | MemberOF |  Diskin | Dbjest
Secwly |  Erwionmerd | Sessions | Remole conirol
Generdl | Address | Account | Profile | Telephones | Organization
Teminal Senvices Profle | COMs Likewise Settings

— LINC/Linuee Lser Infosmation

To alow this user b logon bo LINDXLnux computens joined bo Active
Diwectony, you must specify which Likewise Enterprise cellfz] the user

iz slowed o access,
Likewise Cells Use Distinguished Names [
] Accountng
vl Engreeiing
I Makating = ceeuernnicm
1= Uzer infio for calt Matkeating
uo Suggest I
GID ]5334‘3-1523 |Durrhain Usgees _:I
Login Name |
Hore Drirechony ].r'hnmefLI FEWISEDEMO /ckent
Login Shell | binbash
Comment [GECOS) |

oK I Cancel Apply

5. Under User info for cell, to set the UID, click Suggest, or type avalue in the UID box.
Note: The user's settings can vary by cell.

6. Inthe GID box, a default value, typically the GID for the Domain Users group, is automatically
populated in the GID box. To change the GID, click the drop-down list, and select the group that you

want.

Note: If the group that you want is unavailable, you must first add the group to the cell; see Add a
Group to a Cell.

7. To override the default home directory and login shell settings, in the Home Directory box, type the
directory that you want to set for the user, and then in Login Shell box, type the login shell that you
want.
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8. Optionaly, you can set alogin name for the user in the Login Name box and add a comment in the
Comment box. You use the Login Name box to set alogin name for the user that is different from
the user's Active Directory login name. If you leave the Login Name box empty, the user logs on
Linux and Unix computers by using his or her Active Directory login name.

5.5. Provision a Group with Linux or Unix
Access

To provide an Active Directory group with Unix, Linux, or Mac access, you must have sufficient
administrative privileges -- for example, as amember of the Enterprise Administrators group, the
Domain Administrators group, or as a delegate.

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the group that you want, and then click Properties.

3. Click the Likewise Settings tab.

4. Under Cells, select the check box for the cell that you want to provide the group access to.
Note: If no cells appear under Likewise Cells, see Create a Cell or Create a Default Cell.

HelpServicesGroup Properties - |

General |  Members | MembesOF | ManagedBy |
Object | Security Likewise Settings
[ LINC<Linue Group Infosmation -

T allow this giowp o bo be visble bo UNES/Linwe compaters,
you miust specify in which Likewize celliz) the group
vall be available.

Cells: Uze Distinguished Mamez [

: E nigineening
] Marketng

[~ Group info for cell Accounbing -

GID Suggest |
Group Alia: |
Description: |

ok | cancel | goob |

5. Under Group info for cell, to set the GID for the group in the cell you selected, click Suggest, or
type avaue in the GID box.

6. Optionally, you can set an alias for the group: In the Group Alias box, type an dias. The dlias
applies only within the cell.
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5.6. Specify a User's ID and Unix or Linux
Settings

You can set auser'sidentifier (UID) and specify the user's Unix, Linux, or Mac OS X settings.

Note: To provide auser with aUID and Unix or Linux settings, you must have sufficient administrative
privileges -- for example, as a domain administrator or as a delegate. To delegate administrative
privileges to another user, see Delegate Management.

1. On your administrative workstation, start Active Directory Users and Computers.

2. Inthe consoletree, click Users.

3. Inthe details pane, right-click the user that you want, and then click Properties.

4. Click the Likewise Settings tab.
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GID [593494523  |Domain Users |
Login Name |
Home Drechony I.e'hm'ne.-"LIKE'w’ESE DEMOfekend
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5. Under Likewise Cells, select the check box for the cell that you want to associate the user with.

Under User info for cell, adefault value is automatically populated in the GID box. Y ou can change
the user's primary group by select the group that you want from the drop-down list.
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. To set the UID, click Suggest, or type avaue in the UID box.

Tip: To generate a report that shows duplicate UIDs, see Show Duplicate UIDs, GIDs, Login Names,
and Group Aliases.

. To override the default home directory and login shell settings, in the Home Directory box, type the

directory that you want to set for the user, and then in Login Shell box, type the login shell that you
want.

. Optionally, you can set alogin name for the user in the Login Name box and add a comment in the

Comment box. You use the Login Name box to set alogin name for the user that is different from
the user's Active Directory login name. If you leave the Login Name box empty, the user logs on
Linux and Unix computers by using his or her Active Directory login name.

See Also

Resolve an AD Alias Conflict with aLoca Account

5.7. Apply Unix or Linux Settings to Multiple

Users

Likewise lets you apply Unix, Linux, and Mac OS X settings to multiple users at the same time. For
example, you can assign multiple usersto acell and then set their home directory.

The users must be members of agroup that is associated with a cell and each user must have a UID-GID
mapping.

Note: To change users' settings, you must log on as a member of the Domain Administrators security
group or the Enterprise Administrators security group. Or, you must have been delegated privileges
to modify the settings of the user objects that you want to change; for more information, see Delegate
Management.

1.

2.

A W

On your Windows administrative workstation, start Active Directory Users and Computers.

In the console treg, click Users, or expand the container that holds the users that you want.

. Inthe details pane, hold down CTRL and click the users that you want.
. Right-click the selected range of users, click Properties, and then click the Likewise Settings tab.

. Under UNIX/Linux User Information, select the check box for the cell to which you want to assign

the users.

By assigning the usersto a cell, you are enabling them for access to the Unix, Linux, and Mac OS
computers that are in the cell.

. Under User Info, make the changes that you want.

Y ou can specify a GID for the users, and you can set their login shell and home directory.

5.8. Set a User Alias

You can set an alias for an Active Directory user so that the user can use the aliasto log on a Linux,
Unix, or Mac OS X computer joined to Active Directory. The aliasis set only for the cell that you select
when you set it.
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1. On your Windows administrative workstation, in Active Directory Users and Computers, expand the
folder for your domain, and then expand Users.

2. Right-click the user that you want, click Properties, and then click the Likewise Settings tab.

3. Under Likewise Cells, click the cell that you want the user's alias to apply in.
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v Accournling
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Home Direclony I.-'|'|-u|'n|=r'|1 HTERISDEMO/ckenl
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4. Inthe Login Name box, type an dlias for the user.

5.9. Set a Group Alias

You can create an alias for agroup that is part of a Likewise cell, including the default cell. The group
can use the alias within the cell.

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console treg, click Users.
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3. Inthelist of users, right-click the group that you want, click Properties, and then click the Likewise
Settings tab.

4. Under Cells, select the check box for the cell that you want to set agroup alias for, and then in the
Group Alias box, type an alias for the group.

Tip: To generate areport that shows duplicate group aiases, see Show Duplicate UIDs, GIDs, Login
Names, and Group Aliases.

5.10. Set the Default Home Directory

There are three ways that you can set the default home directory for Linux, Unix, and Mac OS X users:

» Set acell's default home directory by using the Likewise Settings tab for an organizational unit's
propertiesin Active Directory Users and Computers.

» Select multiple usersin Active Directory Users and Computers and then set their default home
directory.

» Set anindividual user's default home directory by using the Likewise Settings tab for the user's
propertiesin Active Directory Users and Computers.

When you set the default home directory, you must use the default user name variable (%J). Y ou may
specify the default domain name by using the domain name variable (D) but, unlike the user name
variable, it is not required.

Important: On Solaris, you cannot create alocal home directory in/ hore, because/ hone is used by
autofs, Sun's automatic mounting service. The standard on Solarisisto create local home directoriesin /
export/ hone.

Set the Home Directory for a Cell

To set adefault home directory for acell, you must have Active Directory administrative privilegesto
modify OU objects.

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the OU for which you want to set a home directory, click Properties,
and then click the Likewise Settings tab.

3. Under Likewise Cell Information, in the Default Home Directory box, type the home directory
that you want to set for the groups and users in the cell.

Set the Home Directory for Multiple Users

To change users' settings, you must log on as a member of the Domain Administrators security group
or the Enterprise Administrators security group. Or, you must have been delegated privileges to modify
user settings, see Delegate Management.

1. On your administrative workstation, start Active Directory Users and Computers.
2. Inthe console tree, expand Users, or expand the container that holds the users that you want.

3. Inthe details pane, hold down CTRL and click the usersthat you want.
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4. Right-click on the selected range of users, click Properties, and then click the Likewise Settings tab.

5. Under UNIX/Linux User Information, select the check box for the cell that contains the users
whose home directory you want to set.

Note: Selecting a check box for acell assigns the selected usersto the cell and gives them access to
the Unix, Linux, and Mac OS computers that are in the cell.

If the check box for the cell that you want is already selected, click the name of the cell.

6. Inthe Home Directory box, type the path for the home directory that you want to set -- for example,
/ home/ Y8 %AU.

Set the Home Directory for a Single User

To change a user's settings, you must log on as a member of the Domain Administrators security group
or the Enterprise Administrators security group. Or, you must have been delegated privileges to modify
user settings; see Delegate Management.

1. On your administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, expand Users.

3. Right-click the user that you want, click Properties, and then click the Likewise Settings tab.

4. Inthelist under Likewise Cells, click the cell for which you want to set the user's home directory.

5. Inthe Home Directory box, type the path for the home directory that you want to set -- for example,
/ horre/ Y8 %U.

5.11. Set the Default Login Shell

By using Likewise, there are two ways that you can set the default login shell for Linux, Unix, and Mac
OS X users:

» Set acell'sdefault login shell by using the Likewise Settings tab for an organizational unit's properties
in Active Directory Users and Computers.

» Select multiple usersin Active Directory Users and Computers and then set their default login shell.

» Set anindividual user's default login shell by using the Likewise Settings tab in Active Directory
Users and Computers.

Set the Login Shell for a Cell

To set adefault login shell for acell, you must have Active Directory administrative privileges to
modify OU objects.

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, right-click the OU for which you want to set alogin shell, click Properties, and
then click the Likewise Settings tab.

3. Under Likewise Cell Information, in the Default Login Shell box, type the login shell that you
want to set for the users and groups in the cell.
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Set the Login Shell for Multiple Users

To change users' settings, you must log on as a member of the Domain Administrators security group
or the Enterprise Administrators security group. Or, you must have been delegated privileges to modify
user settings, see Delegate Management.

1. Onyour administrator workstation, start Active Directory Users and Computers.

2. Inthe console tree, expand Users, or expand the container that holds the users that you want.

3. Inthe details pane, hold down CTRL and click the usersthat you want.

4. Right-click on the selected range of users, click Properties, and then click the Likewise Settings tab.

5. Under UNIX/Linux User Information, select the check box for the cell that contains the users
whose home directory you want to set.

Note: Selecting a check box for a cell assigns the selected users to the cell and gives them access to
the Unix, Linux, and Mac OS computers that are in the cell.

If the check box for the cell that you want is already selected, click the name of the cell.

6. Inthe Login Shell box, type the login shell that you want to set -- for example, / bi n/ sh.

Set the Login Shell for a Single User

5.12.

To change a user's settings, you must log on as a member of the Domain Administrators security group
or the Enterprise Administrators security group. Or, you must have been delegated privileges to modify
user settings; see Delegate Management.

1. Onyour administrator workstation, start Active Directory Users and Computers.

2. Inthe console tree, expand Users.

3. Right-click the user that you want, click Properties, and then click the Likewise Settings tab.

4. Inthelist under Likewise Cells, click the cell for which you want to set the user's home directory.

5. Inthe Login Shell box, type the login shell that you want to set -- for example, / bi n/ bash.

Assign a Group ID

You can assign a group identifier (GID) to an Active Directory group by associating the group object
with a cell and specifying a GID value for the group object.

The GID information that you enter is applied to al objects within the group. However, subgroups
nested within the settings do not carry down; you must apply the GID information to subgroups
individually.

Note: To assign agroup ID, you must log on with privileges sufficient to modify the object.
1. On your Windows administrative workstation, Start Active Directory Users and Computers.
2. Inthe consoletree, click Users.

3. Inthe details pane, right-click a group object or any container object, and then click Properties.
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4. Click the Likewise Settings tab.
5. Under Cells, select the check box for the cell that you want to associate with the group object.

6. Toassign aGID, click Suggest, or in the GID box type the group identifier that you want to assign to
the group.

Tip: To generate areport that shows duplicate GIDs, see Show Duplicate UIDs, GIDs, Login Names,
and Group Aliases.

7. Inthe Group Alias box, you may type an alias for the group, but it is not required.

8. Inthe Description text box, you may enter a description, but it is not required.

Disable a User

To disable auser, you must log on as a domain administrator or as a member of another group that gives
you privileges sufficient to modify Active Directory user objects.

5.13

Note: When a computer cannot communicate with adomain controller, a user with a disabled account
who has recently logged on to the computer can continue to log on until you clear the cache or until
the cache expires. By default, the cache expires after 4 hours, or the interval that you set by using a
Likewise group policy or by modifying the local configuration file (Isassd.conf).

1. On your Windows administrative workstation, start Active Directory Users and Computers.

2. Inthe console tree, click Users.

3. Inthe details pane, right-click the user that you want to disable, and then click Properties.

4. Click the Likewise Settings tab.

5. Under Likewise Cells, clear the check boxes for the cells in which you want to disable the user.

To disable the user's access to all Linux, Unix, and Mac OS X computers, in the list of cells under
Likewise Cells, clear al the check boxes.

5.14. Improve MMC Performance When
Accessing Likewise Settings in ADUC

When the Microsoft Management Console loads a snap-in such as ADUC, it checks for certificate
revocations. To improve MMC performance after Likewiseisinstalled on your Windows administrative
workstation, you can reconfigure Internet Explorer's security options to not check for certificate
revocation and reconfigure Windows to not update root certificates.

Important: Although these changes can improve performance, they can aso affect your administrative
workstation's security policy. Before making these changes, determine whether they are permitted by
your | T security policy.

1. Close all instances of the Microsoft Management Console. Windows Task Manager should show no
instances of nmt. exe.

2. Start Internet Explorer. The following steps assume you are using IE 7; for additional information or
instructions for other versions of Windows, see Microsoft.com.
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3. Onthe Tools menu, click Internet Options.

4. Click the Advanced tab, and then in the list under Security clear the check boxes for the following
options:

Check for publisher's certificate revocation

Check for server certificate revocation

Check for signatures on downloaded programs

Allow software to run or install even if the signature isinvalid
5. Click OK.

6. In Control Panel, go to Add or Remove Programs. The following steps assume you are using
Windows Server 2003.

For additional information and instructions for other versions of Windows, see Microsoft.com.

For computers running Windows 2008, for instance, you can turn off automatic root certificates
updates by using a Microsoft group policy; see Certificate Support and the Update Root Certificates
Component.

7. Click Add/Remove Windows Components, and then in the list under Components clear the
Update Root Certificates checkbox.

8. Apply the changes and then restart the Microsoft Management Console.

5.15. Extend File Mode Permissions with POSIX
ACLs

When you have to grant multiple users or groups access to afile, directory, or Samba share on a Linux
server, you can use POSIX access control lists to extend the standard file mode permissions.

Because Linux and Unix file mode permissions control access only for asingle user, a single group,
and then everyone else, the only means of granting access to more than one group with the standard
file modesisto either nest the groups together or to give everyone access -- approaches that are often
unacceptable. Nested groups can be a maintenance burden, and granting access to everyone can
undermine security. Asfor Samba shares, it isinsufficient to add multiple users and groupsto the
val i d users parameterinsnb. conf if the underlying file system does not allow them access.

Prerequisites

You must havetheacl| packageinstalled. You can determine this asfollows:

# rpm-— ga -| grep acl
libacl-2.2.23-5
acl-2.2.23-5

Thefile system must be mounted with acl inthe option list. Y ou can determine this using the mount
command:

# mount
/ dev/sdal on -/ type ext3 (rw, acl)
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As shown above, the root file system has been mounted with read-write (r w) and acl options. If you
don't seeac!l intheoptionsfor the file system you are working with, modify / et c/ f st ab to include
this option, and then remount the file system. In the case of the root file system, you may need to reboot
the system.

All users and groups must be created before adding them to the ACL. In the case of Active Directory
users, they must be preceded by the domain unless user aliases have be to configured (for example,
DOVAI N\ user nane).

Example

This example uses adirectory called t est di r . The processisthe same for files.
Here are the standard file mode permissions of thet est di r directory.

[aci arochi @hel 4-devel tnp]$ Is --1d testdir
drwxrwx--- 2 root root 4096 Dec 14 13:28 testdir

You can view the extended ACL usingtheget f acl utility. Inthiscase, it shows the same information,
in adifferent format:

[aci arochi @ hel 4-devel tnp]$ getfacl testdir
# file: testdir

# owner: root

# group: root

user: :rwx
group: : rwx
other::---

With these permissions, only the root user and members of the root group are allowed to open the
directory. Sincetheaci ar ochi user isnot in the root group, he is denied access.

[aci arochi @hel 4-devel tnmp]$ cd testdir
-bash: cd: testdir: Perm ssion denied

However, we can grant accessto aci ar ochi by using theset f acl utility to add him to the ACL.
We must switch to the root user, of course, since that is the directory owner. Once the ACL is set,
aci ar ochi can open the directory:

[root @hel 4-devel ~]# setfacl --mu:aciarochi:rwx -/tnp/testdir/
[root @hel 4-devel ~]# exit
| ogout

[aci arochi @hel 4-devel tnp]$ cd testdir
[aci arochi @ hel 4-devel testdir]$ pwd
[tp/testdir

Notice that the standard file mode permissions have not changed, except for the addition of a + at the
end, indicating that extended file permissions are in effect:

[aci arochi @hel 4-devel tnp]$ Is --1d -/tnp/testdir/
drwxrwx---+ 2 root root 4096 Dec 14 13:28 -/tnp/testdir/

Additional groups can be added in the same manner -- usingag: instead of au: - - toindicatea
group. Inthe following example, we grant read and execute (open) accessto thef t p group:

[root @hel 4-devel ~]# setfacl --mg:ftp:r-x -/tnp/testdir
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[root @hel 4-devel ~]# getfacl testdir
# file: testdir

# owner: root

# group: root

user: :rwx

user: aci arochi : rwx

group: : rwx

group: ftp:r-x

mask: : rwx

other::---

5.15.1. Using POSIX ACLs to Grant AD Accounts Access
to Subversion

With Likewise, you can use AD accounts with Subversion. Thetrick isto use POSIX ACLsto givea
domain group write access to the SVN repository.

Here's an example:

$ svnadnin create -/data/foo

## Add dommin adnmins to the default directory ace
$ find -/data/foo --type d -| xargs setfacl --d --m-“g: AD
\ donai n*admi ns: rwx”

## Add domain adnmins to the directory ace
$ find -/data/foo --type d -| xargs setfacl --m-“g: AD
\ dorai n*admi ns: rwx”

## Add dommin admins to the ace for files
$ find -/data/foo --type f -| xargs setfacl --m-“g: AD
\ donmmi n*adm ns: rw’

$ getfacl -/datal/foo

# file: foo

# owner: AD\ 134gj ones

# group: AD\ 134uni xusers
user: :rwx

group::r-x

group: AD\ 134domai n*admi ns: r wx
mask: : rwx

other::r-x

defaul t:user::rwx

def aul t: group::r-x

def aul t: group: AD\ 134domai n*admi ns: r wx
def aul t: mask: : rwx

defaul t:other::r-x

Don't forget to use only one forward slash (\ ) in/ et ¢/ gr oup. Note too that the entry is case sensitive.
Y ou must specify the domain name in uppercase and the username in lowercase.
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Chapter 6. Migrating Users to Active
Directory

6.1. About Diagnostics and Migration

The Likewise Diagnostics and Migration page in the Likewise Management Console includes two tools
to help manage a mixed network:

* Find Orphaned Objects
* Run Migration Tool

An orphaned object isalinked object, such asaUnix user ID or group 1D, that remainsin a cell after
you delete a group or user's security identifier, or SID, from an Active Directory domain. The Find
Orphaned Objectstool cleans up manually assigned user IDs and improves search speed.

The NIS migration tool imports Linux and Unix passwd files and group files and maps them to users and
groupsin Active Directory. Thetool lets you resolve conflicts and ambiguous user names before you
commit the changes.

The migration tool includes options to ease your NIS migration to Active Directory and to handle
various requirements:

» Migrate account information to the organizational units that you want.

 Create groupsin Active Directory to match your Linux and Unix groups.

» Generate scriptsto repair file ownership and group settings.

* Changethe GID of imported usersto that of the AD Domain Users group.

» Automatically set an alias for each migrated user.

» Generate Visual Basic scripts to migrate users and groups in an automated and custom way.
e Modify GIDs during migration.

» Select only the groups and users that you want to migrate from your full list of groups and users.
¢ Set the home directory and shell for migrated users.

* Filter out standard Unix and Linux accounts, such as mail and news.

* Modify UID information during migration.

e Use NIS map files to migrate netgroups, automounts, and other servicesto Active Directory.

6.2. Migrate Users to Active Directory

The Likewise NIS migration tool can import Linux, Unix, and Mac OS X password and group files --
typically /etc/passwd and /etc/group -- and automatically map their UIDs and GIDs to users and groups
defined in Active Directory.

Y ou can aso generate a Windows automation script to associate the Unix and Linux UIDs and GIDs
with Active Directory users and groups. Before you commit the changes, you can resolve ambiguous
user names and other conflicts.
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Important: Before you migrate users to a domain that operates in non-schema mode, it is recommended
that you find and remove orphaned objects. The IDs associated with orphaned objects are reserved until
you remove the orphaned objects. See Find Orphaned Objects.

What You Need Before You Begin

Before running the migration tool, you should have the following information ready:

The name of the domain to which you want to migrate the account information.
Credentias that allow you to modify the domain.

The Unix or Linux passwd file and corresponding group file that you want to add to Active Directory
and manage with Likewise. The password and group files can be from a computer or an NIS server.

Run the Migration Tool

1

a A~ W DN

In the Likewise Management Console tree, under Provisioning Management, click the Diagnostics
& Migration.

. Under Tasks, click Run Migration Tool.
. Click Next.
. In the Domain box, type the domain name that you want to migrate the account information to.

. If your logon credentials allow you to modify the domain, under Credentials, select Use logon

credentials.

Or, if your logon credentials are not allowed to modify the domain, select Use alternate credentials,
and then enter credentials that have the appropriate privileges.

. Click Next.

. Click Import, and then in the Map name box, type a name that corresponds to the computer that the

passwd and group files are from.

The migration tool imports the passwd file and group file into the map file, which is then matched to
existing Active Directory user and group names.

. Inthe Passwd file box, type the path and name of the file that you want to import, or click Browse

and then find the file that you want.

. Inthe Group file box, type the path and name of the passwd fil€'s corresponding group file, or click

Browse and then find thefile.

10.To import default Unix or Linux user accounts such asr oot and publ i ¢, clear the Omit

standard Linux/UNIX user accounts check box.

11.Click Import.

12.Inthelist under Users, clear the Import check box for any user that you do not want to import, and

then click Next.

13.Select the organizational unit to which you want to migrate the Linux or Unix account information.

If you select the top of your domain, the information is migrated to the default Likewise cell of your
Active Directory forest and UID numbers are automatically assigned within the domain's range.
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If you select an organizational unit, Likewise creates a cell for the organizational unit and migrates
the account information to it, maintaining your UIDs and GIDsiif the passwd and group files agree
and if the UIDs and GIDs do not conflict with existing users or groups. The migrated account
information applies only to computers that are members of the organizational unit.

14.Click Next.

15. Under Migration Options, do any of the following:

To

Do This

Create groups in Active Directory that match
your Linux or Unix groups

Select the Create groups in Active Directory to
match Linux/UNIX groups check box.

Create all groupsin Active Directory -- not just
the references ones. To select this option, you
must first you must first select the Create groups
in Active Directory to match Linux/UNIX
groups check box.

Select the Create all groups in AD (not just
referenced ones) check box.

Generate script that can repair ownership and
group settings

Select the Generate scripts to repair file
ownership and group settings check box.

Change the GID of imported usersto "Domain
Users'

Select the Change GID of imported users to
"Domain Users" check box.

Set the dliasevenif it isthe same as
SAMAccountName

Select the Always set Login Name (alias), even
when same as sAMAccountName check box.

Generate a Visual Basic script to perform Select the Generated VBScript to perform

migration migration check box, and then in the Script
name box, type aname for the script. In the
Folder for generated scripts box, enter the
directory that you want.
16.Click Next.

17.Click the Users tab and verify that the information is correct.
18.Click the Groups tab and verify that the information is correct.

19.To import the passwd and group files after you verify that the information is correct, click Next.

6.3. Find Orphaned Objects

Y ou can use the Likewise Management Console to find and remove orphaned objects. An orphaned
object isalinked object, such asaUnix or Linux user ID or group ID, that remainsin a cell after you
delete a group or user's security identifier, or SID, from an Active Directory domain.

Removing orphaned objects from Active Directory can clean up manually assigned user IDs and
improve search speed. It is recommended that you remove orphaned objects before you use the
migration tool with adomain that operates in non-schema mode.

1. Inthe Likewise Management Console tree, under Provisioning Management, click the Diagnostics
& Migration.

2. Under Tasks, click Find Orphaned Objects.
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3. Click Select Domains, select the domains that you want to scan, and then click OK.

4. Click Begin Scan.

5. Toremove the objects that appear in the Orphaned objects to delete box, click Delete Objects.

6.4. Migrate a User Profile on a Mac

OnaMac OS X computer, the Likewise domain join utility includes atool to migrate a user's profile
from alocal user account to the home directory specified for the user in Active Directory.

When you migrate the user's profile, you can either copy or move it from the local account to the user's
Active Directory account. Copying the profile leaves a copy of the user'sfilesin their original location,
but doubles the space on the hard disk required to keep the user'sfiles.

Y ou can migrate a user by using the GUI or by using the command line. In addition, you can customize
the migration shell script to suit your requirements.

Important: To migrate auser's profile, you must have alocal or AD account with administrative
privileges. The account that you use must not be the account that you are migrating.

Migrate a User's Profile with the GUI

1. Save and close any documents that the user has open.

2.

3.

Log on with an administrator account that is not being migrated.
In Terminal, execute the following command to open the Likewise Domain Join dialog:
open /opt/Ilikew se/bin/Likewi se\ Donai n\ Join. app

If prompted, enter a name and password of an account with administrative privileges. The account
can be either alocal machine account or an AD account, but must not be the account that you are
migrating.

. In the Likewise Domain Join dialog, Click Migrate.

Note: The Likewise Domain Join dialog might be behind your Terminal window or behind another
window.

. Under Source - Local Account, in the list, click the user that you want.

Migrate User Profile

Source - Local Account

steve -

MName sl
Home MUsers/steve
User 1D 501
Group ID: 20
Qiptions
(*) Copy Profile () Move Profile

D stinatian - Likewite AD Account
lampi.likewise comiumm
Mame umm
Home Fiommee | LAMPIfumm= byt

User ID 2222222

Croup 1D pRlalaliti’

" Cancel ) (M:l.;rral:e\'
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6. Inthe box under Destination - Likewise AD Account, type the name of the Active Directory user

account to which you want to migrate the local account, and then click ' to check that the
account isin Active Directory.

7. Under Options, do one of the following:

To Do This

Move the user's files and data from the user's Select Move Profile.
home directory to a home directory specified in
Active Directory.

Copy auser'sfiles and data from the user's home | Select Copy Profile.
directory to ahome directory specified in Active
Directory.

Note: This option doubles the amount of hard
disk space required to store the user's files and
data on the computer.

8. Click Migrate.

Migrate a User's Profile from the Command Line

Y ou can migrate a user's profile by using the command line. On aMac OS X computer, the location of
the migration shell script is asfollows:

/opt/likewise/bin/lw-local-user-migrate.sh

Y ou can execute the migration script either locally or remotely by connecting to aMac with SSH.
Connecting to a Mac with SSH and then running the migration script from the command line lets you
remotely migrate users from another computer.

For information about the command's syntax and arguments, execute the following command in
Terminal:

/opt/likew se/bin/lwlocal-user-nigrate.sh --help

Customize the Migration Script

Y ou can customize the migration script to suit your needs by opening the script and editing it. The script
iswritten in Bash shell.

Important: Thereis no Likewise support for customizing the script or for modified scripts. Changesto
the script preclude Likewise support.
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Chapter 7. The Likewise Agent
7.1. About the Likewise Agent

The Likewise agent isinstalled on a Linux, Unix, or Mac OS X computer to connect it to Microsoft
Active Directory and to authenticate users with their domain credentials. The agent integrates with the
core operating system to implement the mapping for any application, such as the logon process (/ bi n/

| ogi n), that uses the name service (NSS) or pluggable authentication module (PAM). As such, the
agent acts as a Kerberos 5 client for authentication and as an LDAP client for authorization. In Likewise
Enterprise, the agent also retrieves group policy objects to securely update local configurations, such as
the sudo file.

The Likewise agent is also known as the Likewise client and the Likewise identity service.

7.2. Daemons

Likewise Open

The Likewise Open agent comprises the following daemons:

Daemon Description Dependencies
/opt/1ikew se/sbin/ The Likewise authentication net | ogond | w od
| sassd daemon. Lsass stands for dcerpcd eventl| ogd

Likewise Security and
Authentication Subsystem. The
service handles authentication,
authorization, caching, and
idmap lookups. Y ou can check
its status or restart it.

IB View adiagram of the Lsass

architecture.
[opt/1ikew se/sbin/ Detects the optima domain None
net | ogond controller and global catalog and

caches them. Y ou can check its
status or restart it.

[opt/likew sel/shin/ The Likewise input-output net | ogond
I wi od service.

The DCE-RPC client libraries
use the Likewise input-output
client library, which makes calls
tol wi od with Unix domain
sockets.

Y ou can check its status or restart
it.

The input-output service also
communicates over SMB with
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SMB servers. For instructions
on how to set up and use the
Likewise CIFS/SMB file server,
seethe Likewise CIFSfile server
user guide.

/opt/likew se/sbhin/
dcer pcd

The Likewise DCE/RPC end-
point mapper. DCE/RPC stands
for Distributed Computing
Environment/Remote Procedure
Calls. The daemon handles
communication between Linux,
Unix, and Mac computers and
Microsoft Active Directory by
mapping data to end points. You
can check its status or restart it.

net | ogond | w od

[opt/1ikew se/shin/
event | ogd

Collects and processes data for
the event log.

net| ogond | wi od
dcer pcd

For AD user account requests
(but not for root account
requests), event | ogd aso
dependson| sassd.

/opt/likew se/sbin/
| wregd

The daemon for the registry
service.

All the Likewise services depend
onl wr egd.

[opt/likew se/shin/
I wsnd

The Likewise service manager.
It manages all the other Likewise
daemons and services.

All the Likewise services depend
onl wsnd.

Likewise Enterprise

Likewise Enterprise includes all the daemons that are in Likewise Open. The following additional
daemons are in Likewise Enterprise to apply group policies, handle smart cards, and monitor security

events:

Daemon

Description

Dependencies

/opt/likew se/sbin/
gpagentd

The group policy agent. Part

of Likewise Enterprise, it runs
as a background service to pull
group policy objects from Active
Directory and apply them to the
computer.

The daemon uses LDAP to look
up information about group
policiesand uses| wi od and
its redirector to retrieve group
policy objects.

Y ou can check its status or restart
it.

net | ogond | w od
dcerpcd event | ogd
| sassd
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/opt/1ikew se/sbin/ Event forwarding daemon, part |event | ogd
event f wdd of the Likewise Enterprise data

collection service.
/opt/likew se/shin/ Part of the Likewise data event| ogd event fwdd
reapsysl d collection service that isincluded

in Likewise Enterprise.
/opt/likew se/sbhin/ The daemon for thesmartcard |l wpkcs11d
| wscd service. See the chapter on using

Likewise with a smart card.
/opt/likew se/sbhin/ A daemon that aids the Likewise |None
| wpkecs11d smart card service by supporting

the PKCS#11 API.

The Likewise Input-Output Service

Thel wi od daemon multiplexesinput and output by using SMB1 or SMB2. The daemon's plugin-based
architecture includes several drivers, the most significant of whichis coded asr dr -- the redirector.

L Applicabons |

POSIX VF3

The redirector multiplexes CIFS/SMB connections to remote systems. For instance, when two different
processes on alocal Linux computer need to perform input-output operations on aremote system by
using CIFS/SMB, with either the same identity or different identities, the preferred method isto use
the APIsinthel wi o client library, which routes the calls through the redirector. In this example, the
redirector maintains a single connection to the remote system and multiplexes the traffic from each
client by using multiplex IDs.

Theinput-output service plays akey role in the Likewise architecture because Likewise makes heavy
use of DCE/RPC, short for Distributed Computing Environment/Remote Procedure Calls. DCE/RPC, in
turn, uses SMB: Thus, the DCE-RPC client libraries use the Likewise input-output client library, which
inturn makes callstol wi od with Unix domain sockets.

When you join adomain, for example, Likewise uses DCE-RPC calls to establish the machine
password. The Likewise authentication daemon periodically refreshes the machine password by using
DCE-RPC calls. Authentication of users and groups in Active Directory takes place with Kerberos, not

RPC. (ﬂ View adata-flow diagram that shows how systems interact when you join adomain.)
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In addition, when ajoined computer starts up, the Likewise authentication daemon enumerates Active
Directory trusts by using DCE-RPC calls that go through the redirector. With one-way trusts, the
authentication daemon uses RPC to look up domain users, groups, and security identifiers. With two-
way trusts, lookup takes place through LDAP, not RPC.

Because the authentication daemon registers trusts only when it starts up, you should restart | sassd
with the Likewise Service Manager after you modify atrust relationship.

The Likewise group policy agent also uses the input-output client library and the redirector when it
copiesfilesfrom the sysvol share of adomain controller.

To troubleshoot remote procedure calls that go through the input-output service and its redirector, use
aWireshark trace or a TCP dump to capture the network traffic. Wireshark, a free open-source packet
analyzer, is recommended.

To troubleshoot connection problems with the redirector, set the log level of | wi od to debug:

/opt/likew se/bin/lw o-set-1og-I|evel debug

PAM Options

Likewise uses three standard PAM options—t ry_first_pass,use_first_pass,and
use_aut ht ok -- and adds three non-standard options to the PAM configuration on some systems:
unknown_ok, r enmenber _chpass,andset _defaul t_repository. Theunknown_ok
option allows local usersto continue down the stack (first line succeeds but second line fails)

while blocking domain users who do not meet group membership requirements. On Al X systems,
which have both PAM and LAM modules, ther emenrber _chpass prevents the AIX computer
from trying to change the password twice and prompting the user twice. On Solaris systems, the
set _defaul t _repository optionisused to make sure password changes work as expected.

Managing the Likewise Daemons

The Likewise Service Manager lets you track and troubleshoot all the Likewise serviceswith asingle
command-line utility. You can, for example, check the status of the services, view their dependencies,
and start or stop them. The service manager is the preferred method for restarting a service because it
automatically identifies a service's dependencies and restarts them in the right order. In addition, you can
use the service manager to set the logging destination and the log level.

To list status of the services, run the following command with superuser privileges at the command line:
/opt/likewise/bin/lwsm list

Example:

[root @hel 5d bin]# -/opt/likew se/bin/lwsmli st

| w eg runni ng (standal one: 1920)
dcer pc runni ng (standal one: 2544)
event | og runni ng (standal one: 2589)
| sass runni ng (standal one: 2202)
lwo runni ng (standal one: 2191)
net | ogon runni ng (standal one: 2181)
npfs running (io: 2191)

rdr running (io: 2191)
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After you change a setting in the registry, you must use the service manager to force the service to begin
using the new configuration by executing the following command with super-user privileges. This
examplerefreshesthel sass service:

/opt/likewise/bin/lwsm refresh Isass

7.3. The Likewise Registry

Configuration information for the daemonsis stored in the Likewise registry, which you can access

and modify by using the registry shell or by executing registry commands at the command line. The
registry shell isat / opt /| i kewi se/ bi n/ | wr egshel | . For moreinformation, see Configuring the
Likewise Services with the Registry.

7.4. Ports and Libraries

The agent includes a number of librariesin/ opt /| i kewi se/lib.

The agent uses the following ports for outbound traffic.

E View adata-flow diagram that shows how systems interact when you join a domain.

Port Protocol Use

53 UDP/ TCP DNS

88 UDP/TCP Kerberos

123 UDP NTP

135 TCP RPC endpoint mapper

137 UDP NetBlOS Name Service

139 TCP NetBlOS Session (SMB)

389 UDP/TCP LDAP

445 TCP SMB over TCP

464 UDP/TCP Machine password changes
(typically after 30 days)

3268 TCP Globa Catalog search

7.5. Caches and Databases

To maintain the current state and to improve performance, the Likewise authentication service (Isass)
caches information about users and groups in memory. Y ou can, however, change the cache to store the
information in a SQL ite database; for more information, see the chapter on configuring Likewise with
theregistry.

The Likewise site affinity service, net | ogon, cachesinformation about the optima domain controller
and global catalog in the Likewise registry.

Thefollowingfilesarein/var/1ib/1i kew se/ db:

File Description
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registry.db The SQL ite 3.0 database in which the Likewise
registry service, lwreg, stores data.

sam.db Repository managed by the local authentication
provider to store information about local users and
groups.

Iwi_events.db The database in which the event logging service,

eventlog, records events.

Isass-adcache.db.fqdn Cache managed by the Active Directory
authentication provider to store user and

group information. Thefileisin/var/1i b/

I'i kewi se/ db only when you set the database
type to be the non-default SQL ite database. In the
name of the file, FQDN is replaced by your fully
qualified domain name.

Since the default UIDs that Likewise generates are large, the entries made by the operating system in the
| ast | og filewhen AD userslog in make the file appear to increase to alarge size. Thisis normal and
should not cause concern. The lastlog file (typically / var /1 og/ | ast | og) isasparsefile that uses
the UID and GID of the users as disk addresses to store the last login information. Because it is a sparse
file, the actual amount of storage used by it isminimal.

With Likewise Open, you can manage the following settings for your cache by editing the Likewise
registry. See Cache Settings in the |sass Branch.

» The Cache Type

 The Size of the Memory Cache

The Duration of Cached Credentials

The NSS Membership and NSS Cache Settings

The Interval for Caching an Unknown Domain

With Likewise Enterprise, you can manage the settings with group policies; see the Group Policy
Adminstration Guide.

Additional information about a computer's Active Directory domain name, machine account, site
affinity, domain controllers, forest, the computer's join state, and so forth is stored in the Likewise
registry. Here's an example of the kind of information that is stored under the Pst or e key and the
net | ogon key:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi der s\ Acti veDirectory
\ Domai nJoi n\ LI KEW SEDEMO. COM Pst or €]

"dient ModifyTi nest anp” =dwor d: 4b86d9c6

"CreationTi mestanp” =dwor d: 4b86d9c6

" Domai nDnsNane" =" LI KEW SEDEMO. COM'

" Donmai nNane" =" LI KEW SEDEMO'

"Donmai nSI D'="S- 1- 5- 21- 3190566242- 1409930201- 3490955248"
"Host DnsDomai n"="1i kewi sedeno. cont

"Host Nane" =" RHEL5D"

" Machi neAccount " =" RHEL5D$"

" Schannel Type" =dwor d: 00000002

[ HKEY_THI S_MACHI NE\ Ser vi ces\ net | ogon\ cachedb\ | i kewi sedenp. cont 0]
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"Dclnfo-ClientSiteNane"="Default-First-Site-Nane"
"Dcl nfo-DCSi teNane"="Defaul t-First-Site-Name"

"Dcl nf o- DnsFor est Nane" ="1i kewi sedenp. cont’

"Dcl nf o- Domai nCont rol | er Address"="192. 168. 92. 20"
"Dcl nf o- Domai nContr ol | er Addr essType" =dwor d: 00000017
"Dcl nf o- Domai nCont rol | er Nane" ="w2k3-r 2. 1 i kewi sedenp. cont’
"Dcl nf o-

Domai nGUI D' =hex: 71, c1, 9e, b5, 18, 35, f 3, 45, ba, 15, 05, 95, f b, 5b, 62, €3
"Dcl nf o- Fl ags"” =dwor d: 000003fd

"Dcl nfo-Ful | yQual i fi edDormai nNane"="1i kewi sedeno. cont
"Dcl nf o- LMToken" =dwor d: 0000f f f f

"Dcl nf o- Net Bl OSDonai nNane" =" LI KEW SEDEMD'

"Dcl nf o- Net Bl OSHost Nane" =" W2 K3- R2"

"Dcl nf o- NTToken" =dwor d: 0000f f f f

"Dcl nf o- Pi ngTi me" =dwor d: 00000006

"Dcl nf o- User Nane" =""

"Dcl nf o- Ver si on" =dwor d: 00000005

"DnsDomai nNarmre" ="1 i kewi sedeno. conf

"l sBackof f TOWi t abl eDc" =dwor d: 00000000

"Last Di scover ed"=hex: c¢5, d9, 86, 4b, 00, 00, 00, 00

"Last Pi nged" =hex: 1b, f e, 86, 4b, 00, 00, 00, 00

"QueryType" =dwor d: 00000000

"Si t eNane"=""

7.6. Time Synchronization

For the Likewise agent to communicate over Kerberos with the domain controller, the clock of the client
must be within the domain controller's maximum clock skew, which is 300 seconds, or 5 minutes, by
default. (For more information, see http://web.mit.edu/kerberos/krb5-1.4/krb5-1.4.2/doc/krb5-admin/
Clock-Skew.html.)

The clock skew tolerance is a server-side setting. When a client communicates with a domain controller,
it isthe domain controller's Kerberos key distribution center that determines the maximum clock skew.
Since changing the maximum clock skew inaclient'skr b5. conf file does not affect the clock skew
tolerance of the domain controller, the change will not allow aclient outside the domain controller's
tolerance to communicate with it.

The clock skew valuethatissetinthe/ et ¢/ | i kewi se/ kr b5. conf fileof Linux, Unix, and Mac
OS X computersis useful only when the computer is functioning as a server for other clients. In such
cases, you can use a Likewise Enterprise group policy to change the maximum tolerance; for more
information, see Set the Maximum Tolerance for Kerberos Clock Skew in the Likewise Group Policy
Administration Guide.

The domain controller uses the clock skew tolerance to prevent replay attacks by keeping track of every
authentication request within the maximum clock skew. Authentication regquests outside the maximum
clock skew are discarded. When the server receives an authentication request within the clock skew, it
checks the replay cache to make sure the request is not areplay attack.

7.7. Using a Network Time Protocol Server

If you set the system time on your computer with a Network Time Protocol (NTP) server, thetime value
of the NTP server and the time value of the domain controller could exceed the maximum skew. Asa
result, you will be unable to log on your computer.
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If you use an NTP server with acron job, there will be two processes trying to synchronize the
computer's time -- causing a conflict that will change the computer's clock back and forth between the
time of the two sources.

Likewise recommends that you configure your domain controller to get its time from the NTP server and
configure the domain controller's clients to get their time from the domain controller.

7.8. Automatic Detection of Offline Domain
Controller and Global Catalog

The Likewise authentication daemon -- | sassd -- manages site affinity for domain controllers and
global catalogs and caches the information with net | ogond. When a computer is joined to Active
Directory, net | ogond determines the optimum domain controller and caches the information. If the
primary domain controller goes down, | assd automatically detects the failure and switches to another
domain controller and another global catalog within a minute.

However, if another global catalog is unavailable within the forest, the Likewise agent will be unable
to find the Unix and Linux information of users and groups. The Likewise agent must have access to

the global catalog to function. Therefore, it is arecommended that each forest has redundant domain

controllers and redundant global catalogs.

7.9. UID-GID Generation in Likewise Open and
Likewise Enterprise Cells

7.10.

In Likewise Open, aUID and GID are generated by hashing the user or group's security identifier, or
SID, from Active Directory. With Likewise Open, you do not need to make any changesto Active
Directory. A UID and GID stays the same across host machines. With Likewise Open, you cannot set
UIDs and GIDsfor Linux and Unix in Active Directory; using AD to set and manage UIDs and GIDs is
afeature of Likewise Enterprise or the Likewise UID-GID management tool.

If your Active Directory relative identifiers, or RIDs, are anumber greater than 524,287, the Likewise
Open agorithm that generates UIDs and GIDs can result in UID-GID collisions among users and
groups. In such cases, it is recommended that you use Likewise Enterprise or the Likewise UID-GID
management tool.

The Likewise Open algorithm isthe samein 4.1 and 5.0, and if you are running 4.1 on one computer and
5.0 or later on another, each user and group should have the same UID and GID on both machines.

Note: If you have UIDs and GIDs defined in Active Directory, Likewise Open will not use those UIDs
and GIDs.

In Likewise Enterprise, you can specify the UIDs and GIDs that you want, including setting multiple
UID and GID values for agiven user based on OU membership by using Likewise cells. (Likewise céells,
available only in Likewise Enterprise, provide a method for mapping Active Directory users and groups
to UIDsand GIDs.) Y ou can also set Likewise Enterprise to automatically generate UID and GID values
sequentialy.

Cached Credentials

Both Likewise Open and Likewise Enterprise cache credentials so users can log on when the computer
is disconnected from the network or Active Directory is unavailable.
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7.11. Trust Support

The Likewise agent supports the following Active Directory trusts:

Trust Type Transitivity Direction Likewise Default | Likewise Non-
Cell Support Default Cell
Support (Named
Cells)
Parent and child Transitive Two-way Yes Yes
External Nontransitive One-way No Yes
External Nontransitive Two-way No Yes
Forest Transitive One-way No Yes
Forest Transitive Two-way Yes: Must enable |Yes
default cell in both
forests.

There isinformation on the types of trusts at http://technet.microsoft.com/en-us/library/
cc775736(WS.10).aspx.

Notes on Trusts

The following list contains general information about working with trusts.

Y ou must place the user or group that you want to give access to the trust in a cell other than the
default cell.

In atwo-way forest or parent-child trust, Likewise merges the default cells. When merged, usersin
one domain can log on computers in another domain, and vice-versa.

To put auser in achild domain but not the parent domain, you must put the user in a non-default cell,
which is a cell associated with an organizational unit.

If thereisa UID conflict across two domains, one domain will be dropped.
In across-forest transitive one- or two-way trust, the root of the trusted forest must have a default cell.

In aone-way trust in which Forest A trusts Forest B, a computer in Forest A cannot get group
information from Forest B, because Forest B does not trust Forest A. The computer in Forest A can
obtain group information if the user logs on with a password for adomain user, but not if the user logs
on with Kerberos single sign-on credentials. Only the primary group information, not the secondary
group information, is obtained.

To support a 1-way trust without duplicating user accounts, you must use a cell associated with an
OU, not a default cell. If Domain A trusts Domain B (but not the reverse) and if Domain B contains
al the account information in cells associated with OUs, then when a user from Domain B logs on
amachine joined to Domain A, Domain B will authenticate the user and authorize access to the
machine in Domain A.

In such a scenario, you should also add a domain user from the trusted domain to an administrative
group in the trusting domain so you can manage the trusting domain with the appropriate level of
read access to trusted user and group information. However, before you add the domain user from the
trusted domain to the trusting domain, you must first add to the trusting domain a group that includes
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the user because Unix and Linux computers require membership in at least one group and Active
Directory does not enumerate a user's membership in foreign groups.

« If you have a network topology in which the "front" domain trusts the "back" domain, and you join
amachine to the front domain using a back domain administrator, asin the following example, the
attempt to join the domain will fail: domai njoin-cli join front.likew se.com back
\\admi ni strator passwor d. However, the attempt to join the domain will succeed if you use
the following nomenclature:

domai njoin-cli join front.likew se.com
adm ni strat or @ACK. | i kewi se. COM password

» With Likewise Enterprise, aliased user names are supported in the default cell and in named cells.

Trusts and Cells in Likewise Enterprise

7.12

7.13

In Likewise Enterprise, acell contains Unix settings, such asaUID and a GID, for an Active Directory
user. When an AD user logs on a Likewise client, Likewise Enterprise searches Active Directory for the
user's cell information -- and must find it to operate properly. Thus, your AD topology and your trust
relationships may dictate where to locate acell in Active Directory so that your Likewise clients can
access their Unix settings.

With adefault cell, Likewise searches for a user or group's attributes in the default cell of the domain
where the user or group resides. In amulti-domain topology, a default cell must exist in the domain
where user and group objects reside in addition to the default cell that existsin the domain to which
Unix, Linux, and Mac computers are joined. In a multi-domain topology, then, be sure to create a default
cell in each domain.

Ideally, Unix information is stored on the user object in default cell schema mode. If the client computer
does not have the access rights to read and write the information to the user object, asin an external one-
way trust, the Unix information cannot be stored on the user object. It can, however, be stored locally in
anamed cdll, that is, a cell associated with an organizational unit.

Since anamed cell can be linked to the default cell, you can store Unix information on the user object
in default cell schema mode when possible, and otherwise in anamed cell that represents the external
user. For information about cells, see the chapter on planning your Likewise Enterprise installation and
deployment.

Integrating with Samba

Likewiseincludes atool to install the files necessary to use Sambawith Likewise. Locatedin/ opt /
I i kewi se/ bi n,thetool isnamed sanba- i nt er op-i nst al | . The Likewise Samba Guide
describes how to use the tool to integrate Samba 3.0.25, 3.2.X, or 3.5.X with Likewise Enterprise 6 or
Likewise Open 6.

Supported Platforms

Likewise Open and Likewise Enterprise run on a broad range of Unix, Mac OS X, and Linux platforms.
Likewise frequently adds new vendors and distributions to the list of supported platforms.
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Chapter 8. Configuring Clients Before
Agent Installation

8.1. Configure nsswitch.conf

Before you attempt to join an Active Directory domain, make surethe/ et ¢/ nsswi t ch. conf file
contains the following line:

hosts: files dns

Thehost s line can contain additional information, but it must include the dns entry, and it is
recommended that the dns entry appear after thef i | es entry.

Computers running Solaris, in particular, may not contain thislineinnsswi t ch. conf until you add
it.

When you use Likewise with Multicast DNS 4 (mDN$S4) and have adomain in your environment that
endsin. | ocal , you must placethe dns entry beforethe mdns4_ni ni mal entry and before the
ndns4 entry:

hosts: files dns mdns4_mini mal [ NOTFOUND=r et urn] mndns4

The default setting for many Linux systemsisto list the ndns4 entries before the dns entry -- a
configuration that |eaves Likewise unable to find the domain.

Important: For Likewise to process changesto your nsswi t ch. conf file, you must restart the
Likewise input-output service (I wi od) and the authentication service (I sassd). Running the
following command as root restarts both services:

/opt/likew se/bin/lwsmrestart Iw o
For Likewise to work correctly, thensswi t ch. conf file must be readable by user, group, and world.

For more information on configuring nsswitch, see the man page for nsswi t ch. conf .

8.2. Configure resolv.conf

Before you attempt to join an Active Directory domain, make surethat / et ¢/ r esol v. conf onyour
Linux, Unix, or Mac client includes a DNS server that can resolve SRV records for your domain.

Example:
[root @hel 5d Desktop]# cat -/etc/resolv. conf

search |i kew sedenp. com
nameserver 192.168. 100. 132

For moreinformation onr esol v. conf , see your operating system's man page.

8.3. Configure Firewall Ports

The Likewise agent requires several firewall ports to be open for outbound traffic. For alist of the
required ports, see Make Sure Outbound Ports Are Open.
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8.4. Extend Partition Size Before Installing
Likewise on IBM AIX

On AlIX 5.2 and 5.3, you may need to extend the size of certain partitions to complete the installation
successfully.

To do so, use IBM's chf s command to change the partition sizes -- for example:
# chfs -a size=+200M / opt

This command increases the size of the opt partition by 200 megabytes, which should be sufficient for
a successful installation.

8.5. Increase Max Username Length on IBM AIX

By default, IBM AlX isnot configured to support long user and group names, which might present a
conflict when you try to log on with along Active Directory username. On AIX 5.3 and AIX 6.1, the
symptom is that group names, when enumerated through the gr oups command, are truncated.

To increase the max username length on A1X 5.3, use the following syntax:

# chdev - | sysO -a max_| ognane=MaxUser NaneLengt h+1
Example:
# chdev - | sysO -a max_| ognane=255

This command allocates 254 characters for the user and 1 for the terminating null.
The safest value that you can set max_| ognane tois255.

Y ou must reboot for the changes to take effect:

# shutdown - Fr

Note: AlX 5.2 does not support increasing the maximum user name length.

8.6. Check System Health Before Installing the
Agent

Members of the Likewise support staff might use a shell script to check the health of a Linux or Unix
computer on which you plan to install the Likewise agent. The script helpsidentify potential system
configuration issues before you install the agent and attempt to join aLinux or Unix computer to Active
Directory.

With Likewise Open, the script is unavailable, but you can manually check your computer against the
list in the table below.

The name of the scriptisheal t hchk. sh. To executeit, copy the script to the Unix or Linux
computer that you want to check, and then execute the following command from the shell prompt:
I i kewi se-heal t h-check. sh

The script outputs the results of itsscanto/ t np/ heal t hchk. out .
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The following table lists each item the script checks, describes the item, and suggests action to correct

the issue.

Item Checked

Description

Corrective Action

Type of operating system

The operating system must

be one of the platforms that
Likewise supports. Supported
platforms are listed later in this
guide.

Install the agent on a computer
that is running a supported
operating system.

Hostname Informational. Not applicable.

Processor type The processor type must be Install the agent on a computer
supported by the Likewise with a supported processor.
Agent. Seethelist of supported
platforms later in this guide.

Disk usage Checks the disk space available |Increase the amount of disk space

to/ opt to ensurethat thereis
enough to install the agent and its
accompanying packages.

availableto/ opt .

Contentsof / et c/ *r el ease
(for AlX, to determine the
osl evel)

Displays the operating system
and version number to ensure
that they are supported by
Likewise. See the list of
supported platforms later in this
guide.

Install the agent on a computer
that is running a supported
operating system and version.

Network interface and its status

Displays network interfaces and
I P addresses to ensure that the
system has network access.

Configure the computer so that
it has network access and can
communicate with the domain
controller.

Contents of the IP routing table

To determine whether asingle
default gateway is defined for the
computer.

If the computer does not use a
single default gateway, you must
define aroute to asingle default
gateway.

For example, you can run the
route -ntoviewthelP
routing table and set a static
route. For more information, see
the man pages for your system.

On Solaris, you may need
to create or edit/ et c/
defaul trouter.

On Linux, you can set the default
gateway by running the network
utility for your distribution.

Connectivity to the default
gateway

Pings the default gateway to
ensure that the computer can
connect to it. A connection to the
default gateway is required.

Configure the computer and the
network so that the computer can
connect to the default gateway.
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Contentsof nsswi t ch. conf
(or, for AlX, net svc. conf)

Displays information about the
nsswitch configuration.

Thensswi t ch. conf filemust
contain the following line:

hosts: files dns

Computers running Solaris, in
particular, may not contain this
lineinnsswi t ch. conf.

FQDN

Determines the fully qualified
domain name of the computer to
ensure that it is set properly.

Make sure the computer's FQDN
iscorrectin/ et ¢/ host s.

Y ou can determine the fully
gualified domain name of a
computer running Linux, Unix,
or Mac OS X hy executing the
following command:

ping - ¢ 1 "hostnane’

On HP-UX:

pi ng “hostnane™ -n 1

On Solaris:

FQDN="/usr/1ib/mail/
sh/ check- host nane| cut
-d" " -f7 ;echo $FQDN

This command prompts the
computer to look up the primary
host entry for its hostname.

In most cases, it looks for its
hostnamein/ et c/ host s,
returning the first FQDN name
on the same line. So, for the
hostname gaser ver , hereésan
example of acorrect entry in/
et c/ host s:

10. 100. 10. 10
gaserver.corpga.likew s
gaserver

If, however, theentry in/ et ¢/
host s incorrectly liststhe
hostname (or anything else)
before the FQDN, the computer's
FQDN becomes, using the
malformed example below,
gaserver:

10. 100. 10. 10 qgaserver
gaserver.corpga.likew s

e.com
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If the host entry cannot be found
in/ et c/ host s, the computer
looks for the resultsin DNS
instead. This means that the
computer must have a correct

A record in DNS. If the DNS
information is wrong and you
cannot correct it, add an entry to
/ etc/ hosts.

IP address of local NIC

Determines whether the IP
address of the local network card
matches the | P address returned
by DNS for the computer. The

| P address of the local NIC must
match the | P address for the
computer in DNS.

Either update DNS or change the
local |P address so that the IP
address of the local network card
matches the | P address returned
by DNS for the computer.

Contents of r esol v. conf

Returns the address for
thenameser ver setin
resol v. conf.

The address of naneser ver
must point to a DNS server that
can resolve the Active Directory
domain name and return the
SRV records for the domain
controllers.

The SRV recordisaDNS
resource record that is used to
identify computers that host
specific services. SRV resource
records are used to locate domain
controllers for Active Directory.

Compare against the results of
the items checked next.

DNS query results for system
(hostname and 1P)

The IP address for the host name
from DNS must match the IP
address of the computer's local
NIC.

Either update DNS or change the
local |P address so that the IP
address of the local network card
matches the | P address returned
by DNS for the computer.

DNS name resolution and
connectivity to specified domain
controller

Pings the domain name to get the
IP address.

Correctr esol v. conf so that
thenaneser ver pointsto a
DNS server that can resolve the
Active Directory domain name
-- typically the domain controller
running DNS.

SRV records from DNS

Performs a DNS lookup for
the SRV records to get the

| P addresses for the domain
controller.

Correctr esol v. conf sothat
thenaneser ver pointsto a
DNS server that can resolve the
SRV records.

Connectivity to the Internet

Informational. Although
connectivity to the Internet is
optional, it makesit easier to

Not applicable.
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download the installer for the
agent installer.

Location and version information
for sudo, opensd, bash, rpm, and
ssh

Checks whether required utilities
areinstalled and are in expected
locations.

Likewise requires the following
utilities: ssh and openssl.

The other utilities are optional
but may be useful.

Selected firewall settings
(Kerberos, NetBIOS, and LDAP)

Tests whether the computer can
connect to ports on the domain
controller to make sure that
afirewall will not block the
computer's attempt to join the
domain.

Reconfigure the firewall to
allow the computer to access the
domain controller.

Listing of filesin/ et ¢/ pam d

Lists other software that requires
PAM.

Not applicable. Save this
information for Likewise
support staff in case they need to
troubleshoot the installation.

Contents of selected pam files
(pam.conf, common-auth,
system-auth)

May reved installation of other
applications that are incompatible
with the installer.

Not applicable. Save this
information for Likewise
support staff in case they need to
troubleshoot the installation.

Contents of / et ¢/ kr b5. conf

Shows Kerberos 5 configuration.

Not applicable. Save this
information for Likewise
support staff in case they need to
troubleshoot the installation.

DHCP Checks whether DHCPisin use. | Set the computer to astatic IP
address or configure DHCP so

When the Likewise Agent that it does not update such files
joins the computer to the as/ etc/resol v. conf and/
domain, the agent restarts the et c/ host s.
computer. DHCP can then
change the contents of / et c/
resol v. conf,/etc/ hosts,
and other files, causing the
computer to fail to join the
domain.

ISA type Returns 32-bit or 64-bit Usetheinstaller for your ISA

information.

type.

Read-only filespaces

Checks whether / opt is
mounted as readonly.

Make sure that / opt iswritable.

AIX TL levels

Determinesthe AIX TL level.

Not all TL levels are supported.
For AIX, check with Likewise
support to make sure that
Likewiseis compatible with the
TL level you are using.
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Chapter 9. Installing the Agent

9.1. Install the Correct Version for Your
Operating System

You must install the Likewise agent -- the identity service that authenticates users -- on each Linux,
Unix, or Mac OS X computer that you want to connect to Active Directory. To obtain the installer or to
view alist of supported platforms, see www.likewise.com. The Likewise Open installation package can
be downloaded for free at http://www.likewise.com/products/likewise open/. If you are using Likewise
Enterprise, make sure you install the Likewise Enterprise version of the agent.

Important: Before you install the agent, it is recommended that you upgrade your system with the latest
security patches. Patch requirements for Unix systems are listed below.

The procedure for installing the Likewise Open agent or the Likewise Enterprise agent depends on
the operating system of your target computer or virtual machine. Each procedureis documented in a
separate section of this chapter.

Operating System Procedure by Title
Linux platforms running kernel release number 2.6 | Install the Agent on Linux or Unix with the Shell
or later are supported by Likewise 6.1 or later. Script

Linux platforms runing kernel release number 2.4
or later are supported by Likewise 6.0 or earlier.

Unix: Sun Solaris, HP-UX, IBM AIX Install the Agent on Unix with the Command Line
VMware ESX 3.0 and 3.5 (hypervisor) Install the Agent on Linux or Unix with the Shell
Script

Mac OS X 10.4 or later, including 10.5and 10.6  |Install the Agent on a Mac Computer

Y ou aso have the option of installing the agent in unattended mode; see Install the Agent on Linux in
Unattended or Text Mode and Install the Agent on aMac in Unattended Mode.

Checking Your Linux Kernel Release Number

To determine the release number of the kernel on your Linux machine, run the following command:
uname -r

For the Linux machine to be supported by Likewise, the kernel release number must be 2.6 or later.

Package Management Commands

For an overview of commands such asr pmand dpkg that can help you manage Likewise on Linux and
Unix platforms, see Package Management Commands.

9.2. Requirements for the Agent

This section lists requirements for installing and running the Likewise agent. Requirements for the
Likewise Management Console, which is part of Likewise Enterprise, are detailed in the chapter on
installing the console. Likewise Open does not include the Likewise Management Console.
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Before you install the Likewise agent, make sure that the following environmental variables are

not set: LD _LI BRARY_PATH, LI BPATH, SHLI B_PATH, LD_PRELQAD. Setting any of these
environmental variables violates best practices for managing Unix and Linux computers because it
causes Likewise to use non-Likewise libraries for its services. For more information on best practices,
see http://linuxmafia.com/fag/Admin/ld-lib-path.html. Likewise does not support installations that
use these environmental variables. If joining the domain fails with an error message that one of these
environmental variablesis set, stop all the Likewise daemons, clear the environmental variable, make
sureit is not automatically set when the computer restarts, and then try to join the domain again.

If youmust set LD LI BRARY_PATH, LI BPATH, or SHLI B_PATH for another program, put the
Likewiselibrary path (/ opt /| i kewi se/libor/opt/likew se/l i b64) beforeany other path
-- but keep in mind that doing so may result in side effects for your other programs, as they will now use
Likewise libraries for their services.

Patch Requirements

It is recommended that you apply the latest patches for your operating system before you install
Likewise. Known patch requirements are listed below.

Sun Solaris

All Solaris versions require the md5sum utility, which can be found on the companion CD.

Sun Solaris 10 requires update 5 or later. The Solaris 10 05/08 (or later) patch bundle is available at
http://sunsolve.sun.com/. Solaris 10_x86 requires the patch for nscd, either patch ID number 138047-02
or the patch that supercedes it, number 138264-02. This patch available for SPARC as patch 138046.

Solaris 8 Sparc should be fully patched according to Sun's recommendations. Likewise depends on the
latest patch for | i buui d. On Sparc systems, the patch for | i buui d is115831. Sun patch 110934-28
for Solaris 5.8 is also required for Solaris 8.

Solaris 8 Intel systems also require the latest patch for libuuid: 115832- 01. Sun patches 110403-06
and 110935-26 are also required. Patch 110403-06 must be installed before you install patch 110935-26.

Solaris 9 requires Sun patch 113713-28 for Solaris 5.9.

OpenSolaris is compatible with Likewise without any patches.

HP-UX

Secure Shell: For all HP-UX platforms, it is recommended that a recent version of HP's Secure Shell be
installed. Likewise recommends that you use HP-UX Secure Shell A.05.00.014 or later.

Sudo: By default, the versions of sudo available from the HP-UX Porting Center do not include the
Pluggable Authentication Module, or PAM, which Likewise requires to allow domain users to execute
sudo commands with super-user credentials. It is recommended that you download sudo from the HP-
UX Porting Center and make sure that you use thewi t h- pamconfiguration option when you build it.

HP-UX 11iv1 requires the following patches: PHCO_ 36229, PHSS 35381, PHKL 34305,
PHCO_31923, PHCO_31903, and PHKL_29243. Although these patches may be superceded by
subsequent patches, these patches represent the minimum patch level for proper operation.

Kerberos client libraries: For single sign-on with HP-UX 11.11 and 11.23, you must download and
install the latest KRB5-Client libraries from the HP Software Depot. (By default, HP-UX 11.31 includes
thelibraries.)

74


http://linuxmafia.com/faq/Admin/ld-lib-path.html
http://sunsolve.sun.com/

Installing the Agent

Other Requirements for the Agent
AlX

On AIX computers, PAM must be enabled. LAM is supported only on AlX 5.x. PAM must be used
exclusively on AlX 6.x.

Secure Shell

To properly process logon events with Likewise, your SSH server or client must support the UsePam
yes option. For single sign-on, both the SSH server and the SSH client must support GSSAPI
authentication.

Other Software

Telnet, rsh, rcp, rlogin, and other programs that uses PAM for processing authentication requests are
compatible with Likewise.

Networking Requirements

Each Unix, Linux, or Mac computer must have fully routed network connectivity to all the domain
controllers that service the computer's Active Directory site. Each computer must be able to resolve A,
PTR, and SRV records for the Active Directory domain, including at least the following:

« Adonain.tld

» SRV _kerberos. _tcp.donmain.tld

e SRV |dap. _tcp.domain.tld

* SRV _kerberos. _udp.sitenane. Sites. _nsdcs. domain.tld
* A donmi ncontrol |l er.domain.tld

In addition, several ports must be open; see Make Sure Outbound Ports Are Open.

Disk Space Requirements

The Likewise agent requires 100 MB of disk space inthe/ opt mount point. The agent also creates
configuration filesin/ et c/ | i kewi se and offlinelogon informationin/ var/1ib/1ikew se.In
addition, the Likewise Enterprise agent caches group policy objectsin/ var/ cache/ | i kew se.

Memory and CPU Requirements

The agent consists of several daemons that typically use between 9 MB and 14 MB of RAM. Memory
utilization of the authentication daemon on a 300-user mail server istypically 7 MB; the other daemons
require between 500 KB and 2 MB each. CPU utilization on a 2.0 gigahertz single-core processor under
heavy load with authentication requestsis about 2 percent. For a description of the Likewise daemons,
see About the Likewise Agent.

Clock Skew Requirements

For the Likewise agent to communicate over Kerberos with the domain controller's Kerberos key
distribution center, the clock of the client must be within the domain controller's maximum clock skew,
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which is 300 seconds, or 5 minutes, by default. For more information on time synchronization, see
About the Likewise Agent.

9.3. Install the Agent on Linux or Unix with the
Shell Script

You install the Likewise Enterprise agent by using a shell script that contains a self-
extracting executable. The file name of the SFX installer endsin sh. Example:
Li kewi seEnt erprise-6.1.0.3499-1i nux-i 386-rpm sh.

The examples shown are for Linux RPM-based platforms. For other Linux and Unix platforms -- such
as Debian, HP-UX, AlX, and Solaris -- simply substitute the right installer. The installer's name includes
the product name, version and build numbers, operating system, computer type, and platform type.

Install the Agent on Linux or Unix with the Shell Script

Perform the following procedure with the root account. To view information about the
installer or to view alist of command-line options, run the following command: ./
Li kewi seEnt erprise-6.1.0.3499-1i nux-i 386-rpmsh --help

After the wizard finishes, the user interface for joining a domain appears. To suppressit, you can run the
installer withits- - dont - j oi n argument.

1. Download or copy the shell script to your Linux or Unix computer's desktop.

Important: If you FTP the file to the desktop of the target Linux or Unix computer, you must
select binary, or BIN, for the transfer. Most FTP clients default to AUTO or ASCII, but the installer
includes some binary code that becomes corrupted in AUTO or ASCII mode.

2. Change directories to the desktop.
3. Asroot, change the mode of the installer to executable.
chnod a+x Li kewi seEnterprise-6.1.0.3499-1i nux-i386-rpm sh
On Ubuntu, execute the sudo command before you execute the chnod command:
sudo chnmod a+x Li kewi seEnterprise-6.1.0.3499-1inux-i 386-rpm sh
4. Asroot, run the installer:
./ Li kewi seEnterprise-6.1.0.3499-1i nux-i 386-rpm sh
5. Follow theinstructionsin the installer.

Note: On SLES and other systems on which the pager is set to less, you must exit the end user
license agreement, or EULA, by typing the following command: g

9.4. Install the Agent on Linux in Unattended
Mode

Y ou can install the agent in unattended mode by using thei nst al | command:
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./ Li kewi seEnterprise-6.1.0.67-1inux-i386-rpmsh install

9.5. Install the Agent on Unix with the
Command Line

You install the Likewise Open agent or the Likewise Enterprise agent on Sun Solaris, HP-UX, and IBM
AlX by using a shell script that contains a self-extracting executable -- an SFX installer with afile name
that endsin sh. Example: Li kewi seEnt erpri se-6. 1. 0. 70-sol ari s- spar c- pkg. sh.
The examples shown below are for Solaris Sparc systems. For other Unix platforms, simply substitute
theright installer. The installer's name includes the product name, version and build numbers, operating
system, computer type, and platform type.
Note: The name of aUnix installer for Likewise Enterprise on installation media might be truncated to
an eight-character file name with an extension. For example, | 3499sus. sh isthe truncated version of
Li kewi seEnterprise-6.1.0.3499-sol ari s-sparc- pkg. sh.
Perform the following procedure with the root account.
1. Download or copy the installer to the Unix computer's desktop.
2. Change directories to the desktop.
3. Asroot, change the mode of the installer to executable:

chnod a+x Li kewi seEnterprise-6.1.0.70-sol ari s-spar c-pkg. sh

Tip: To view alist of command-line options, run the following command:

./ Li kewi seEnterprise-6.1.0.70-sol ari s-sparc-pkg.sh --help
4. Asroot, run theinstaller:

./ Li kewi seEnterprise-6.1.0.70-sol ari s-sparc-pkg. sh

5. Follow theinstructionsin the installer.

9.6. Install the Agent on a Mac Computer

Toinstall the Likewise agent on a computer running Mac OS X, you must have administrative privileges
on the Mac. Likewise supports Mac OS X 10.4 or later.

1. Obtain the Likewise agent installation package for your Mac from Likewise Software and place it on
your desktop.

Important: On an Intel-based Mac, install the i386 version of the . dng package. On a Mac that
does not have an Intel chip, install the powerpc version of the . dng package. On Mac OS X 10.6
(Snow Leopard), you must use the 10.6 universal installation package.

2. Log on the Mac with alocal account.

On the Apple menu i click System Preferences.
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. Under Internet & Network, click Sharing, and then select the Remote Login check box. Turning

on Remote Login lets you access the Mac with SSH after you install Likewise.

. On the Mac computer, go to the Desktop and double-click the Likewise. dng file.
. Inthe Finder window that appears, double-click the Likewise . npkg file.

. Follow theinstructions in the installation wizard.

When the wizard finishes installing the package, you are ready to join the Mac computer to an Active
Directory domain.

9.7. Install the Agent on a Mac in Unattended

Mode

The Likewise command-line tools can remotely deploy the shell version of the Likewise agent to
multiple Mac OS X computers, and you can automate the installation of the agent by using the
installation command in unattended mode.

The commands in this procedure require administrative privileges.

Important: For Intel-based Macs, use the i386 version of the . dng installer; for example:

Li kewi seEnterprise-6.1.0.3628-i 386. dng. For Macs that do not have Intel chips, use
the powerpc version of the . dng installer; for example: Li kewi seEnt er pri se-6. 1. 0. 3628-
power pc. dng

The procedure below assumes you are installing the agent on an 1386 Mac; if you are installing on a
powerpc, replace the i386 installer with the powerpc installer.

1

Use SSH to connect to the target Mac OS X computer and then use SCP to copy the . dng
installation file to the desktop of the Mac or to alocation that can be accessed remotely. The rest of
this procedure assumes that you copied the installation file to the desktop.

. Onthetarget Mac, open Terminal and then usethehdi uti | nount command to mount the. dirg

file under Vol unes:

/fusr/bin/hdiutil mount Desktop/Li kew seEnterprise-6.1.0.3628-
i 386. dng

. Execute the following command to open the . npkg volume;

[ usr/ bi n/open Vol unes/ Li kewi seEnt erprise-6.1.0.3628-i 386

. Execute the following command to install the agent:

sudo installer -pkg /Volunes/Likew seEnterprise-6.1.0.3628-i 386/
Li kewi seEnterprise-6.1.0.3628-i 386. npkg -target Local System

Note: For more information about thei nst al | er command, in Terminal execute the following
command:

man i nstaller

. Tojoin the domain, execute the following command in the Terminal, replacing domai nNane with

the FQDN of the domain that you want to join and j oi nAccount with the user name of an account
that has privileges to join computers to the domain:
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sudo /opt/likew se/bin/domainjoin-cli join domai nNane j oi nAccount

Example: sudo /opt/|i kew se/ bi n/donainjoin-cli join |ikew sedenp. com
Adm ni strat or

Terminal prompts you for two passwords: The first isfor auser account on the Mac that has admin
privileges; the second is for the user account in Active Directory that you specified in the join
command.

Note: Y ou can also add the password for joining the domain to the command, but Likewise
recommends against this approach because another user could view and intercept the full command
that you are running, including the password:

sudo /opt/likew se/bin/domainjoin-cli join domai nNane j oi nAccount
j oi nPassword

Example: sudo /opt/1i kew se/ bi n/domainjoin-cli join |ikew sedenp. com
Adm ni strator Your Passwor dHer e

9.8. Installing the Agent in Solaris Zones

Solaris Zones are a virtualization technology created by Sun Microsystems to consolidate servers.
Primarily used to isolate an application, Solaris Zones act asisolated virtual serversrunning on asingle
operating system, making each application in a collection of applications seem asthough it is running
on its own server. A Solaris Container combines system resource controls with the virtual isolation
provided by zones.

Every zone server contains aglobal zone that retains visibility and control in any installed non-global
zones. By default, the non-global zones share certain directories, including / usr , which are mounted
read-only. The shared directories are writable only for the global zone.

By default, installing Likewise in the global zone resultsinit being installed in all the non-global zones.
Y ou can, however, control the target of the installation by using the following options of the SFX
installer:

./ Li kewi seEnterprise-6.1.0.97-sol aris-i 386-pkg.sh ---help

--all-zones (Solaris) Install to all zones (default)
--current-zone (Solaris) Install only to current zone

After anew child zoneisinstalled, booted, and configured, you must run the following command as root
to complete the installation:

/opt/likewise/bin/postinstall.sh

Y ou cannot join zones to Active Directory as a group. Each zone, including the global zone, must be
joined to the domain independently of the other zones.

Caveats

There are some caveats when using Likewise with Solaris Zones:

1. When you join anon-global zoneto AD, you will receive an error as Likewise attemptsto
synchronize the Solaris clock with AD. The error occurs because the root user of the non-global zone
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does not have root access to the underlying global system and thus cannot set the system clock. If

the clocks are within the 5-minute clock skew permitted by Kerberos, the error will not be an issue.
Otherwise, you can resolve the issue by manually setting the clock in the global zone to match AD or by
joining the global zone to AD before joining the non-global zone.

2. Some group policies may log PAM errors in the non-global zones even though they function as
expected. The cron group policy is one example:

Wed Nov 7 16:26:02 PST 2009 Running Cronjob 1 (sh)
Nov 7 16:26:01 zoneOl | ast nmessage repeated 1 tine
Nov 7 16:27:00 zoneOl cron[19781]: pam.lsass(cron): request failed

Depending on the group policy, these errors may result from file access permissions, attempts to write to
read-only directories, or both.

3. By default, Solarisdisplays aut h. not i ce syslog messages on the system console. Some versions
of Likewise generate significant authentication traffic on this facility-priority level, which may lead to
an undesirable amount of chatter on the console or clutter on the screen.

To redirect the traffic to afileinstead of displaying it on the console, edit your / et ¢/ sysl og. conf
fileasfollows:

Changethis:

*. err; kern.notice;auth.notice /dev/sysnsg
Tothis:

* err; kern.notice /dev/sysmnsg

aut h. noti ce /var/adnf aut hl og

Important: Make sure that you use tabs, not spaces, to separate the facility.priority information (on the
left) from the action field (on the right). Using spaces will cue syslog to ignore the entire line.

9.9. Upgrading Your Operating System

Before you upgrade your operating system, you must leave the domain, uninstall the domain join GUI,
and uninstall the agent. Then, make sure you are using the correct agent for the new version of your
operating system, install it, and rejoin the domain.

If, for example, you plan to upgrade your operating system from Mac OS X 10.5 (Leopard) to Mac OS
X 10.6 (Snow Leopard), you must first leave the domain and uninstall the current agent. Then, after
upgrading your operating system, install the correct agent for the new version of the operating system
and join the domain again. See Uninstall the Agent on aMac.
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Chapter 10. Joining an Active Directory
Domain

10.1. About Joining a Domain

When Likewise joins a computer to an Active Directory domain, it uses the hostname of the computer
to create the name of the computer object in Active Directory. From the hosthame, the Likewise domain
join tool attempts to derive afully qualified domain name. By default, the Likewise domain join tool
creates the Linux and Unix machine accounts in the default Computers container in Active Directory.

Y ou can, however, choose to pre-create machine accounts in Active Directory before you join your
computers to the domain. When you join a computer to a domain, Likewise associates the computer with
the pre-existing machine account when Likewise can find it. To locate the machine account, Likewise
first looks for a machine account with a DNS hostname that matches the hosthame of the computer. If
the DNS hostname is not set, Likewise then looks for the name of a machine account that matches the
computer's hostname, but only when the computer's hostname is 15 characters or less. Therefore, when
the hostname of your computer is more than 15 characters, you should set the DNS hostname for the
machine account to ensure that the correct machine account is found. If no match isfound, Likewise
creates a machine account.

The location of the domain join command-line utility is asfollows:
/opt/likewise/bin/domainjoin-cli

After you join adomain for the first time, you must restart the computer before you can log on. If you
cannot restart the computer, you must restart each service or daemon that 1ooks up users or groups
through the standard nsswitch interface, which includes most services that authenticate users, groups, or
computers. Y ou must, for instance, restart the services that use Kerberos, such assshd.

For Linux computers, there is an optional graphical version of the Likewise domain jointool. Itis
installed on Linux platforms that are running GTK+ version 2.6 or later. For more information, see Join
aLinux Computer to Active Directory with the GUI.

Important: On Linux computers running NetworkManager -- which is often used for wireless
connections -- you must make sure before you join a domain that the computer has a non-wireless
network connection and that the non-wireless connection is configured to start when the networking
cableis plugged in. Y ou must continue to use the non-wireless network connection during the post-
join process of restarting your computer and logging on for the first time with your Active Directory
domain credentials. For more information, see With NetworkManager, Use a Wired Connection to Join
aDomain.

Privileges and Permissions

To join acomputer to adomain, you must have the user name and password of an Active Directory
account that has privilegesto join computers to the domain and the full name of the domain that

you want to join. Instructions on how to delegate rights to join a computer to adomain are at http://
support.microsoft.com/kb/932455. The level of privileges that you need is set by Microsoft Active
Directory and istypically the same as performing the corresponding action on a Windows computer. For
more information on Active Directory privileges, permissions, and security groups, see the following
references on the Microsoft Technet web site: Active Directory Privileges, Active Directory Object
Permissions, Active Directory Users, Computers, and Groups, Securing Active Directory Administrative
Groups and Accounts.
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Removing a Computer from a Domain

Y ou can remove a computer from the domain either by removing the computer's account from Active
Directory Users and Computers or by running the domain join tool on the Unix, Linux, or Mac OS X
computer that you want to remove; see Leave aDomain.

Creation of Local Accounts

After you join adomain, Likewise creates two local user accounts in the following form: machi ne-
nane\ Adm ni strat or and machi ne- name\ Guest . The administrator account is disabled until
you enable it by running thel w- nod- user command with the root account. Y ou will be prompted to
reset the password the first time you use the account.

Y ou can view information about these accounts by executing the following command:

/opt/likew se/bin/lwenuntusers

Example outpult:

User info (Level-2):

UPN:

CGener ated UPN:

Ui d:

G d:

Cecos:

Shel | :

Hone dir:

LMHash | engt h:
NTHash | engt h:
Local User:
Account di sabl ed:
Account Expi red:
Account Locked:
Password never expires:
Passwor d Expired:

Prompt for password change:

User can change password:

Days till password expires:

User info (Level-2):

UPN:

Cener ated UPN:
U d:

G d:

Gecos:

Shel | :

Horre dir:
LMHash | engt h:
NTHash | engt h:

NI SHI - 01\ Admi ni strat or
Adm ni strator @\l SHI - 01
YES

1500

1544

<nul | >

-/ bin/sh

-/

0

0

YES

TRUE

FALSE

FALSE

FALSE

TRUE

YES

NO

--149314

NI SHI - 01\ Guest
Guest @GNl SHI - 01
YES

1501

1546

<nul | >

-/ bin/sh

-/t

0

0
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Local User: YES
Account di sabl ed: TRUE
Account Expi red: FALSE
Account Locked: TRUE
Password never expires: FALSE
Password Expired: FALSE
Prompt for password change: YES
User can change password: NO

Days till password expires: --149314

10.2. Join Active Directory with the Command
Line
On Linux, Unix, and Mac OS X computers, the location of the domain join command-line utility isas
follows:
/opt/likewise/bin/domainjoin-cli

Important: To run the command-line utility, you must use aroot account. To join acomputer to a
domain, you must have the user name and password of an Active Directory account that has privileges
to join computers to the domain and the full name of the domain that you want to join. Instructions on
how to delegate rightsto join a computer to a domain are at http://support.microsoft.com/kb/932455.
After you join adomain for the first time, you must restart the computer before you can log on with your
domain account.

When you join adomain by using the command-line utility, Likewise uses the hostname of the computer
to derive afully qualified domain name (FQDN) and then automatically setsthe FQDN inthe/ et ¢/

host s file. You can aso join adomain without changing the/ et ¢/ host s file; see Join Active
Directory Without Changing /etc/hosts.

Before Joining a Domain

To join adomain, the computer's name server must be able to find the domain and the computer must be
able to reach the domain controller. Y ou can make sure the name server can find the domain by running
this command:

nsl ookup donmi nNane

Y ou can verify that your computer can reach the domain controller by pinging it:

pi ng domai nName

If either of these tests fails, see Check System Health Before Installing the Agent and Solve Domain-
Join Problems.

Join a Linux or Unix Computer to Active Directory

Execute the following command as root, replacing domai nNane with the FQDN of the domain that
you want tojoinand j oi nAccount with the user name of an account that has privilegesto join
computers to the domain:

/opt/likewise/bin/domainjoin-cli join domainName joinAccount
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Example: / opt/ | i kewi se/ bi n/ domai njoin-cli join |ikew sedenp. com
Adm ni strat or

Tip: On Ubuntu, executethesudo su - command before you run thedonai nj oi n-cl i
command.

Join a Mac Computer to Active Directory

Using sudo, execute the following command in Terminal, replacing domai nNane with the FQDN
of the domain that you want to join and j oi nAccount with the user name of an account that has
privileges to join computers to the domain:

sudo /opt/likewise/bin/domainjoin-cli join domainName joinAccount

Example: sudo /opt/|i kew se/ bi n/domainjoin-cli join |ikew sedenp. com
Adm ni strat or

The terminal prompts you for two passwords: The first isfor a user account on the Mac that has
administrative privileges; the second is for the account in Active Directory that you specified in thejoin
command.

Join a Linux or Unix Computer to an Organizational Unit

Execute the following command as root, replacing or gani zat i onal Uni t Name with the path and
name of the organizational unit that you want to join, domai nName with the FQDN of the domain, and
j oi nAccount with the user name of an account that has privileges to join computers to the domain:

/opt/likew se/bin/domainjoin-cli join ---ou organi zati onal Uni t Nane
domai nNane j oi nAccount

Example: / opt /| i kewi se/ bi n/ domai njoin-cli join --ou Engineering
I i kewi sedeno. com Admi ni strator

Join a Linux or Unix Computer to a Nested
Organizational Unit

Execute the following command as root, replacing pat h with the AD path to the OU

from the top down, with each node separated by aforward slash (/ ). In addition, replace

or gani zat i onal Uni t Nanme with the name of the organizational unit that you want to join. Replace
dormai nNarre with the FQDN of the domain and j oi nAccount with the user name of an AD account
that has privileges to join computers to the target OU:

/opt/likew se/bin/domainjoin-cli join ---ou path/
or gani zat i onal Uni t Nane donai nName j oi nAccount

Here's an example of how to join a deeply nested OU:

domai njoin-cli join --ou topLevel QU ni ddl eLevel OU Lower Level OU/
Target QU | i kewi sedenp. com Admi ni strat or

10.3. Domai nj oi n-cl i Options, Commands,
and Arguments

Thedomai nj oi n- cl i command-line interface includes the following options:
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debugging and configuration
commands.

Option Description Example

--help Displays the command-line domai njoin-cli --help
options and commands.

--hel p-internal Displaysalist of the internal domai nj oi n-cli --hel p-

i nt er nal

--logfile {|path}

Generates alog file or printsthe
log to the console.

donai njoin-cli --
logfile /var/log/
donai njoin.log join
i kewi sedeno. com
Admi ni strat or

domai njoin-cli --
logfile . join

i kewi sedenp. com
Admi ni strator

Basic Commands

The domain join command-line interface includes the following basic commands:

Command

Description

Example

query

Displays the hostname, current
domain, and distinguished name,
which includes the OU to which
the computer belongs.

If the computer is not joined to
adomain, it displays only the
hostname.

donmi nj oi n-cli query

set name conput er Nane

Renames the computer and
modifiesthe/ et c/ host s file
with the name that you specify.

domai njoin-cli setnane

RHEL441 D

fixfqgdn

Fixes acomputer's fully qualified
domain name.

domai njoin-cli fixfqdn

join [--ou
organi zational Unit ]
domai nNanme user Nane

Joins the computer to the domain
that you specify by using the
account that you specify.

Y ou can usethe - - ou option

to join the computer to an OU
within the domain by specifying
the path to the OU and the OU's
name. When you use this option,
you must use an account that
has membership in the Domain
Administrators security group.
The path to the OU istop down.

donai njoin-cli join
--ou Engi neering

i kewi sedenp. com
Adni ni strat or

join --

not i mesync

Joins the computer to the domain
without synchronizing the
computer's time with the domain

domai nj oi n-cli
join -- notinesync
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controller's. When you use this
option, thesync- system
ti me valuefor Isassd is set to

| i kewi sedenp. com
Adm ni strat or

no.

| eave [user Nane] Removes the computer fromthe |domai nj oi n-cli | eave
Active Directory domain.

domai njoin-cli |eave

If theuser Nare is provided,
the computer account is disabled
in Active Directory.

smthy@i kewi sedenon. com

Advanced Commands

The command-line interface includes advanced commands that you can use to preview the stages

of joining or leaving a domain, find out which configurations are required for your system, view
information about a module that will be changed, configure a module such as nsswitch, and enable
or disable amodule. The advanced commands provide a potent tool for troubleshooting issues while
configuring a Linux or Unix computer to interoperate with Active Directory.

E View adata-flow diagram that shows how systems interact when you join a domain.

Preview the Stages of the Domain Join for Your

Computer

To preview the domain, DNS name, and configuration stages that will be used to join acomputer to a
domain, execute the following command at the command line;

donmai nj oi n-cl i

Example: domai nj oi n-cl i

join --preview domai nNane

Here's an example of the results, which can vary by computer:

[root @hel 4d bi n]# donai nj oi n-cl i

Joining to AD
Wth Computer

Domai n: |l i kewi sedenp. com

join --preview |l i kew sedenn. com

join ---preview |ikew sedenp. com

DNS Nane: rhel 4d. i kewi sedenp. com

The following stages are currently configured to be run during the

donai n join:
join

kr b5
nsswitch
start

pam

ssh

-- join conputer to AD
-- configure krb5. conf

-- enabl e/ di sabl e Li kewi se nsswi tch nodul e

-- start daenons
-- configure pam d/ pam conf
-- configure ssh and sshd

Check Required Configurations

To see afull listing of the modules that apply to your operating system, including those modul es that
will not be run, execute either the following join or leave command:

domai nj oi n-cl i

join --advanced --previ ew domai nNane
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domai njoin-cli |eave --advanced --previ ew donmai nNane
Example: donmai njoin-cli join --advanced --preview | i kew sedenb. com

The result varies by computer:

[root @hel 4d bin]# domainjoin-cli join ---advanced ---preview
I i kewi sedenp. com
Joi ning to AD Domai n: i kewi sedenp. com
Wth Conmputer DNS Nane: rhel 4d.1i kew sedeno. com
[F] stop -- stop daenons
[F] hostnane -- set conputer hostnane
[F] firewall -- open ports to DC
[F] keytab -- initialize kerberos keytab
[X] [N join -- join conputer to AD
[X] [N] krb5 -- configure krb5. conf
[X] [N] nsswitch -- enabl e/ di sabl e Li kewi se nsswi tch nodul e
[X] [N start -- start daenons
[F] gdm -- fix gdm presession script for spaces in
user nanes
[X] [N] pam -- configure pam d/ pam conf
[X] [S] ssh -- configure ssh and sshd
Key to fl ags
[Flully configured -- the systemis already configured for
this step
[SJufficiently configured -- the system neets the m ni num

configuration
requirenents for this step

[ N] ecessary -- this step nmust be run or manually
per f or med.

[ X] -- this step is enabled and will nake
changes

[ -] -- this step is disabled and will not

make changes

View Details about a Module

The Likewise domain join tool includes the following modules -- the components and services that the
tool must configure before it can join a computer to adomain:

Module Description

join Joins the computer to Active Directory

leave Deletes the machine account in Active Directory

dsplugin Enables the Likewise directory services plugin on
aMac computer

stop Stops daemons so that the system can be
configured

start Starts daemons after configuration

firewall Opens ports to the domain controller

hosthame sets the computer hostname
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krb5 Configureskr b5. conf

pam-mode Switches authentication from LAM to PAM

nsswitch Enables or disables Likewise nsswitch module

pam Configures pam.d and pam.conf

lam-auth Configures LAM for Active Directory
authentication

ssh Configures ssh and sshd

bash Fixes the bash prompt for backslashesin
usernames

gdm Fixes gdm presession script for spacesin
usernames

Asthe previous section illustrated, you can see the modules that must be configured on your computer
by executing the following command:

domai njoin-cli join --advanced --previ ew domai nNane

Y ou can further bore down into the details of the changes that a module will make by using either the
following join or leave command:

domai njoin-cli join --details nodul e donai nNane j oi nAccount
donmai njoin-cli |eave --details nodul edomai nNanme j oi nAccount

Example: domai njoin-cli join --details nsswitch |ikew sedenp. com
Admi ni strat or

The result varies depending on your system's configuration:

dormai njoin-cli join ---details nsswitch |ikew sedenn. com Admi ni strat or
[X] [N] nsswitch -- enabl e/ di sabl e Li kewi se nsswi tch nodul e

Key to flags

[Flully configured -- the systemis already configured for
this step
[SJufficiently configured -- the system neets the m ni num

configuration
requirenents for this step

[ N] ecessary -- this step nmust be run or manually
per f or med.

[ X] -- this step is enabled and wi |l nake
changes

[ -] -- this step is disabled and will not

make changes

Details for -'enable/disable Likew se nsswitch nodul e':
The following steps are required and can be performed automatically:
* Edit nsswitch apparnmor profile to allow libraries in the -/opt/
i kewise/lib
and -/opt/likew se/lib64 directories
* List Iwidentity nodule in -/usr/lib/security/methods.cfg (Al X

only)
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* Add |widentity to passwd and group/groups line -/etc/
nssw t ch. conf or
-/ etc/ netsvc. conf

I f any changes are perfornmed, then the follow ng services nust be
restarted:
* GDM
XDM
Cron
Dbus
Nscd

* % F X

Turn On or Turn Off Domain Join Modules

Y ou can explicitly enable or disable a module when you join or leave adomain. Disabling a module can
be useful in cases where a module has been manually configured or in cases where you must ensure that
certain system files will not be modified.

Note: If you disable a necessary module and you have not manually configured it, the domain join
utility will not join your computer to the domain.

The following command, with either j oi n or | eave, can be used to disable amodule:

domai njoin-cli join ---disable nodul e domai nNane account Nane
domai njoin-cli |eave ---disable nodul e domai nNane account Nane

Example: donmai njoin-cli join --disable pamlikew sedeno. com
Admi ni strat or

To enable amodule, execute the following command at the command line:
domai njoin-cli join ---enable nodul e domai nNarme account Nane

Example: domai njoi n-cli join --enable pam |ikew sedeno. com Admi ni strat or

Configuration and Debugging Commands

Thedomai nj oi n-cl i tool includes commands for debugging the domain-join process and for
configuring or preconfiguring a module. Y ou can, for example, run the conf i gur e command to
preconfigure a system before you join adomain -- a useful strategy when you are deploying Likewise
inavirtual environment and you need to preconfigure the nsswitch, ssh, or PAM module of the target
computers to avoid having to restart them after they are added to the domain. Here's an example with
nsswitch:

domainjoin-cli configure --enable nsswitch

The following commands, viewable by running domai nj oi n-cli --hel p-internal,are
available:

fixfqgdn

configure { ---enable -| ---disable -} pam[--testprefix <dir>]

configure { ---enable -| ---disable -} nsswitch [--testprefix
<di r>]

configure { ---enable -| ---disable -} ssh [--testprefix <dir>]
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configure { ---enable -| ---disable -} [--testprefix <dir>]
[--1ong <longdomai n>] [--short <shortdomai n>] krb5

configure { ---enable -| ---disable -} firewall [--testprefix

<di r>]

configure { ---enable -| ---disable -} eventfwdld

configure { ---enable -| ---disable -} reapsysld

get _os_type

get _arch

get _distro

get _distro_version

rai se_error <error code -| error nanme -| Oxhex error code>

10.4. Join Active Directory Without Changing /
etc/hosts

When you join a computer to adomain by using the Likewise domain join tool, Likewise uses the
hostname of the computer to derive afully qualified domain name (FQDN) and automatically setsthe
computer’s FQDN inthe/ et ¢/ host s file.

Tojoin aLinux computer to the domain without changing the/ et ¢/ host s file, execute the following
command as root, replacing donmai nName with the FQDN of the domain that you want to join and
j oi nAccount with the user name of an account that has privileges to join computers to the domain:

/opt/likew se/bin/domainjoin-cli join --disable hostnanme domai nNane
j oi nAccount

Example: / opt /| i kewi se/ bi n/ domai njoin-cli join --disable hostnane
I i kewi sedeno. com Admi ni strator

After you join adomain for the first time, you must restart the computer before you can log on.

If the Computer Fails to Join the Domain

Make sure the computer's FQDN iscorrect in/ et ¢/ host s. For the computer to processticketsin
compliance with the Kerberos protocol and to function properly when it uses cached credentialsin
offline mode or when its DNS server is offline, there must be a correct FQDN in/ et ¢/ host s. For
more information on GSS-API requirements, see RFC 2743.

Y ou can determine the fully qualified domain name of a computer running Linux, Unix, or Mac OS X
by executing the following command:

ping -c¢c 1 "hostnane’

When you execute this command, the computer looks up the primary host entry for its hostname. In
most cases, this means that it looks for its hostnamein/ et ¢/ host s, returning the first FQDN name
on the same line. So, for the hosthame qaser ver , here's an example of a correct entry in/ et ¢/
host s:

10. 100. 10. 10 gaserver.corpga. |l i kew se. com gaserver

If, however, theentry in/ et ¢/ host s incorrectly lists the hostname (or anything else) before the
FQDN, the computer's FQDN becomes, using the malformed example below, qaser ver :

10. 100. 10. 10 gaserver gaserver.corpga.likew se.com
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If the host entry cannot be found in/ et ¢/ host s, the computer looks for the resultsin DNS instead.
This means that the computer must have a correct A record in DNS. If the DNS information is wrong
and you cannot correct it, add an entry to/ et ¢/ host s.

10.5. Join a Linux Computer to Active Directory
with the GUI

A graphical user interface for joining adomain isincluded when you install the Likewise agent.

Important: To join acomputer to adomain, you must have the user name and password of a user who
has privileges to join computers to a domain and the full name of the domain that you want to join.

1. With root privileges, run the following command at the shell prompt of a Linux computer:
[opt/Iikew se/bin/domai njoi n-gui

2. Still asroot, in the Domain box, enter the Fully Qualified Domain Name (FQDN) of your Active
Directory domain. Example: CORP. LI KEW SEDEMO. COM

T Likewise AD Settings »

G-; Active Directory Membership

Hame and Domaln

& Computer name: |rhel5d

g2 Domain: CORP LIKEWISEDEMO.COM

User names are usually prefixed with the name
of the domain, You can allow bare user namaes
by specifying a default prefix.

] Enable default user name prefix: | CORP

Organizational Unit

Please select the QU to which this computer should be joined.
Nested OUs should be separated by a forward-slash.

@ Default (Computers or previously-joined OU)

) Specific OU path:

[* Advanced

€ Likewise | % Close | | «@ Join Domain

Note: The domain join tool automatically sets the computer’s FQDN by modifying the/

et ¢/ host s file. For example, if your computer's nameisgaser ver and thedomainis

cor pga. | i kewi se. com the domain join tool adds the following entry to the/ et c/ host s file:
gaserver. corpga. | i kewi se. com To manually set the computer's FQDN, see Join Active
Directory Without Changing /etc/hosts.
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3. To avoid typing the domain prefix before your user or group name each time you log on -- that is,
to force the computer to assume the default domain -- select Enable default user name prefix and
enter your domain prefix in the box. Example: CORP

4. Under Organizational Unit, you can optionally join the computer to an OU by selecting Specific
OU Path and then typing a path in the box. The OU path is from the top of the Active Directory
domain down to the OU that you want.

Or, to join the computer to the Computers container, select Default (Computers or previously-
joined OU).

5. Click Join Domain.

6. Enter the user name and password of an Active Directory account that has privilegestojoin
computers to the domain and then click OK.

Note: If you do not use an Active Directory Domain Administrator account, you might not have
sufficient privileges to change a machine object in Active Directory.

After you join adomain for the first time, you must restart the computer before you can log on.

10.6. Join a Mac Computer to Active Directory
with the GUI

To join acomputer running Mac OS X 10.4 or later to an Active Directory domain, you must have
administrative privileges on the Mac and privileges on the Active Directory domain that allow you to
join acompulter.

1. InFinder, click Applications. In the list of applications, double-click Utilities, and then double-
click Directory Access in OS X 10.4 or Directory Utility in OS X 10.5. In Mac OS X 10.6 (Snow

Leopard), you gain access to Directory Utility by using the Apple menu i‘ to view the system
preferences for accounts; for instructions, see your Mac OS X 10.6 documentation.
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. OnMac OS X 10.5, click Show Advanced Settings.

On the Services tab, click the lock ﬂ and enter an administrator name and password to unlock it.
. Inthelist, make sure that the check box for Active Directory is not selected.

Important: Active Directory, Apple's built-in service for interoperating with AD, must be disabled
for Likewise to work properly.

. Intheligt, click Likewise - Active Directory, make sure the Enable check box for Likewise - Active
Directory is selected, and then click Configure in OS X 10.4 or double-click Likewise — Active
Directory in OS X 10.5 and later.

Note: On Mac OS X 10.6, if Likewise - Active Directory does not appear in the list, restart your
computer.
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6. Enter aname and password of alocal machine account with administrative privileges.

7. Onthe menu bar at the top of the screen, click the Likewise Domain Join menu, and then click Join
or Leave Domain.

8. Inthe Computer name box, type the local hostname of the Mac without the . | ocal extension.
Because of alimitation with Active Directory, the local hostname cannot be more than 15 characters.
Also: | ocal host isnot avaid name.

Tip: Tofind thelocal hostname of aMac, on the Apple menu i click System Preferences, and
then click Sharing. Under the Computer Name box, click Edit. Your Mac's loca hostnameis

displayed.

9. Inthe Domain to join box, type the fully qualified domain name of the Active Directory domain that
you want to join.

10.Under Organizational Unit, you can join the computer to an OU in the domain by selecting OU
Path and then typing a path in the OU Path box.

Note: To join the computer to an OU, you must be a member of the Domain Administrator security
group.

Or, to join the computer to the Computers container, select Default to "Computers" container.
11.Click Join.

12 After you are joined to the domain, you can set the display login window preference on the Mac: On

the Apple menu I‘, click System Preferences, and then under System, click Accounts.

13. i
Click the lock =i and enter an administrator's name and password to unlock it.

14.Click Login Options, and then under Display login window as, select Name and password.

With Likewise Enterprise, the domain join utility includes atool to migrate a Mac user's profile from a
local user account to the home directory specified for the user in Active Directory; see Migrate a User
Profileon aMac.
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10.6.1. Turn Off OS X Directory Service Authentication

If you are migrating from Open Directory or Active Directory and you had set authentication from the
command linewith dsconf i gad or dsconf i gl dap, you must run the following commands to stop
the computer from trying to use the built-in directory service even if the Mac is not bound to it:

dscl -. --delete -/Conputers

dscl -/Search --delete -/ CSPSearchPath -/LDAPv3/

FQDNf or Your Donai nControl | er

dscl -/Search --delete -/ CSPSearchPath -/Active\ Directory/Al\

Domai ns

dscl -/Search/ Contacts --delete -/ CSPSearchPath -/Active\ Directory/
A1\ Domai ns

dscl -/Search/ Contacts --delete -/ CSPSearchPat h -/LDAPv3/

FQDNf or Your Donai nControl | er

10.7. Use Likewise with a Single OU

If you have write privileges only for an organizational unit in Active Directory, you can still use
Likewise. Your AD rightsto create objectsin an OU allow you to join Linux and Unix computers to the
OU even though you do not have Active Directory Domain Administrator or Enterprise Administrator
privileges. (See Delegate Control to Create Container Objects.)

There are additional limitations to this approach:
* You must join the computer to a specific OU, and you must know the path to that OU.

* You cannot use Likewise Enterprise in schema mode unless you have Enterprise Administrator
privileges, which are required to upgrade the schema.

Join a Linux Computer to an Organizational Unit

To join acomputer to a domain, you must have the user name and password of an account that has
privileges to join computers to the OU and the full name of the domain that you want to join. The OU
path is from the top OU down to the OU that you want.

Asroot, execute the following command, replacing or gani zat i onal Uni t Nane with the path and

name of the organizational unit that you want to join, domai nNamne with the FQDN of the domain, and
j oi nAccount with the user name of an account that has privileges to join computers to the domain:

/opt/likew se/bin/domainjoin-cli join --- ou organi zational Uni t Nane
domai nName j oi nAccount

Example: / opt /| i kewi se/ bi n/ domai njoin-cli join -- ou Engi neering
I i kewi sedenp. com Admi ni strat or

Example of how to join a nested OU:

dormai njoin-cli join --ou topLevel OUJ m ddl eLevel QU Lower Level QU
Target QU | i kewi sedenon. com Admi ni strat or

After you join adomain for the first time, you must restart the computer before you can log on.
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10.8. Rename a Joined Computer

To rename a computer that has been joined to Active Directory, you must first leave the domain. Y ou
can then rename the computer by using the domain join command-line interface. After you rename the
computer, you must rejoin it to the domain. Renaming a joined computer requires the user name and
password of a user with privileges to join a computer to adomain.

Important: Do not change the name of aLinux, Unix, or Mac computer by using the host nane
command because some distributions do not permanently apply the changes.

Rename a Computer by Using the Command-Line Tool

The following procedure removes a Unix or Linux computer from the domain, renames the computer,
and then rgjoins it to the domain.

1. Withroot privileges, at the shell prompt of a Unix computer, execute the following command:
/opt/likew se/bin/domainjoin-cli |eave

2. Torename the computer in/ et ¢/ host s, execute the following command, replacing
conput er Name with the new name of the computer:

/opt/likew se/bin/domai njoin-cli setname conputer Name
Example: / opt /| i kewi se/ bi n/ domai nj oi n-cli setname RHEL44]D

3. Torgoin the renamed computer to the domain, execute the following command at the shell prompt,
replacing DomainName with the name of the domain that you want to join and UserName with the
user name of a user who has privilegesto join a domain:

/opt/likew se/bin/domainjoin-cli join Domai nName User Nane

Example: / opt /| i kewi se/ bi n/ domai njoin-cli join |ikew sedenn. com
Admi ni strat or

It may take a few moments before the computer is joined to the domain.
4. After you change the hostname of a computer, you must also change the name in the Likewise local
provider database so that the local Likewise accounts use the correct prefix. To do so, execute the

following command as root, replacing host Namre with the name that you want:

/opt/likew se/bin/lwset-machi ne-name host Nane

Rename a Computer by Using the Domain Join Tool GUI

1. From the desktop with root privileges, double-click the Likewise Domain Join Tool, or &t the shell
prompt of a Linux computer, type the following command:

[opt/Iikew se/bin/donai njoi n-gui
2. Click Leave, and then click OK.

3. Start the domain join tool again by double-clicking the Likewise Domain Join Tool on the desktop, or
by typing the following command at the shell prompt of a Linux computer:
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/opt/likew se/bin/domai nj oi n-gui
4. Click Next.

5. Inthe Computer Name box, rename the computer by typing anew name.

Likewise AD Settings

ﬁ; Active Directory Membership

Name and Domain

Please select the Active Directory domain to join.

Each computer joined to a domain must have a unigue
computer name. You may specify a new name for this
computer before joining.

B computer name: |fedora?

S Domain: [ |

Organizational Unit

Please select the OU to which this computer should be joined.
Nested OUis should be separated by a forward-slash.

@ Default container (Computers)

specific OU path:

= Advanced

W Maodify hosts file (jetehosts)

& Likewise 3 Close || < join Domain

6. Inthe Domain to join box, enter the Fully Qualified Domain Name (FQDN) of the Active Directory
domain.

7. Under Organizational Unit, you can join the computer to an OU in the domain by selecting OU
Path and then typing a path in the OU Path box.

Or, to join the computer to the Computers container, select Default to "Computers" container.
8. Click Next.

9. Enter the user name and password of an Active Directory user with authority to join a machine to the
Active Directory domain, and then click OK.

The computer'snamein/ et ¢/ host s has been changed to the name that you specified and the
computer has been joined to the Active Directory domain with the new name.

10.After you change the hostname of a computer, you must also change the namein the Likewise local
provider database so that the local Likewise accounts use the correct prefix. To do so, execute the
following command as root, replacing host Nane with the name that you want:

/opt/likew se/bin/lwset-nmachi ne-nanme host Nane
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10.9. Files Modified When You Join a Domain

When Likewise adds a computer to adomain, it modifies some system files. The files that are modified
depend on the platform, the distribution, and the system's configuration. The following files might be
modified.

To see alisting of the changes that joining a domain will make to your operating system, execute the
following join command:

domainjoin-cli join --advanced --preview domainName

Note: Not al the following files are present on all computers.

* /etc/nsswitch.conf (On AlX, thefileis/etc/netsves.conf.)

* /etc/pam.conf on AIX, HP-UX, and Solaris

* /etc/pam.d/* on Linux

* /etc/ssh/{ssh_config,sshd _config} (or wherever sshd configuration is located)

* /etc/hosts (To join adomain without modifying /etc/hosts, see Join Active Directory Without
Changing /etc/hosts.)

* /etc/apparmor.d/abstractions/nameservice
* /etc/X11/gdm/PreSession/Default

o /etc/vmware/firewall/services.xml

¢ Just/lib/security/methods.cfg

* /etc/security/user

* /etc/security/login.cfg

* /etc/netsve.conf

o /etc/krb5.conf

o Jetc/krb5/krb5.conf

* /etc/rc.config.d/netconf

* /etc/nodename

* /etc/{ hosthame,HOSTNAME, hostname.*}
* /etc/sysconfig/network/config

* /etc/sysconfig/network/dhcp

* /etc/sysconfig/network/ifcfg-*

* /etc/sysconfig/network-scripts/ifcfg-*

* /etc/init.d or /sbin/init.d

* /etc/reX.d/ (new files and links created)
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* /etc/inet/ipnodes

As an example, the following table lists the files that are modified for the default configuration of the
operating system of afew selected platforms.

Modified files |Solaris9 Solaris 10 AIX 5.3 AIX 6.1 Red Hat
Enterprise
Linux 5

[etc/ Modified Modified Modified
nsswitch.conf
(On AIX, the
fileis/etc/

netsvcs.conf.)

/etc/pam.conf | Modified Modified Modified Modified
on AlX, HP-
UX, and Solaris

/etc/pam.d/* on Modified
Linux

/etc/ssh/ Modified Modified Modified
{'ssh_config,sshd_config}
(or wherever
sshd
configuration is
located)

[etc/hosts Modified Modified Modified Modified Modified

[etc/

apparmor.d/
abstractions/
nameservice

letc/X11/gdm/
PreSession/
Default

letc/vmware/
firewal/
services.xml

Jusr/lib/ Modified Modified
security/
methods.cfg

[etc/security/ Modified Modified
user

[etc/security/ Modified
login.cfg

/etc/netsve.conf Modified Modified

/etc/krb5.conf Modified Modified Modified

[etc/krb5/ Modified Modified
krb5.conf

/etc/rc.config.d/
netconf
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/etc/nodename | Modified Modified
/etc/{ hosthname, |Modified

HOSTNAME,

hostname.*}

[etc/sysconfig/
network/config

letc/sysconfig/
network/dhcp

/etc/sysconfig/
network/ifcfg-*

letc/sysconfig/
network-scripts/
ifcfg-*

[etc/init.d or /
shin/init.d

[etc/reX.d/ (new Modified
filesand links
created)

[etclinet/ Modified Modified
ipnodes

10.10. With NetworkManager, Use a Wired
Connection to Join a Domain

On Linux computers running NetworkManager -- which is often used for wireless connections -- you
must make sure before you join a domain that the computer has a non-wireless network connection and
that the non-wireless connection is configured to start when the networking cable is plugged in. Y ou
must continue to use the non-wireless network connection during the post-join process of restarting your
computer and logging on with your Active Directory domain credentials.

After you have joined the domain and logged on for the first time with your AD domain credentials by
using a non-wireless connection, you can then revert to using your wireless connection because your
AD logon credentias are cached. (Y ou will not, however, be notified when your AD password is set to
expire until you either run a sudo command or log on by using a non-wireless connection.)

If, instead, you attempt to use a wireless connection when you join the domain, you will be unableto log
on your computer with AD domain credentials after your computer restarts.

Here's why: NetworkManager is composed of a daemon that runs at startup and a user-mode application
that runs only after you log on. NetworkManager is typically configured to auto-start wired network
connections when they are plugged in and wireless connections when they are detected. The problem is
that the wireless network is not detected until the user-mode application starts -- which occurs only after
you have logged on.

Information about NetworkManager is available at http://projects.gnome.org/NetworkM anager/.
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Chapter 11. Logging On with Domain
Credentials

11.1. About Logging On

11.2

Likewise includes the following logon options:
 Full domain credentials-- example: | i kewi sedenp. com \ hoenstiv
» Single domain user name -- example: | i kewi sedeno\ \ hoensti v
* Alias-- example: stiv
(For Likewise Enterprise, see Set a User Alias and Set a Group Alias.
+ Cached credentials

Important: When you log on from the command line, you must use a dash to escape the slash
character, making the logon form DOVAI N\ \ user nane.

To use UPN names, you must raise your Active Directory forest functional level to Windows Server
2003, but raising the forest functional level to Windows Server 2003 will exclude Windows 2000
domain controllers from the domain. For more information, see About Schema Mode and Non-Schema
Mode.

When you log on a Linux, Unix, or Mac OS X computer by using your domain credentials, Likewise
uses the Kerberos protocol to connect to Active Directory's key distribution center, or KDC, to
establish akey and to request a Kerberos ticket granting ticket (TGT). The TGT lets you log on to other
computers joined to Active Directory or applications provisioned with a service principal name and be
automatically authenticated with Kerberos and authorized for access through Active Directory.

After logon, Likewise stores the password in memory and securely backsit up on disk. Y ou can,
however, configure Likewise to store logon information in a SQLite database, but it is not the default
method. The password is used to refresh the user's Kerberos TGT and to provide NTLM-based single
sign-on through the Likewise GSSAPI library. In addition, the NTLM verifier hash -- a hash of the
NTLM hash -- is stored to disk to handle offline logons by comparing the password with the cached
credentials.

Likewise storesan NTLM hash and LM hash only for accountsin Likewise'slocal provider. The hashes
are used to authenticate users over CIFS. Since Likewise does not support offline logons for domain
users over CIFS, it does not store the LM hash for domain users.

See Also
About Single Sign-On
Configure Putty for Windows-Based SSO

Log On and Verify Y our Kerberos Tickets

Log On with AD Credentials

After the Likewise agent has been installed and the Linux or Unix computer has been joined to a
domain, you can log on with your Active Directory credentials, either from the command line or
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interactively through the system console. After you join a domain for the first time, you must reboot
your computer before you can log on interactively through the console.

* Log on from the command line, but make sure you use a slash character to escape the slash, making
the logon form DOVAI N\ \ user nane.

Examplewith ssh: ssh |i kewi sedeno. com \ hoensti v@ ocal host

» Log on the system console or the text login prompt by using an Active Directory user account in
the form of DOVAI N\ user namne, where DOVAI N isthe Active Directory short name. Example on
Ubuntu:

11.3. Log On with SSH

Y ou can log on with SSH by executing the ssh command at the shell prompt in the following format:
ssh DOVAI N\ \ user name@ ocal host

Example: ssh |i kewi sedeno. com \ hoensti v@ ocal host

11.4. Solve Logon Problems from Windows

To troubleshoot a problem with a user who cannot log on ato Linux or Unix computer, perform the
following series of diagnostic tests sequentialy.

1. On aWindows computer, log off and then log on again with the problem user's AD credentialsto
verify that the password is correct and that the account is not locked or disabled.

2. Try to SSH to the target Linux or Unix computer again with the user's full NT4-style credentials
and password, not just the user's alias. In your SSH command, make sure to use a slash character to
escape the slash.

3. If you are using Likewise Enterprise, make sure that the user's computer isin the correct Likewise
cell.
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4. Make sure that the user is enabled to log on the computer, either by being enabled in the cell (with
Likewise Enterprise) or by being in agroup alowed to access the computer. Then try to log on the
target computer again.

5. Ensure that the Likewise client can communicate with the Active Directory domain controller.

6. Make sure that the shell specified for the user account in Active Directory is available on the target
computer. Specifying a shell that is unavailable will block the user account from logging on.

7. Verify that the home directory is set and can be created. A home directory that cannot be created
because the path isincorrect or the permissions are insufficient can block an attempt to log on.

8. Make sure there are no logon restrictions in place -- for example, the group policy that restricts logon
to certain users or groups -- that prevent the user account from logging on the computer.

9. Log on the computer with a different user account -- one that is enabled for access to the compulter.

11.5. Solve Logon Problems on Linux or Unix

To troubleshoot problems logging on a Linux computer with Active Directory credentials after you
joined the computer to a domain, perform the following series of diagnostic tests sequentially with aroot
account. The tests can aso be used to troubleshoot logon problems on a Unix or Mac OS X compulter;
however, the syntax of the commands on Unix and Mac might be slightly different.

Make Sure You Are Joined to the Domain

Execute the following command:
[opt/Ilikew se/bin/donmainjoin-cli query

If you are not joined, see Join Active Directory with the Command Line.

Check Whether You Are Using a Valid Logon Form

When troubleshooting alogon problem, use your full domain credentials; DOMAI N\ user nane.
Example: | i kewi sedeno. com hoenstiv.

When logging on from the command line, you must escape the slash character with a slash character,
making the logon form DOVAI N\ \ user nane. Example: | i kewi sedeno. coml \ hoensti v.

To view alist of logon options, see About Logging On.

Clear the Cache

Y ou might need to clear the cache to ensure that the client computer recognizes the user's ID. See Clear
the Authentication Cache.

Destroy the Kerberos Cache

Clear the Likewise Kerberos cache to make sure there is not an issue with a user's Kerberos tickets.
Execute the following command with the user account that you are troubleshooting:

/opt/likew se/bin/kdestroy
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Check the Status of the Likewise Authentication Daemon

Check the status of the authentication daemon on a Unix or Linux computer running the Likewise Agent
by executing the following command as the root user:

/opt/likew se/bin/lwsm status |sass

If Do This
Theresult looks like this: Restart the daemon.

| sassd i s stopped
Theresult looks like this: Proceed to the next test.

| sassd (pid 1783) is running...

Check Communication between the Likewise Daemon
and AD

Verify that the Likewise daemon can exchange datawith AD by executing this command:
[opt/likew se/bin/lw get-dc-namne Ful | Donai nName

Example: / opt /| i kewi se/ bi n/ 1w get-dc-nane |ikew sedenp. com

If Do This
The result does not show the name and IP address | 1. Make sure the domain controller is online and
of your domain controller operational.

2. Check network connectivity between the client
and the domain controller.

3. Join the domain again.

4. View log files.

The result shows the correct domain controller Proceed to the next test.
name and | P address

Verify that Likewise Can Find a User in AD

Verify that the Likewise agent can find your user by executing the following command, substituting the
name of avalid AD domain for domainName and avalid user for ADuser Nane:

/opt/likew se/bin/lwfind-user-by-name domai nNane\\ ADuser Nane

Example: / opt /| i kewi se/ bi n/ 1 wfind-user-by-nane |ikew sedenp\\ hab

If Do This

The command fails to find the user 1. Check whether the computer is joined to the
domain by executing the following command as
root:
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#RestartAuthenticationDaemon
#JoinWithCommandLine
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Make

domai njoin-cli query

Displays the hostname, current domain, and
distinguished name, which includes the OU to
which the computer belongs. Make sure the
OU iscorrect. If the computer isnot joined to a
domain, it displays only the hostname.

2. Check Active Directory to make sure the user
has an account. If you are using Likewise
Enterprise, aso ensure that the user is
associated with the correct cell.

3. Check whether the same user isinthe/ et ¢/
passwd file. If necessary, migrate the user to
Active Directory.

4. Make surethe AD authentication provider is
running by proceeding to the next test.

The user isfound Proceed to the PAM test later in this topic.

Sure the AD Authentication Provider Is Running

Likewise includes two authentication providers:
1. Thelocal provider
2. The Active Directory provider

If the AD provider is not online, users are unable to log on with their AD credentials. To check the status
of the authentication providers, execute the following command as root:

/opt/likew se/bin/lwget-status
A healthy result should look like this:

LSA Server Status:

Agent version: 5.0.0

Upti ne: 2 days 21 hours 16 m nutes 29 seconds

[ Aut henti cation provider: |sa-Iocal-provider]
St at us: Ol ine
Mode: Local system

[ Aut hentication provider: |sa-activedirectory-provider]
St at us: Ol ine

Mode: Un- provi si oned

Domai n: i kewi sedenp. com

For est : i kewi sedenp. com

Site: Defaul t-First-Site-Nanme

An unhealthy result will not include the AD authentication provider or will indicate that it is offline. If
the AD authentication provider is not listed in the results, restart the authentication daemon.

If the result looks like the line below, check the status of the Likewise daemons to make sure they are
running.
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#AssociateUserWithCell
#MigrateUsers
#RestartAuthenticationDaemon
#AboutLikewiseAgent
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Failed to query status from LSA service.
The LSASS server is not respondi ng.

Run the i d Command to Check the User

Run the following i d command to check whether nsswitch is properly configured to handle AD user
account information:

i d DOVAI N\ user nane
Example:id | i kew sedeno\\kat hy

If the command does not show information for the user, check whether the/ et ¢/ nsswi t ch. conf
fileis properly configured for passwd and group: Both entries should include thel sass parameter.

If / et c/ nsswi t ch. conf isproperly configured, the Likewise name service libraries might be
missing or misplaced. It isalso possible that the LD PRELOAD or LD LI BRARY_PATH variables are
defined without including the Likewise libraries.

Switch User to Check PAM

Verify that a user's password can be validated through PAM by using the switch user service. Either
switch from a non-root user to a domain user or from root to a domain user. If you switch from root to a
domain user, run the command below twice so that you are prompted for the domain user's password:

su DOMAI N\ \ user nane

Example: su | i kewi sedeno\\ hoenstiv

If Do This
The switch user command fails to validate the user | Generate a PAM debug log.

Also, check the following log files for error
messages (the location of the log files varies by
operating system):

/var/| og/ messages

/var/ | og/ secure

Test SSH

Check whether you can log on with SSH by executing the following command:
ssh DOVAI N\ \ user nane@ ocal host
Example: ssh | i kewi sedenp. com \ hoensti v@ ocal host

If you believe the issue might be specific to SSH, see troubleshooting SSH SSO.

Run the Authentication Daemon in Debug Mode

To troubleshoot the lookup of a user or group 1D, you can set the Likewise authentication daemon to run
in debug mode and show the log in the console by executing this command:

106
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/opt/likewise/sbin/Isassd --loglevel debug

Check Nsswitch.Conf

Make sure /etc/nsswitch.conf is configured correctly to work with Likewise. For more information, see
Configuring Clients Before Agent Installation.

On HP-UX, Escape Special Characters at the Console

When you log on to the console on some versions of HP-UX, such as 11.23, you might need to escape
special characters, such as @and #, by preceding them with aslash (\ ). For more information, see your
HP-UX documentation.

Additional Diagnostic Tools

There are additional command-line utilities that you can use to troubleshoot logon problemsin the
following directory:

/opt/likew se/bin
See Also

Resolve an AD Alias Conflict with aLocal Account

107


#ConfigNsswitch
#ResolveAliasConflict

Chapter 12. Troubleshooting Domain-
Join Problems

12.1. Top 10 Reasons Domain Join Fails

Here are the top 10 reasons that an attempt to join adomain fails:

12.2.

1

o o~ wWDN

Root was not used to run the domain-join command (or to run the domain-join graphical user
interface).

. The user name or password of the account used to join the domain isincorrect.
. The name of the domain is mistyped.

. The name of the OU is mistyped.

. Theloca hosthameisinvalid.

. The domain controller is unreachable from the client because of afirewall or because the NTP

service is not running on the domain controller. (See Make Sure Outbound Ports Are Open and
Diagnose NTP on Port 123.)

. Theclient is running RHEL 2.1 and has an old version of SSH.

. On SUSE, GDM ( dbus) must be restarted. This daemon cannot be automatically restarted if the user

logged on with the graphical user interface.

. On HP-UX and Solaris, dt | ogi n must be restarted. This daemon cannot be automatically restarted

if the user logged on with the HP-UX or Solaris graphical user interface. To restart dt | ogi n, run
the following command: / sbin/init.d/dtlogin.rc start

10.SELinux isturned on by being set to either enf or ci ng or per ni ssi ve -- which is especially

likely on Fedora and some versions of Red Hat. SELinux must be set to di sabl ed before the
computer can be joined to the domain.

To turn off SELinux, edit the following file, which is the primary configuration file for enabling and
disabling SELinux:

/ et c/ sysconfi g/ selinux
or
/etcl/selinux/config

For instructions on how to edit the file to disable SELinux, see the SELinux man page.

See Also

Generate a Domain-Join Log

Solve Domain-Join Problems

To troubleshoot problems with joining a Linux computer to adomain, perform the following series
of diagnostic tests sequentially on the Linux computer with aroot account. The tests can also be used
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#OpenOutboundPorts
#DiagnoseNTP
#DomainJoinLog
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to troubleshoot domain-join problems on a Unix or Mac OS X computer; however, the syntax of the
commands on Unix and Mac might be slightly different.

The proceduresin this topic assume that you have aready checked whether the problem falls under the
Top 10 Reasons Domain Join Fails. It is also recommended that you generate a domain-join log.

Verify that the Name Server Can Find the Domain

Run the following command as root:

nsl ookup Your ADr oot Domai n. com

Make Sure the Client Can Reach the Domain Controller

Y ou can verify that your computer can reach the domain controller by pinging it:

pi ng Your Donmai nName

Verify that Outbound Ports Are Open

Run the following command as root:
domai njoin-cli join --details firewall |ikew sedenb.com
The results of the command show whether you must open any ports.

For alist of portsthat must be open on the client, see Make Sure Outbound Ports Are Open.

Check DNS Connectivity

The computer might be using the wrong DNS server or none at all. Make sure the nameserver entry in/
et c/ resol v. conf containsthe IP address of a DNS server that can resolve the name of the domain
you aretrying to join. The IP addressis likely to be that of one of your domain controllers.

Make Sure nsswi t ch. conf Is Configured to Check DNS
for Host Names

The/ et c/ nsswi t ch. conf filemust contain the following line. (On AlX, thefileis/ et c/
net svc. conf.)

hosts: files dns
Computers running Solaris, in particular, may not contain thislineinnsswi t ch. conf until you add
it.

Generate a Domain-Join Log

To log information about your attempt to join a domain, you can use the command-line utility's| og
option with thej oi n command. Thel og option captures information about the attempt to join the
domain on the screen or in afile.

» Todisplay the information in the terminal, execute the following command; the dot after the
| ogfi | e option denotes that the information is to be shown in the console:
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#DomainJoinLog
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domai njoin-cli --logfile . joindomai nNane user Nane

» Tosavetheinformation in alog file, execute the following command:

domai njoin-cli --logfile path join domai nNane user Name
Example:
domainjoin-cli --logfile /var/log/domainjoin.log join

| i kewi sedenp. com Admi ni strat or

After you generate alog, review it for information that might help solve the problem.

Ensure that DNS Queries Are Not Using the Wrong
Network Interface Card

If the computer is multi-homed, the DNS queries might be going out the wrong network interface card.
Temporarily disable all the NICs except for the card on the same subnet as your domain controller or
DNS server and then test DNS lookups to the AD domain. If thisworks, re-enable al the NICs and edit
the local or network routing tables so that the AD domain controllers are accessible from the host.

Determine Whether the DNS Server Is Configured to
Return SRV Records

Y our DNS server must be set to return SRV records so the domain controller can be located. Itis
common for non-Windows (bind) DNS servers to not be configured to return SRV records.

Diagnose it by executing the following command:

nsl ookup -g=srv _| dap._tcp. ADdomai nToJoi n. com

Make Sure that the Global Catalog Is Accessible

The global catalog for Active Directory must be accessible. A global catalog in a different zone might
not show up in DNS. Diagnose it by executing the following command:

nsl ookup -qg=srv _ldap._tcp.gc._nsdcs. ADroot Domai n. com

From the list of | P addresses in the results, choose one or more addresses and test whether they are
accessible on Port 3268 by using telnet.

tel net 192.168.100.20 3268

Trying 192.168.100.20... Connected to sal es-dc.|ikew sedenp. com
(192.168.100. 20). Escape character is '"]'. Pressthe Enter key to closethe
connection: Connection cl osed by foreign host.

Verify that the Client Can Connect to the Domain on Port
123

The following test checks whether the client can connect to the domain controller on Port 123 and
whether the Network Time Protocol (NTP) serviceis running on the domain controller. For the client to
join the domain, NTP -- the Windows time service -- must be running on the domain controller.
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On aLinux computer, run the following command as root;
ntpdate -d -u DC_host nane

Example: nt pdate -d -u sal es-dc

For more information, see Diagnose NTP on Port 123.

In addition, check the logs on the domain controller for errors from the source named w32t m which is
the Windows time service.

Ignore Inaccessible Trusts

An inaccessible trust can block you from successfully joining a domain. If you know that there are
inaccessible trustsin your Active Directory network, you can set Likewiseto ignore al the trusts
before you try to join adomain. To do so, usethel weonf i g tool to modify the values of the
Dormai nManager | gnor eAl | Tr ust s setting.

First, list the available trust settings:
/opt/likewise/bin/lwconfig --list | grep -i trust

Theresults will look something like this. The setting at issueis
Domai nManager | gnor eAl | Trust s.

Domai nManager | gnor eAl | Trust s
Domai nManager | ncl udeTr ust sLi st
Domai nManager Excl udeTr ust sLi st

Second, list the details of the Domai nManager | gnor eAl | Tr ust s setting to see the values it
accepts:

[root @hel 5d bin]# -./lwconfig ---details Domai nManager | gnoreAl | Trusts
Narme: Donmai nManager | gnoreAl | Trusts

Description: Wen true, ignore all trusts during domain enuneration.
Type: bool ean

Current Value: false

Accepted Val ues: true, false

Current Value is deternmined by local policy.

Third, change the setting to t r ue so that Likewise will ignore trusts when you try to join a domain.
[root @hel 5d bin]# -./lwonfig Domai nManager | gnoreAl |l Trusts true
Finally, check to make sure the change took effect:

[root @hel 5d bin]# -./lweonfig ---show Domai nManager | gnor eAl | Trust s
bool ean

true

| ocal policy

Now try to join the domain again. If successful, keep in mind that only users and groups who are in the
local domain will be able to log on the compulter.

In the example output above that shows the setting's current values, | ocal pol i cy islisted --
meaning that the policy is managed locally through | wconf i g because a Likewise Enterprise
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group policy is not managing the setting. Typically, with Likewise Enterprise, you would manage

the Domai nManager | gnor eAl | Tr ust s policy by using the corresponding group policy,

but you cannot apply group policies to the computer until after it is added to the domain. The
corresponding Likewise group policy isnamed Lsass: I gnore all trusts during domain
enuner at i on. For moreinformation on the domain manager group policies to set whitelists and
blacklists for trusts, see the Group Policy Administration Guide.

For information on the arguments of lwconfig, run the following command:

/opt/likewise/bin/lwconfig --help

12.4. Dealing with Common Error Messages

This section lists solutions to common errors that can occur when you try to join a domain.

12.4.1. Configuration of Krb5

Error Message:

Warni ng: A resumabl e error occurred while processing a nodul e.
Even t hough the configuration of -'krb5 was executed, the
configuration did not

fully conmplete. Please contact Likew se support.

Solution:

Delete/ et ¢/ kr b5. conf and try to join the domain again.

12.4.2. Chkconfig Failed

12.5

This error can occur when you try to join adomain or you try to execute the domain-join command with
an option but the net | ogond daemon is not already running.

Error Message:
Error: chkconfig failed [code 0x00080019]

Description: An error occurred while using chkconf i g to processthe net | ogond daemon, which
must be added to the list of processes to start when the computer is rebooted. The problem may be
caused by startup scriptsinthe/ et ¢/ rc. d/ treethat are not L SB-compliant.

Verification: Running the following command as root can provide information about the error:
chkconfig --add netl ogond

Solution: Remove startup scripts that are not LSB-compliant fromthe/ et c/ rc. d/ tree.

Diagnose NTP on Port 123

When you use the Likewise domain-join utility to join aLinux or Unix client to adomain, the utility
might be unable to contact the domain controller on Port 123 with UDP. The Likewise agent requires
that Port 123 be open on the client so that it can receive NTP data from the domain controller. In
addition, the time service must be running on the domain controller.
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Y ou can diagnose NTP connectivity by executing the following command as root at the shell prompt of
your Linux machine:

nt pdate -d -u DC_host name
Example: nt pdate -d -u sal es-dc
If al iswell, the result should look like this:

[root @hel 44id ~]# ntpdate --d --u sal es-dc
2 May 14:19: 20 nt pdat e[ 20232]: ntpdate 4.2.0a@.1190-r Thu Apr 20
11: 28: 37 EDT 2006 (1)
Looki ng for host sal es-dc and service ntp
host found -: sales-dc.|ikew sedenp. com
transmt(192. 168. 100. 20)
recei ve(192. 168. 100. 20)
transmt(192. 168. 100. 20)
recei ve(192. 168. 100. 20)
transmt(192. 168. 100. 20)
recei ve(192. 168. 100. 20)
transmt(192. 168. 100. 20)
recei ve(192. 168. 100. 20)
transmt(192. 168. 100. 20)
server 192.168.100.20, port 123
stratum 1, precision --6, leap 00, trust 000
refid [LOCL], delay 0.04173, dispersion 0.00182
transmitted 4, in filter 4
reference tine: cbc5d3b8. b7439581 Fri, May 2 2008 10:54:00. 715
originate tinestanp: cbc603d8. df 333333 Fri, May 2 2008 14:19:20.871
transmit tinestanp: c¢cbc603d8.dda43782 Fri, May 2 2008 14:19:20. 865
filter delay: 0.04207 0.04173 0.04335 0.04178
0. 00000 0.00000 0.00000 0.00000
filter offset: 0.009522 0.008734 0.007347 0.005818
0. 000000 0. 000000 0.000000 0.000000
delay 0.04173, dispersion 0.00182
of fset 0.008734
2 May 14:19: 20 ntpdat e[ 20232]: adjust tinme server 192.168.100. 20
of fset 0.008734 sec

Output When There Is No NTP Service

If the domain controller is not running NTP on Port 123, the command returns a response such asno
server suitable for synchronization found,asinthefollowing output:

5 May 16: 00: 41 nt pdat e[ 8557]: ntpdate 4.2.0a@. 1190-r Thu Apr 20
11:28: 37 EDT 2006 (1)

Looki ng for host RHEL44ID and service ntp

host found -: rhel 44id.|ikew sedenp. com

transmt(127.0.0.1)
transmt(127.0.0.1)
transmt(127.0.0.1)
transmt(127.0.0.1)
transmt(127.0.0.1)

127.0.0.1: Server dropped: no data
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server 127.0.0.1, port 123
stratum O, precision 0, |leap 00, trust 000

refid [127.0.0.1], delay 0.00000, dispersion 64.00000
transmtted 4, in filter 4

reference tine: 00000000. 00000000 Wed, Feb 6 2036 22:28:16.000
originate tinestanp: 00000000. 00000000 Wed, Feb 6 2036 22:28:16. 000
transmt tinestanp: cbcalOlc.914a2b9d Mon, May 5 2008 16: 00: 44. 567
filter delay: 0.00000 0.00000 O0.00000 0.00000

0. 00000 0.00000 0.00000 0.00000
filter offset: 0.000000 0.000000 O.000000 0.000000

0. 000000 0. 000000 0.000000 0.000000

del ay 0.00000, dispersion 64.00000

of f set 0. 000000

5 May 16: 00: 45 nt pdat e[ 8557]: no server suitable for synchronization
f ound

Turn Off Apache to Join a Domain

The Apache web server locks the keytab file, which can block an attempt to join adomain. If the
computer is running Apache, stop Apache, join the domain, and then restart Apache.
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13.1. Modify Settings with the Config Tool

To quickly change an end-user setting for the Likewise agent, you can run thel weonf i g command-
line tool as root:

/opt/likewise/bin/lwconfig

The syntax to change the value of a setting isas follows, whereset t i ng isreplaced by the registry
entry that you want to change and val ue by the new value that you want to set:

/opt/likew se/bin/lwonfig setting val ue
Here's an example of how to use | wconf i g to change the AssuneDef aul t Domai n setting:

[root@hel 5d bin]# -./lwonfig ---detail AssuneDefaul tDomain @
Name: AssuneDef aul t Domai n

Description: Apply domain nane prefix to account name at | ogon
Type: bool ean

Current Value: false

Accepted Val ues: true, false

Current Value is deternmined by local policy.

[root @hel 5d bin]# -./lweonfig AssuneDefaul t Domain true &

[root@hel 5d bin]# -./lwonfig ---show AssuneDef aul t Donain ©
bool ean

true

| ocal policy

©® Usethe--detail optiontoview the setting's current value and to determine the values that it
accepts.

® Setthevauetotrue.

©® Usethe- - showoption to confirm that the valuewas settot r ue.

To view the settings that you can change with | wconf i g, execute the following command:
/opt/likew se/bin/lwonfig --1ist

Y ou can aso import and apply a number of settings with asingle command by using the--fi l e
option combined with atext file that contains the settings that you want to change followed by the
values that you want to set. Each setting-value pair must be on asingle line. For example, the contents of
my flat file, named newRegi st ryVal uesFi | e and saved to the desktop of my Red Hat computer,
looks like this:

AssuneDef aul t Dormai n true

Requi r eMerrber shi pOf -"1i kewi sedeno\\ support” -"Iikew sedeno\
\ dorai n*admi ns"

HoneDi rPrefix -/hone/l udw g

Logi nShel | Tenpl ate -/ bash/sh

To import the file and automatically change the settings listed in the file to the new values, | would
execute the following command as root:
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/opt/likew se/bin/lwonfig --file /root/Desktop/ newRegi stryVal uesFil e

Add Domain Accounts to Local Groups

with /etc/group

13.3.

Y ou can add domain users to your local groups on aLinux, Unix, and Mac OS X computer by placing
an entry for the user or group inthe/ et ¢/ gr oup file. Adding an entry for an Active Directory user to
your local groups can give the user local administrative rights. The entries must adhere to the following
rules:

» Usethe correct case; entries are case sensitive.

» Useauser or group's diasif the user or group has onein Active Directory.

* If the user or group does not have an alias, you must set the user or group in the Likewise canonical
name format of Net Bl OSdomai nNane\ SAMaccount Nane.

Note: For users or groups with an alias, the Likewise canonical name format is the alias, which you
must use; you cannot use the format of Net Bl OS donmai n nanme\ SAM account nane.

So, for users and groups without an alias, the form of an entry is as follows:
root: x: 0: LI KEW SEDEMO kri st eva

For users and groups with an alias, the form of an entry is as follows:
root:x:0:kris

In/ et ¢/ gr oup, the dlash character separating the domain name from the account name does not
typically need to be escaped.

Tip: On Ubuntu, you can give adomain user administrative privileges by adding the user to theadmni n
group asfollows:

adm n: x: 119: LI KEW SEDEMO\ bakht i n

OnaMac OS X computer, you can AD usersto aloca group with Apple's directory service command-
line utility: dscl. Indscl, gotothe/ Local / Def aul t/ G oups directory and then add usersto a
group by using the append command.

Configure Entries in Your Sudoers Files

When you add Active Directory entriesto your sudoersfile -- typically, / et ¢/ sudoer s -- you must
adhere to at least the following rules:

* ALL must bein uppercase letters.

» Use adash character to escape the slash that separates the Active Directory domain from the user or
group name.

» Usethe correct case; entries are case sensitive.

e Useauser or group's diasif the user or group has onein Active Directory.
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« If the user or group does not have an alias, you must set the user or group in the Likewise canonical
name format of Net Bl OSdonai nNanme\ SAMaccount Nane (and escape the slash character).

Note: For users or groups with an alias, the Likewise canonical name format is the alias, which you
must use; you cannot use the format of Net Bl OS donai n name\ SAM account nane.

So, for users and groups without an alias, the form of an entry in the sudoersfileis asfollows:
DOVAI M\ user name

DOVAI M\ gr oupnane

Example entry of agroup:

% LI KEW SEDEMO\\ Li nuxFul | Admi ns ALL=( ALL) ALL

Example entry of auser with an dias:

kyl e ALL=(ALL) ALL

For more information about how to format your sudoersfile, see your computer's man page for sudo.

Check a User's Canonical Name on Linux

To determine the canonical name of a Likewise user on Linux, execute the following command,
replacing the domain and user in the example with your domain and user:

getent passwd |i kew sedeno. com \ hab

LI KEW SEDEMO\ hab: x: 593495196: 593494529: Jurgen Habermas:/ hone/ | ocal /
LI KEW SEDEMO hab: /bin/ sh

In the results, the user's Likewise canonical name isthefirst field.

Set a Sudoers Search Path

Although Likewise searches a number of common locations for your sudoers file, on some platforms
Likewise might not find it. In such cases, you can specify the location of your sudoers file by adding the
following line to the Sudo GP Extension sectionof / et ¢/ | i kewi se/ gr ouppol i cy. conf:

13.4

Sudoer sSear chPat h = /your/search/ path
Example: Sudoer sSear chPath = "/opt/sfw etc";

Here's an example in the context of the/ et c/ | i kewi se/ gr ouppol i cy. conf file

[ {20D139DE- D892- 419f - 96E5- 0C3A997CBICA} ]

Nanme = -"Li kewi se Enterprise Sudo GP Extension";
DI Name = -"Ili bl w sudo. so";

Enabl eAsynchr onousPr ocessi ng = 0;

NoBackgr oundPol i cy = O;

NoGPCLi st Changes = 1;

NoMachi nePolicy = O;

NoSl owli nk = 1;

NoUser Policy = 1;
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Per User Local Settings = O;

ProcessG oupPolicy = -"ProcessSudoG oupPol i cy";
Reset GroupPol i cy = -"Reset SudoG oupPol i cy";
Requi reSuccessful Regi stry = 1;

Sudoer sSearchPath = -"/opt/sfw etc";

13.5. Set Up AIX Audit Classes to Monitor
Events

On AlX, you can set up audit classes to monitor the activities of users who log on with their Active
Directory credentials. Thefilenamed/ et ¢/ | i kewi se/ audi t cl asses. sanpl e isatemplate
that you can use to set up audit classes for AD users.

To set up an audit class, make a copy of thefile, nameit/ et c/ i kewi se/ audi t cl asses, and
then edit the file to specify the audit classes that you want.

After you set up audit classes for a user, the auditing will take place the next time the user logs in.
The sample Likewise auditclasses file looks like this:

#

# Sanpl e auditcl asses file.

#

# Aline with no | abel specifies the default audit classes for
# users that are not explicitly listed:

#

general, files

A line starting with a usernane specifies the audit classes for
that AD user. The username nust be specified as the -"canonical"
nane for the user: either -"DOVAI N\usernane" or just -"usernane"
if -"--assunmeDefaul t Domai n yes" was passed to domai njoin-cli

wWith -"--userDomai nPrefix DOVAIN'. In Likew se Enterprise, if
the user has an alias specified in the cell the alias nane nust
be used here.

H o HHHHHHFH

DOVAI N\ user1: general, files, tcpip
user2: general, cron

#

# Aline starting with an @specifies the audit classes for nenbers
# of an AD group. These classes are added to the audit classes

# for the user (or the default, if the user is not listed here).

# Whet her to specify -"DOVAI N\ groupnane” or just -"groupnane" follows
# the sane rules as for users.

#

@ONAI N\ mai | _users: nail
group2: cron

For information on AlX audit classes, see the IBM documentation for your version of AlX.
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Chapter 14. Troubleshooting the Agent

This chapter contains information on how to troubleshoot the Likewise agent, including the
authentication service, the input-output service, and the network logon daemon.

Additional troubleshooting information isin the following chapters:
Troubleshooting Domain Join Problems

Solve Logon Problems on Linux, Unix, or Mac

Solve Logon Problems from Windows

Troubleshooting SSH SSO Problems

Troubleshooting the Group Policy Agent

Monitoring Events with the Event Log

Troubleshooting the Likewise Database

Troubleshooting Samba I ntegration

Likewise Tipsand Tricks

Command-Line Reference

For an overview of commands such asr pmand dpkg that can help troubleshoot Likewise packages on
Linux and Unix platforms, see Package Management Commands.

14.1. Likewise Daemons and Services

14.1.1. Troubleshoot Likewise Daemons with the Service
Manager

The Likewise Service Manager lets you troubleshoot all the Likewise services from a single command-
line utility. You can, for example, check the status of the services and start or stop them. The service
manager isthe preferred method for restarting a service because it automatically identifies a service's
dependencies and restarts them in the right order.

To list the status of the services, run the following command with superuser privileges at the command
line:

/opt/likewise/bin/lwsm list
Here's an example:

[root @hel 5d bin]# -/opt/likew se/bin/lwsmli st

| w eg runni ng (standal one: 1920)
dcer pc runni ng (standal one: 2544)
event | og runni ng (standal one: 2589)
| sass runni ng (standal one: 2202)
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lwo runni ng (standal one: 2191)
net | ogon runni ng (standal one: 2181)
npf s running (io: 2191)

pvfs st opped

rdr running (io: 2191)

Srv st opped

Srvsvc st opped

Torestart thel sass service, run the following command with superuser privileges:
/opt/likewise/bin/lwsm restart Isass
To view all the service manager's commands and arguments, execute the following command:

/opt/likewise/bin/lwsm --help

14.1.2. Check the Status of the Authentication Daemon

On Linux and Unix

Y ou can check the status of the authentication daemon on a Unix or Linux computer running the
Likewise agent by executing the following command at the shell prompt as the root user:

/opt/likew se/bin/lwsm status |sass
If the service is not running, execute the following command:

fopt/likew se/bin/lwsmstart |sass

14.1.3. Check the Status of the DCE/RPC Daemon

The Likewise DCE/RPC daemon handles communication between Likewise clients and Microsoft
Active Directory.

On Linux and Unix

Y ou can check the status of dcer pcd on aUnix or Linux computer running the Likewise agent by
executing the following command as the root user:

/opt/likew se/bin/lwsm status dcerpc
If the service is not running, execute the following command:

[opt/Ilikew se/bin/lwsmstart dcerpc

On Mac OS X

OnaMac OS X computer, you cannot use the st at us command, but you can monitor the daemon by
using Activity Monitor:

1. In Finder, click Applications, click Utilities, and then click Activity Monitor.

2. Inthelist under Process Name, make sure dcer pcd appears. If the process does not appear in the
list, you might need to start it.

3. To monitor the status of the process, in the list under Process Name, click the process, and then click
Inspect.
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14.1.4. Check the Status of the Network Logon Daemon

Thenet | ogond daemon detects the optimal domain controller and global catalog and caches the data.

On Linux and Unix

Y ou can check the status of net | ogond on aUnix or Linux computer running the Likewise agent by
executing the following command as the root user:

/opt/likew se/bin/lwsm status netl ogon
If the serviceis not running, execute the following command:

[opt/likew se/bin/lwsmstart netl ogon

On Mac OS X

OnaMac OS X computer, you cannot use the st at us command, but you can monitor the daemon by
using Activity Monitor:

1. InFinder, click Applications, click Utilities, and then click Activity Monitor.

2. Inthelist under Process Name, make sure net | ogond appears. If the process does not appear in
the list, you might need to start it.

3. To monitor the status of the process, in the list under Process Name, click the process, and then click
Inspect.

14.1.5. Check the Status of the Input-Output Service

The Likewise input-output service -- | wi od -- communicates over SMB with external SMB servers
and internal processes.

On Linux and Unix

Y ou can check the status of | wi od on a Unix or Linux computer running the Likewise agent by
executing the following command as the root user:

/opt/likew se/bin/lwsmstatus |Iw o
If the service is not running, execute the following command:

/opt/likew se/bin/lwsmstart Iw o

On Mac OS X

OnaMac OS X computer, you cannot use the st at us command, but you can monitor the daemon by
using Activity Monitor:

1. InFinder, click Applications, click Utilities, and then click Activity Monitor.

2. Inthelist under Process Name, make surel wi od appears. If the process does not appear in thelist,
you might need to start it.

3. To monitor the status of the process, in the list under Process Name, click the process, and then click
Inspect.
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14.1.6. Restart the Authentication Daemon

The authentication daemon handles authentication, authorization, caching, and idmap lookups. For more
information, see About the Likewise Agent.

You can restart the Likewise authentication daemon by executing the following command at the shell
prompt:

/opt/likew se/bin/lwsmrestart |sass
To stop the daemon, type this command:
/opt/likew se/bin/lwsmstop |sass

To start the daemon, type this command:

/opt/likew se/bin/lwsmstart |sass

14.1.7. Restart the DCE/RPC Daemon

The Likewise DCE/RPC daemon hel ps route remote procedure calls between computers on a network
by serving as an end-point mapper. For more information, see About the Likewise Agent.

Y ou can restart the Likewise DCE/RPC daemon by executing the following command at the shell
prompt:

/opt/likew se/bin/lwsmrestart dcerpc
To stop the daemon, type this command:
/opt/likew se/bin/lwsm stop dcerpc

To start the daemon, type this command:

[opt/likew se/bin/lwsmstart dcerpc

14.1.8. Restart the Network Logon Daemon

Thenet | ogond daemon determines the optimal domain controller and global catalog and caches the
data. For more information and alist of start-order dependencies, see About the Likewise Agent.

Y ou can restart the Likewise network logon daemon by executing the following command at the shell
prompt:

[opt/likewi se/bin/lwsmrestart netl ogon
To stop the daemon, type this command:

/opt/likew se/bin/lwsm stop netlogon

To start the daemon, type this command:

/opt/likew se/bin/lwsmstart netl ogon

14.1.9. Restart the Input-Output Service

The Likewise input-output service -- | wi od -- communicates over SMB with SMB servers;
authentication iswith Kerberos 5.
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14.2.

Y ou can restart the input-output service by executing the following command at the shell prompt:
/opt/likew se/bin/lwsmrestart lw o

To stop the daemon, type this command:

[opt/likew se/bin/lwsmstop |w o

To start the daemon, type this command:

/opt/likew se/bin/lwsmstart Iw o

Logging

Logging can help identify and solve problems. There are debug logs for the following servicesin
Likewise Open and Likewise Enterprise:

* |sass, the authentication service. Generate a debug log for |sass when you need to troubleshoot
authentication errors or failures.

» PAM, the pluggable authentication modules used by Likewise. Create a debug log for PAM when you
need to troubleshoot logon or authentication problems.

 netlogon: Generate adebug log for netlogon, the site affinity service that detects the optimal domain
controller and global catalog, when you need to troubleshoot problems with sending requests to
domain controllers or getting information from the global catalog.

« |wio: Theinput-output service that manages interprocess communication.

 eventlog, the event collection service. Generate a debug log for eventlog to troubleshoot the collection
and processing of security events.

* lwreg, the Likewise registry service. Generate a debug log for Iwreg to troubleshoot ill-fated
configuration changes to the registry.

* |wsm, the service manager.
» TheMac OS X directory service plug-in

In addition, the following services are part of Likewise Enteprise only -- they are not relevant to
troubleshooting problems with Likewise Open:

 gpagent, the group policy agent. Generate a debug log for gpagent to troubleshoot the application or
processing of group policy objects.

» eventfwd, the event forwarding daemon. Generate a debug log to verify the service is properly
receiving events and forwarding them to a collector server.

* reapsyd, part of the data collection service. Capture a debug log for reapsyd to investigate the
collection and processing of events.

* lwsc, the smart card service. Gather logging information for the smart card service when card-
insertion or card-removal behavior is other than expected.

* |wpkeslld, adaemon that aids in logging on and logging off with a smart card. Gather logging
information about it when thereis a problem logging on or logging off with a smart card.

The log messages are processed by syslog, typically through the daemon facility. Although the path and
file name of the log vary by platform, they typically appear in a subdirectory of / var / | og. Remember
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that when you change the log level of a Likewise serviceto debug, you must also add the following
lineto/ et ¢/ sysl og. conf, saveit, and then restart the syslog service by running ser vi ce
sysl og restart atthecommand line:

*.debug /tmp/debug.log

Alternatively, you can use thel ogf i | e option to specify alocation and name for the log file, asthe
procedure to generate an authentication debug log illustrates.

Log levels can be changed both temporarily and permanently. The following log levels are available
for most Likewise services: debug, er r or ,war ni ng, i nf o, ver bose, andt r ace. The default
iserror. Totroubleshoot, it is recommended that you change the level to debug. To conserve disk
space, it isrecommended that you set the log level back to er r or when you finish troubleshooting.

To temporarily change the log level, you can execute acommand for the command line or you can
stop the service and then start it up again, specifying the log level you want in the start command. To
permanently change the log level, you must modify the service's entry in the Likewise registry.

Instantly Change the Authentication Service's Log Level
from the Command Line

Y ou can quickly set the Likewise log level for the Likewise authentication daemon by executing the
following command and replacing | evel with one of the available logging levels: error, warning, info,
verbose, debug, trace.

Changing the log level on the fly is useful to isolate and capture information when a command or
operation fails. If, for example, you run acommand and it fails, you can change the log level and then
run the command again to get information about the failure.

/opt/likewise/bin/lw-set-log-level newLevel

Example: / opt /| i kewi se/ bi n/Iw set-1o0g-1evel debug

When you change the log level withthel w- set - | og- | evel command, the log level is changed only
until the service or the computer restarts. Y ou can use the following command to view the current log
level of the authentication service:

/opt/likewise/bin/lw-set-log-level

Syslog messages are logged through the daemon facility. The default settingiser r or .

Instantly Change the Log Level for Other Services

In/ opt/1ikew se/ bi n, there are commands to change the log level of several other services:

Service Logging Commands in /opt/likewise/bin

netlogon Iwnet-get-log-info
Iwnet-set-log-level

Example: | wnet - set -1 og- | evel debug

I nput-output Iwio-get-log-info

Iwio-set-log-level
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Example: | wi o-set -1 og-1 evel debug

Event forwarding evtfwd-get-log-info
evtfwd-set-log-level

Example: evt f wd- set -1 og- | evel debug

Group policy gp-set-log-level

Example: gp- set -1 og-1 evel debug

System log reaper for the reporting services rsys-get-log-info
rsys-set-log-level

Example: r sys-set -1 og- | evel debug

Change the Log Level to Debug Until the Service
Restarts

The following example demonstrates how to change the log level to debug to help troubleshoot a
Likewise service. The change istemporary: The service returns to the level specified in the registry
when the service restarts. Although this example changes the log level for the site affinity service
(netlogon), which detects the optimal domain controller and global catalog, you can use this method to
change the log level for the following Likewise daemons: eventlogd, Isassd, Iwiod, netlogond, gpagentd,
reapsysld, eventfwdd. (See the topics on how to change the log level for the authentication service

(Isass) or the group policy agent (gpagentd).)

1. Asroot, stop the site affinity service with the Likewise service manager:
[opt/Ilikew se/bin/lwsm stop netl ogon
2. Asroot, restart the site affinity daemon and specify thelog level and the target log file:

/opt/likew se/sbin/netlogond --1ogl evel debug --logfile /tnp/
netl ogond. | og --start-as-daenon

3. After you finish troubleshooting, usethe ki | I command to stop the daemon and then start it again
with the service manager to return the log level to its default:

[opt/likew se/bin/lwsmstart netl ogon

Note: Leaving thelog level ati nf o, debug or ver bose might result in disk space issues.

Permanently Change the Log Level by Editing the
Registry

The following example demonstrates how to change the log level to debug by modifying a daemon's
arguments in the Likewise registry. Y ou can modify the log level in theregistry if you want to
permanently change a daemon's log level or log file destination: The log level that you set persists after
you restart the service or the computer.

Although the example permanently changes the log level for the authentication service, you can use this
method to change the log level and log file location for the following Likewise daemons: eventlogd,
Isassd, lwiod, netlogond, gpagentd, reapsysid, eventfwdd.
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In the registry, the default setting for Isass looks like this, viewed here by using the registry shell's| s
command combined with the path to the | sass key:

/opt/likew se/bin/lwegshell Is -'[HKEY_TH S MACHI NE\ Ser vi ces\ | sass]"'
[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass]

"Argunments"="/opt/likew se/sbin/lsassd ---sysl og"

" Aut ost art " =dwor d: 00000001

"Dependenci es"="netl ogon Iwio |weg rdr npfs"

"Description"=" i Li kewi se Security and Authentication Subsystent

"Envi ronnment " =

"FdLimt" —dwor d: 00000400

"Path"="/opt/|ikew se/sbin/lsassd"

"Type" =dwor d: 00000001

Notice that the default islogging target issysl| 0g. You can change the value by executing the registry
shell'sset _val ue command from the command line, like this:

/opt/likew se/bin/lwegshell set value '[HKEY_TH S _MACHI NE\ Servi ces
\Isass]' Argunents "/opt/likew se/sbin/lsassd --logfile /tnp/
| sassl og.txt --1oglevel debug"

Thevalue of Ar gurrent s has been updated to the specified value:

/opt/likew se/bin/lwegshell Is -'[HKEY_TH S _MACHI NE\ Ser vi ces\ | sass]"
[ HKEY_THI S _MACHI NE\\ Ser vi ces\ | sass]

-"Argurent s" REG Sz -"/opt/likew sel/sbin/lsassd ---
logfile -/tnp/lsasslog.txt ---1oglevel debug"

-"Autostart" REG_DWORD 0x00000001 (1)

- "Dependenci es" REG SZ -"netlogon Iwio lweg rdr npfs”

-"Description" REG SZ -"Li kewi se Security and

Aut henti cati on Subsystent
-"Environnent" REG SZ -
-"FdLimt" REG_DWORD 0x00000400 (1024)

-"Pat h" REG Sz -"/opt/likew sel/sbhin/lsassd"
-"Type" REG_DWORD 0x00000001 (1)

After you modify aregistry setting for a Likewise service, you must refresh the corresponding service
with the Likewise Service Manager for the changes to take effect.

Note: Permanently changing thelog level toi nf o, debug or ver bose will likely result in issues with
disk space over time.

14.2.1. Generate a Domain-Join Log

To help troubleshoot problems with joining a domain, you can use the command-line utility's| ogfi | e
option with thej oi n command. Thel ogf i | e option captures information about the attempt to join
the domain on the screen or in afile. When an attempt to join a domain fails, alog is generated by
defaultat/ var /1 og/ | i kewi se-j oi n. | og.

» Todisplay the information in the terminal, execute the following command; the dot after the
| ogfi | e option denotes that the information is to be shown in the console:

domai njoin-cli --logfile . join domai nNane user Nane
» Tosavetheinformation in alog file, execute the following command:

domai njoin-cli --logfile path join domai nNane user Nane
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Example:

domai njoin-cli --logfile /var/log/domainjoin.log join
| i kewi sedenp. com Adm ni strat or

14.2.2. Generate an Authentication Agent Debug Log

Y ou can specify the level of logging for the Likewise authentication daemon's interaction with PAM.
Running the authentication daemon in debug mode can help troubleshoot the lookup of auser or group
ID aswell as help solve other authentication problems.

Thefollowing log levels are available: debug, er r or , war ni ng, i nf o, ver bose, andtrace. The
default iser r or . To troubleshoot, it is recommended that you change the level to debug.

The log messages are processed by syslog. Although the path and file name of the log vary by platform,
they typically appear in a subdirectory of / var / | og. Alternatively, you can usethel ogf i | e option
to specify alocation and name for the log file, as the following procedure demonstrates:

1. Asroot, stop the authentication service.
2. Asroot, restart the authentication service and specify the log level and the target log file:

/opt/likew se/sbin/lsassd --1oglevel debug --logfile /tnp/lsassd.| og
--start-as-daenon

3. After you finish troubleshooting, use the ki | | command to stop the daemon and then start it again
with the service manager to return the log level to its default.

Note: Leaving thelog level at i nf o, debug or ver bose might result in disk space issues over
time.

14.2.3. Generate a PAM Debug Log

You can set the level of reporting in the PAM debug log for the Likewise authentication daemon on a
Linux or Unix computer. PAM stands for pluggable authentication modules.

Thelog levels are disabled, error, warning, info, and verbose. The logged data is sent to your system's
syslog message repository for security and authentication. The location of the repository varies by
operating system. Here are the typical locations for a few platforms:

e Ubuntu: / var/1 og/ aut h. | og
 RedHat:/var/| og/ secure

» Solaris:/ var/ 1 og/ aut hl og

* MacOSX:/var/l og/secure. | og

The following procedure demonstrates how to change the value of the PAM key'sLogLevel entry
with thel wconf i g command-line utility.

First, usethedet ai | s option to list the values that the Domai nManager | gnor eAl | Trust s
setting accepts:

/opt/likew se/bin/lwonfig ---details PAM.ogLevel
Name: PAM.oglLevel
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Description: Configure PAM I sass |ogging detail |evel

Type: string

Current Val ue: -"disabl ed"
Accept abl e Val ue: -"di sabl ed"
Acceptabl e Value: -"error"
Accept abl e Val ue: -"war ni ng"
Accept abl e Val ue: -"info"
Accept abl e Val ue: -"verbose"

Current Value is determ ned by | ocal policy.

Now, as root change the setting to er r or so that Likewise will log PAM errors:
/opt/likewise/bin/lwconfig PAMLogLevel error

Finally, confirm that the change took effect:

[opt/likew se/bin/lwonfig ---show PAMLogLevel
string

error

| ocal policy

For more information on the arguments of lwconfig, run the following command:

/opt/likewise/bin/lwconfig --help

14.2.4. Generate a Directory Service Log on a Mac

To troubleshoot logon failures on aMac OS X computer, you can generate a debug-level directory
service log. For information on turning on debug-level logs, see Enabling Directory Service Debug
Logging on the Apple support web site.

Usingtheki | I al I - USR1 command that Apple suggests, however, puts the directory serviceinto
debug logging mode for only about 5 minutes. Instead, try using the following commands:

sudo touch -/Library/Preferences/DirectoryService/.DSLogDebugAt St art
sudo killall DirectoryService

Reproduce the error and then scan the logs named Di r ect or ySer vi ce. debug. | ogin/
Li brary/ Logs/ Di rectoryServi ce. Look for messages containing the string LVEEDS, which
indicates that they are produced by the Likewise directory service plug-in.

Examine the logs from the time the user entered a password. If the logs suggest that there may be a
networking issue, obtain a tcpdump from the time the password is entered until you notice the logon
failure:

tcpdunp --s0 --wnetwork. pcap

When you are done troubleshooting, turn off debug logging and restart the directory service by issuing
the following commands:

sudo rm -/ Library/Preferences/DirectoryService/.DSLogDebugAt St art
sudo killall DirectoryService

14.2.5. Log Group Policy Debugging Data

Y ou can generate a group policy agent debug log for Likewise Enterprise by running these commandsin
this order asroot:
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/fopt/likew se/bin/lwsm stop gpagent
/opt/likew se/shin/gpagentd ---1oglevel debug ---logfile -/tnp/
gpagentd. |l og ---start-as-daenon

When you are done logging the information, use the ki | | command to stop the service and return the
log level toits default setting. Then start the group policy daemon with the Likewise service manager:

[opt/likew se/bin/lwsm start gpagent

14.2.6. Generate a Network Trace

Execute the following command in a separate session to dump network traffic as the root user and
interrupt the trace with CTRL-C:

tcpdunmp -s 0 -i ethO -w trace. pcap
The result should look something like this:
tcpdunp: listening on ethO

28 packets received by filter
0 packets dropped by kernel

14.3. Basics
14.3.1. Check the Version and Build Number

Check the Version and Build Number of the Agent on Linux, Unix, or
Mac

To check the version number of the Likewise agent, execute the following command:
cat /opt/likewise/data/VERSION
Another option is to execute the following command:

/opt/likewise/bin/lw-get-status

Check the Version and Build Number of the Agent with ADUC

Y ou can check the version and build number of the Likewise agent from a Windows administration
workstation that is connected to your domain controller:

1. In Active Directory Users and Computers, right-click the Linux, Unix, or Mac computer that you
want, and then click Properties.

2. Click the Operating System tab. The build number is shown in the Service pack box.

Check the Build Number of the Agent

On Linux distributions that support RPM -- for example, Red Hat Enterprise Linux, Fedora, SUSE
Linux Enterprise, OpenSUSE, and CentOS -- you can determine the version and build number of the
agent (5.0.0.xxxx in the examples below) by executing the following command at the shell prompt:
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rpm-ga | grep |ikew se
The result shows the build version after the version number:

i kewi se-sqglite-5.0.0-1.26353. 3513
['i kewi se-1ibxm 2-5.0.0-1.26353. 3513
i kewi se-net!| ogon- 0-1.26353. 3513

5. 0.
5. 0.
i kewi se-pstore-5.0.0-
0. O-
n- 5.

I i kewi se-openl dap- 0-1.26353. 3513
1.26353. 3513
i kewi se-passwd- 5. 1. 26353. 3513
0

I i kewi se-donai nj oi .0-1.26353. 3513
i kewi se-1sass-5.0.0-1.26353. 3513

| i kewi se-krb5-5.0.0-1.26353. 3513

| i kewi se-base-5.0.0-1.26353. 3513

i kewi se-rpc-5.0.0-1.26353. 3513

On Unix computers and Linux distributions that do not support RPM, the command to check the build
number varies by platform:

Patform Command

Debian and Ubuntu dpkg —S /opt/1ikew se/
Solaris pkginfo | grep -i likew se
AlX Islpp =I | grep |likew se
HP-UX swist | grep -i likew se

14.3.2. Determine a Computer's FQDN

Y ou can determine the fully qualified domain name of a computer running Linux, Unix, or Mac OS X
by executing the following command at the shell prompt:

ping -c¢c 1 "hostnane

On HP-UX
The command is different on HP-UX:
pi ng “hostnane™ -n 1

On Solaris

On Sun Solaris, you can find the FQDN by executing the following command (the computer's
configuration can affect the results):

FQDN="/ wusr/lib/mail/ sh/ check-hostnanme|cut - d" " -f7 ;echo $FQN
See Also

Join Active Directory Without Changing /etc/hosts

14.3.3. Make Sure Outbound Ports Are Open

If you are using local firewall settings, such asi pt abl es, on acomputer running the Likewise agent,
make sure the following ports are open for outbound traffic.
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Note: The Likewise agent isaclient only; it does not listen on any ports.

Port Protocol Use

53 UDP/ TCP DNS

88 UDP/TCP Kerberos 5

123 UDP NTP

137 UDP NetBIOS Name Service

139 TCP NetBIOS Session (SMB)

389 UDP/TCP LDAP

445 TCP SMB over TCP

464 UDP/TCP Machine password changes
(typicaly after 30 days)

3268 TCP Global Catalog search

Tip: To view the firewall rules on aLinux computer using i pt abl es, execute the following
command:

i ptables - nL

14.3.4. Check the File Permissions of nsswitch.conf

For Likewise to work correctly, the/ et ¢/ nsswi t ch. conf file must be readable by user, group, and
world. The following symptoms indicate that you should check the permissions of nsswi t ch. conf :

e Running thei d command with an AD account as the argument (example: i d
| i kewi sedenn. com kat hy) workswhen it is executed as root, but when the same command is
executed by the AD user, it returns only a UID and GID without a name.

e Getting an "l have no name!" or "intruder alert" error message for non-root users.

* On HP-UX, running thewhoani command with an AD user account returns “Intruder aert.”

14.3.5. Configure SSH After Upgrading It

After SSH is upgraded, run the following command as root to make sure that the sshd_confi g fileis
set up properly to work with Likewise:

domai nj oi n-cli configure --enable ssh

14.3.6. Upgrading an Operating System

After upgrading an operating system or installing a kernel patch, you should rerun the domain-join
command to make sure that the files related to the operating system, such as PAM and nsswitch, are
configured properly to work with Likewise. Re-executing the domain-join command also updates the
oper at i ngSyst emVer si on valueand the oper at i ngSyst enSer vi cePack valuein Active
Directory so the Likewise reporting tool reflects the correct version numbers.

Another suggestion, nearly universal in scope, isto apply updates to test systems before you apply
updates to production systems, giving you the opportunity to identify and resolve potential issues before
they can affect production machines.
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14.4. Accounts
14.4.1. Allow Access to Account Attributes

Likewise Enterprise is compatible with Small Business Server 2003. However, because the server locks
down several user account values by default, you must create a group in Active Directory for your Unix
computers, add each Likewise client computer to it, and configure the group to read all user information.

On other versions of Windows Server, the user account values are available by default. If, however, you
use an AD security setting to lock them down, they will be unavailable to the Likewise agent.

To find Unix account information, the Likewise agent requires that the AD computer account for the
machine running Likewise can access the attributes in the following table.

Attribute Requirement

uid Required when you use Likewise Enterprisein
schema mode.

uidNumber Required when you use Likewise Enterprisein
schema mode.

gidNumber Reguired when you use Likewise Enterprisein
schema mode.

userAccountControl Required for schema mode and non-schema mode.
It isalso required for unprovisioned mode, which
means that you have not created a Likewise cell

in Active Directory, aswill bethe caseif you are
using Likewise Open.

Allow Access to Account Attributes

1. In Active Directory Users and Computers, create a group named Uni x Conput er s.
2. Add each Likewise client computer to the group.

3. Inthe console tree, right-click the domain, choose Delegate Control, click Next, click Add, and then
enter the group named Uni x Conput ers.

4. Click Next, select Delegate the following common tasks, and then in the list select Read all user
information.

5. Click Next, and then click Finish.

6. Onthetarget Unix, Linux, or Mac computer, restart the Likewise agent to reinitialize the computer
account’slogon to Active Directory and to get the new information about group membership.

7. Run/opt/1ikew se/l w enum user s to verify that you can read user information.
See Also

About Schema M ode and Non-Schema M ode

14.4.2. A User's Settings Are Not Displayed in ADUC

If thereisno group in acell that can serve asthe user's primary GID -- for instance, because the default
primary group, domain users, has been removed from the cell -- the Likewise Settings tab for auser in
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ADUC will not display the user or group settings, as shown in the screen shot below. To display the
settings, enable a group that the user is a member of.

Terminal Services Prafile I COM+ Likewise Settings

— UM Linus User Information

To allaws thiz uzer to logon to UMEELinue computers joined ta Active
Diirectory, wou must specify which Likewize Enterprize celliz] the user
iz allowed to access.

Likewize Cellz Use Distinguished Mames [

[ AeroSournce

14.4.3. Resolve an AD Alias Conflict with a Local
Account

When you use Likewiseto set an Active Directory alias for auser, the user can have a file-ownership
conflict under the following conditions if the user logs on with the AD account:

e The AD dliasisthe same alias asthe original local account name.

» The home directory assigned to the user in Active Directory is the same as the local user's home
directory.

* The owner UID-GID of the AD account is different from that of the local account.

To avoid such conflicts, by default Likewise includes the short AD domain hame in each user's home
directory. If the conflict nevertheless occurs, there are two options to resolve it:

1. Make sure that the UID assigned to the user's AD dias is the same as that of the user'slocal account.
See Specify aUser's ID and Unix or Linux Settings.

2. Logon asroot and use the chown command to recursively change the ownership of the local
account's resources to the AD user alias.

Change Ownership

Log on the computer as root and execute the following commands:
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cd <users hone directory root>
chown —R <AD user U D>:<AD prinmary group ID> *. *

Or:chown —R <short donmmi n nanme>\\<account nanme>: <short donmi n name>\
\ <AD group nanme> *. *

See Also

Show Duplicate UIDs, GIDs, Login Names, and Group Aliases

14.4.4. Fix the Shell and Home Directory Paths

Symptom: A | ocal directory isin the home directory path and the home directory path does not
match the path specified in Active Directory or in/ et ¢/ passwor d.

Example: / horre/ | ocal / DOVAI N USER instead of / horme/ DOVAI N/ USER

The shell might also be different from what is set in Active Directory -- for example, / bi n/ ksh
instead of / bi n/ bash.

Problem: The computer isnot in aLikewise cell in Active Directory.

Solution: Make sure the computer isin a Likewise cell. For more information, see Associate a Cell with
an OU or aDomain, or create a default cell.

A default cell handles mapping for computers that are not in an OU with an associated cell. The default
cell can contain the mapping information for all your Linux and Unix computers. For instance, a Linux
or Unix computer can be amember of an OU that does not have a cell associated with it. In such a case,
the home directory and shell settings are obtained from the nearest parent cell or the default cell. If there
is no parent cell and no default cell, the computer will not receive its shell and home directory paths
from Active Directory.

See Also

Set the Default Home Directory and Login Shell

14.4.5. Troubleshooting with the Get Status Command

The/ opt/1i kew se/ bi n/| w get - st at us command shows whether the domain or the
Likewise AD provider is offline. The results of the command include information useful for general
troubleshooting.

/opt/likewise/bin/lw-get-status
Here's an example of the information the command returns:

[root @hel 5d bin]# -/opt/likew se/bin/lw get-status
LSA Server Status:

Conpi | ed daenon version: 6.1.272.54796

Packaged product version: 6.1.272.54796

Upt i me: 15 days 21 hours 24 mnutes 1 seconds

[ Aut henti cation provider: |sa-activedirectory-provider]

St at us: Ol i ne
Mode: Un- provi si oned
Domai n: LI KEW SEDEMO. COM
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For est : | i kew sedenmp. com
Site: Def aul t-First-Site-Name
Online check interval: 300 seconds

[ Trusted Domai ns: 1]

[ Domai n: LI KEW SEDEMO)

DNS Donmai n: | i kew sedenmp. com
Net bi os name: LI KEW SEDEMO
For est nane: | i kew sedenmp. com

Trust ee DNS narme:
Client site nane: Default-First-Site-Name

Domai n SI D

S-1-5-21-3190566242- 1409930201- 3490955248
Domai n GUI D 71c19eb5- 1835- f 345- bal5- 0595f b5b62e3
Trust Fl ags: [ 0x000d]

[0x0001 -- In forest]

[ 0x0004 -- Tree root]

[ 0x0008 -- Primary]
Trust type: Up Level
Trust Attributes: [0x0000]
Trust Direction: Primary Domain
Trust Mbde: In ny forest Trust (MT)
Domai n fl ags: [ 0x0001]

[ 0x0001 -- Primary]

[ Domai n Controller (DC) |nformation]

DC Nane: wW2k3-r2.1i kewi sedenp. com
DC Addr ess: 192. 168. 92. 20

DC Site: Defaul t-First-Site-Name
DC Fl ags: [ 0x000003f d]

DC |'s PDC: yes

DCis tinme server: yes

DC has witeable DS: vyes

DC is d obal Catal og: yes

DC i s running KDC: yes

[ Aut henti cation provider: |sa-Iocal-provider]

St at us: Ol i ne
Mode: Local system
Domai n: RHEL5D

14.4.6. Troubleshoot User Rights with Ldp.exe and
Group Policy Modeling

The following Microsoft default domain policies and default domain controller policies can cause a
Likewise client to fail to join adomain or to fail to enumerate trusts:

 Access this computer from the network. Users and computers that interact with remote domain
controllers require the access-this-computer-from-network user right. Users, computers, and service
accounts can lose the user right by being removed from a security group that has been granted the
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right. Removing the administrators group or the authenticated users group from the policy can cause
domain join to fail. Microsoft says, "Thereis no valid reason for removing Enterprise Domain
Controllers group from this user right." For more information, see http://support.microsoft.com/
kb/823659.

» Deny access to this computer from the network. Including the domain computers group in the policy,
for instance, causes domain-join to fail.

*Ti Group Policy Object Editar N I ]
Fle Adion Vew Help
=A@ XER| @@

Z5* Default Domain Corkrallers Policy [wkar2.li [ Pokiey / | Paiicy Setting -

=R} Computer Configuration %] access this computer From the nebwark: Pre-windaws 2000 Cargsti. .
i [ Unix and Linue: Settings -

- = {- O M = x
b R e Access this computer from the network Properties RS
E i Saftweare instalation Sacurty Polcy Satting E splain This Seting |
=0 Windows Settings :
=] seripts (Startupshutdawn) 4 Access this compuber from the nebwork.
=P Security Settings E?ﬂ

=i Account Policies e , ;

=] Local Pakcies 0 iDefine these policy zetlings
b zef Audit F:d’:!"' ; Admnisl alars

[+ #¢] Usar Rights Assignment Authenticated Upess

[# - a7 Seouriby Options ENTERFRISE DOMAIM COMTROLLERS
[41-#3] Event Log Everone :
H-58 Restricted Groups Prewindows 2000 Compatible doress
.ﬂ:@ System Services
=3 registry
=1-L8 Fie System

#-F Wireless fetwerk (IEEE 802,
-1 Public Key Policies

[#- ] Software Restriction Policies
-4, 1P Seaurty Polcies on Ackive

| =0 Administrative Templates At User or Group... | Bemove I

= ;ﬁ User Configurakion At ; :
B3] Ui and Linue: Settings & g:jdiir':ﬁagmunu may affect compatibilly with chents, services,
-2 Software Settings For more infoemation, see ficcess this compuider from the retwark.
£ Windows Settings [Q1E23653)

(70 Adrmiristr ative Templates

1| | 2| 1] I Cancel| Zpph [

The symptoms of a user-right problem can include the following:
« An attempt to join the domain is unsuccessful.
» The Likewise authentication service, |sass, does not start.

e The/ opt/Iikew se/bin/lw get - st at us command shows the domain or the AD provider
as offline.

Y ou can pin down the issue by using the Idp.exe tool to check whether you can access AD by using

the machine account and machine password. Ldp.exe istypically included in the support tools
(suptools.msi) for Windows and located on the Windows installation CD (Support folder, Tools
subfolder). Y ou might also be able to download the support tools that contain |dp.exe from the Microsoft
web site.
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To resolve a user-right issue, you can use group policy modeling in the GPMC to find the offending
policy and then modify it with the GPOE.

1. OntheLikewiseclient, runthe/ opt /| i kewi se/ bi n/|l w1 sa ad- get - machi ne
passwor d command as root to get the machine password stored in Active Directory:

/fopt/likew se/bin/lwl|sa ad-get-nachi ne password
Machi ne Password | nfo:

DNS Dormai n Nane: LI KEW SEDEMO. COM

Net Bl OS Domai n Nane: LI KEW SEDEMO

Domain SID: S-1-5-21-3190566242-1409930201- 3490955248

SAM Account Nane: RHEL5D$

FQDN: rhel 5d.|i kewi sedenp. com

Join Type: 1

Key Version: 0O

Last Change Time: 129401233790000000

Password: i (2H2ed41F7t HN275

2. On aWindows administrative workstation that can connect to AD, start Idp.exe and connect to the
domain. (See the LDP Ul article for more information.)

3. InLDP, on the Connection menu, click Bind, and then use the Likewise client's SAM account name
and machine password from the output of thel w- | sa ad- get - machi ne passwor d command
to bind to the directory.

If the attempt to bind with the machine account and the machine password fails because of invalid
credentials, as shown in the LDP output below, go to the Group Policy Management Console and use
group policy modeling to try to identify the policy causing the problem.
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=likewis: =10 %
Connection Browse iew Opkions  Uklities Help
#- Di=likewisedemno,DC=com  [res = Idap bind s|ld, NULL, -]

&NtAuthldentity, 1158]; if v.3
{NtAuthldentity:

User="RHELGDS"; Pwd=

<unavailable>; domain = "NULL".

Error <49%: Idap_bind s]] failed.

Invalid Credentials.

Server error: 8009030C: LdapErr:

DSID-0C09043E, comment:

AcceptSecurityContext error, data 0,

eCE

Expanding base J

'DC=likewisedemo,DC=com"...

Error: Search: Operations Error. <1

Result <1>: 00000000: LdapErr:

DSID-0C090627, comment: In order to

perform this operation a successful

bind must be completed on the

connection., data 0, vece

Matched DNs:

Getting 0 entries:

- kd
Ready | I_ P

4. Inthe GPMC, run the group policy modeling tool to pinpoint the offending policy and then modify
the policy to grant the correct level of user right to the computer or user. For more information, see
Group Policy Modeling.

In the following screen shot, for example, the cause of the problem is that the deny-access-to-this-
computer-from-the-network default domain policy contains the domain computers group.
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i [ =] S|
JSETES|
® = @@ X[ ®E |
E Group Policy Managemenk likewisedemo on likewisedemo
A, Forest: lkewisedemo, com Safh
=I5 Dormains Surmary  Settiogs | Duery |
=] @ lkswisedama, cam < -
_%. e J Group Policy Modeling
E-ed Domin Contre likewisedemo.com on likewisedemo.com
& Defauk De Data collected on- 271072011 4:23.25 PM show all
&l Unusservers || Computer Configuration hide
[+ ﬁ-l Group Palicy © _
- ik WM Fiters Windows Settings hide
5 ) Shes Security Settings hide
=1 1 ;
e 3'“': ROk Miadelin) Account Policies/Password Policy chaw
5! eisedemo on i
5 Group Policy Resuks Account Policies/Account Lockout Policy show
Account Policies/Kerberos Policy show
Local Policies/User Rights Assignment hide
Policy Selting Winning GPO
Derny access to this LIKEWISEDEMO\Doma  Defauk Domain Polcy
computer from the n Computers
network
Local Policies/Security Options shaw
Public Key Policies/Autoenmoliment Settings shaow
Public Key Policies/Encrypling File Syslem shaw
Public Key Policies/Trusted Root Certification Authorities shaw
Uzer Configuration hide
No seftings defined.
] S—] i
i | [

14.4.7. Fix Selective Authentication in a Trusted Domain

When you turn on selective authentication for a trusted domain, Likewise can fail to look up usersin the
trusted domain because the machine account is not allowed to authenticate with the domain controllers
in the trusted domain. Here's how to grant the machine account access to the trusted domain:

1. Inthe domain the computer isjoined to, create a global group and add the computer's machine
account to the group.

2. Inthetrusted domain, in Active Directory Users and Computers, select the Domain Controllers
container and open Properties.

3. On the Security tab, click Advanced, click Add, enter the global group, and then click OK.

4. Inthe Permission Entry box, under Apply onto, select Computer objects. Under Permissions, find
Allowed to Authenticate and enableit. Click OK and then click Apply in the Advanced Security
Settings box.

5. If you have already joined the Likewise client computer to the domain, restart the Likewise
authentication service:
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/opt/likew se/bin/lwsmrestart |sass

14.5. Cache
14.5.1. Clear the Authentication Cache

There are certain conditions under which you might need to clear the cache so that auser'sID is
recognized on atarget computer.

By default, the user's ID is cached for 4 hours. If you change a user's UID for a Likewise cell with
Likewise Enterprise, during the 4 hours after you change the UID you must clear the cache on atarget
computer in the cell before the user can log on. If you do not clear the cache after changing the UID, the
computer will find the old UID until the cache expires.

There are three Likewise Enterprise group policies that can affect the cache time:

» The Cache Expiration Time, which stores UID-SID mappings, user/group enumeration lists,
get gr nam() and get pwnany( ) , and so forth. Its default expiration timeis 4 hours.

» TheID Mapping Cache Expiration Time, which caches the mapping tables for SIDs, UIDs, and GIDs.
Itsdefault is 1 hour. This policy applies only to Likewise Enterprise 4.1 or earlier.

» TheID Mapping Negative Cache Expiration Time, which stores failed SID-UID-GID lookups
to prevent an overload of resolution requests. Its default is 5 minutes. This policy applies only to
Likewise Enterprise 4.1 or earlier.

Tip: While you are deploying and testing Likewise, set the cache expiration time of the Likewise agent's
cache to a short period of time, such as 1 minute.

Clear the Cache on a Unix or Linux Computer

To delete all the users and groups from the Likewise AD provider cache on aLinux or Unix computer,
execute the following command with superuser privileges:

[opt/likew se/bin/lw ad-cache --delete-all

Y ou can a'so use the command to enumerate users in the cache, which may be helpful in
troubleshooting. Here's an example:

[root @hel 5d bin]# -./lw ad-cache ---enumusers

Tot al NumJser sFound: 0

[root @hel 5d bin]# ssh |ikew sedenp. com \ hab@ ocal host
Passwor d:

Last | ogin: Tue Aug 11 15:30:05 2009 fromrhel 5d.1i kew sedenp. com
[ LI KEW SEDEMO hab@ hel 5d ~] $ exi t

| ogout
Connection to | ocal host closed.
[root @hel 5d bin]# -./lw ad-cache ---enumusers

User info (Level-0):

Narre: LI KEW SEDEMO\ hab
U d: 593495196

G d: 593494529

Cecos: <nul | >
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Shel | : -/ bi n/ bash
Hone dir: -/hone/ LI KEW SEDEMY hab
Tot al NumJser sFound: 1

[root @hel 5d bin]#
To view the command's syntax and arguments, execute the following command:

[opt/Ilikew se/bin/lw ad-cache --help

Clear the Cache on a Mac OS X Computer

On aMac OS X computer, clear the cache by running the following command with superuser privileges
in Terminal:

dscacheutil -flushcache

14.5.2. Clear a Corrupted SQLite Cache

To clear the cache when Likewise is caching credentials in its SQL ite database and the entriesin the
cache are corrupted, use the following procedure for your type of operating system.

Clear the Cache on a Linux Computer

1. Stop the Likewise authentication daemon by executing the following command as root:
/opt/likew se/bin/lwsml|sass stop

2. Clear the AD-provider cache and the local-provider cache by removing the following two files:
rm-f /var/lib/likew se/db/|sass-adcache. db
rm-f /var/lib/likew se/db/lsass-|ocal.db
Important: Do not delete the other . db filesinthe/ var/ i b/ | i kewi se/ db directory.

3. Start the Likewise authentication daemon:

[opt/likew se/bin/lwsm]lsass start

Clear the Cache on a Mac

1. In Terminal, stop the Likewise authentication daemon by executing the following command as sudo:
/opt/likew se/bin/lwsml|sass stop

2. Clear the AD-provider cache and the local-provider cache by removing the following two files:
sudo rm -f /var/lib/likew se/db/|sass-adcache. db
sudo rm -f /var/lib/likew se/db/lsass-Iocal.db
Important: Do not delete the other . db filesinthe/ var/ i b/ | i kewi se/ db directory.

3. Restart the Likewise authentication daemon:

/opt/likew se/bin/lwsm]l|sass start
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Clear the Cache on a Unix Computer

1. Stop the Likewise authentication daemon by executing the following command as root:

/opt/likew se/bin/lwsmstop |sass

. Clear the AD-provider cache and the local-provider cache by removing the following two files:

rm-f /var/lib/likew se/db/l| sass-adcache. db
rm-f /var/lib/likew se/db/lsass-|ocal.db

Important: Do not delete the other . db filesinthe/ var/1i b/ 1 i kew se/ db directory.

. Start the Likewise authentication daemon:

/opt/likew se/bin/lwsmstart |sass

14.6. Kerberos

The following resources can help troubleshoot time synchronization and other Kerberos issues:

14.6.1.

Problem

Kerberos Authentication Tools and Settings:

http://technet2.microsoft.com/ windowsserver/en/library/b36b8071-3cc5-46fa
bel3-280aa43f2fd21033.mspx

Authentication Errors Caused by Unsynchronized Clocks:

http://technet2.microsoft.com/ windowsserver/en/library/6ee8470e-a0e8-40b2-a84f -
dbec6bcbd8621033.mspx

Kerberos Technical Supplement for Windows:
http://msdn2.microsoft.com/en-ug/library/aad80609.aspx
The Kerberos Network Authentication Service (V5) RFC:
http:// www.ietf.org/rfc/rfc4120.txt

Troubleshooting Kerberos Errors:

http:// www.microsoft.com/technet/prodtechnol/windowsserver2003/technol ogies/security/
tkerberr.mspx

Kerberos and LDAP Troubleshooting Tips:

http://www.microsoft.com/technet/sol utionaccel erators/cits/interopmigration/unix/
usecdi rw/17wsdsu.mspx

Fix a Key Table Entry-Ticket Mismatch

When an AD machine account password changes two or more times during the lifetime of adomain
user's credentials, the computer's entry that matches the Kerberos service ticket is dropped from the
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Kerberos key table. Even though the service ticket has not expired, an action that depends on the entry,
such as reading the event log or using single sign-on, will fail.

To avoid issues with Kerberos key tables, keytabs, and single sign-on, the machine password expiration
time must be at least twice the maximum lifetime for user tickets, plus alittle more time to account for
the permitted clock skew.

The expiration time for a user ticket is set by using an Active Directory group policy called Maximum
lifetime for user ticket. The default user ticket lifetimeis 10 hours; the default Likewise machine
password lifetimeis 30 days.

Causes

The machine account password can change more frequently than the user's AD credentials under the
following conditions:

1. Joining adomain two or more times.

2. Setting the expiration time of the machine account password group policy to be less than twice the
maximum lifetime of user tickets. For more information, see Set the Machine Account Password
Expiration Time.

3. Setting thelocal machi ne- passwor d- | i f espan for the Isass service in the Likewise registry to
be less than twice the maximum lifetime for user tickets.

Solution

If acomputer's entry is dropped from the Kerberos key table, you must remove the unexpired service
tickets from the user’ s credential s cache by reinitializing the cache. Here's how:

On Linux and Unix, reinitialize the credentials cache by executing the following command with the
account of the user who is having the problem:

[opt/likew se/bin/kinit

On Mac, you must run both the native kinit command and the Likewise kinit command with the account
of the user who is having the problem. Y ou must run both commands because the native ssh client uses
the native credentials cache while the Likewise processes, such as those that access the event log, use
the MIT credentials cache:

/opt/likew se/bin/kinit

ki nit
14.6.2. Fix KRB Error During SSO in a Disjoint
Namespace

When you are working in a network with a digjoint namespace in which the Active Directory

domain name is different from the DNS domain suffix for computers, you may need to modify the
domain_realm section of / et ¢/ kr b5. conf on your target computer even though your DNS A and
PTR records are correct for both DNS domains and can be found both ways.

The following error, in particular, indicates that you might have to modify your kr b5. conf file before
single sign-on (with SSH, for example) will work:

KRB ERROR BAD OPTI ON
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Assume your computer's Active Directory domainisbl uesky. | i kewi sedenp. comand your
computer's FQDN issonehost nane. gr een. | i kewi sedenp. comand you have aready created
the following entriesin DNS:

_kerberos. _tcp.green.|likew sedenb.com 0 100 389
ad2. bl uesky. | i kewi sedenp. com
_kerberos. _udp. green.|ikew sedenb.com 0 100 389
ad2. bl uesky. | i kewi sedenp. com

Meantime, on the target computer, the [ dormai n_r eal n] entry of your / et ¢/ kr b5. conf file
looks like this:

[domai n_real M
. bl uesky. i kewi sedenn. com = BLUESKY. LI KEW SEDEMO. COM
bl uesky. | i kewi sedenp. com = BLUESKY. LI KEW SEDEMO. COM

To resolve the error, add the following two linesto the[ donai n_r eal m entry of your / et c/
kr b5. conf file

.green.|ikew sedenp. com = BLUESKY. LI KEW SEDEMO. COM
green. | i kewi sedeno. com = BLUESKY. LI KEW SEDEMO. COM

After adding the two lines above, the complete [ domai n_r eal nj entry now looks like this:

[ domai n_real M

. bl uesky. i kewi sedeno. com = BLUESKY. LI KEW SEDEMO. COM
bl uesky. I i kewi sedeno. com = BLUESKY. LI KEW SEDEMO. COM
.green.|likew sedenp. com = BLUESKY. LI KEW SEDEMO. COM
green. | i kewi sedenmp. com = BLUESKY. LI KEW SEDEMO. COM

Finally, make sure that you have a correct . k51 ogi n file and then try to log on again.

14.6.3. Eliminate Logon Delays When DNS Connectivity
Is Poor

If connectivity to your DNS serversis tenuous or becomes unavailable, name resol ution can time out,
delaying the logon process. Because Active Directory is heavily dependent on awell-functioning DNS
system, you should work to resolve your DNS issues.

If you cannot fix your DNS system, however, you can as alast resort set up a caching-forwarding name
server on the Likewise client to eliminate the logon delay. For instance, you can set up a BIND server
on each Linux or Unix computer on which you are running Likewise. Then you can configure BIND
asalocal caching resolver and add your nameserver addresses to the forwarder list, leaving / et ¢/
resol v. conf with only thelocal loopback address:

search |i kew sedenp. com
nanmeserver 127.0.0.1

For instructions on how to set up BIND, see the BIND documentation.

14.7. PAM

For instructions on how to generate a PAM debug log, see the section on Logging.
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14.7.1. Dismiss the Network Credentials Required
Message

After leaving the screen saver on a Gnome desktop that is running the Ghome Display Manager, or
GDM, you might see a pop-up notification saying that network authentication is required or that network
credentials are required. Y ou can ignore the notification. The GDM process that tracks the expiration
time of aKerberos TGT might not recognize the updated expiration time of a Kerberos TGT after it is
refreshed by Likewise.

14.8. Red Hat and CentOS
14.8.1. Modify PAM to Handle UIDs Less Than 500

By default, the configuration file for PAM system authentication —/ et ¢/ pam d/ syst em aut h
—on Red Hat Enterprise Linux 5 and CentOS 5 contains the following line, which blocks a user with
aUID value less than or equal to 500 from logging on to a computer running the Likewise agent. The
symptom is alogin failure with a never-ending password prompt.

auth requisite pamsucceed_if.so uid >= 500 qui et

Solution: Either deletethelinefrom/ et ¢/ pam d/ syst em aut h or modify it to allow users with
UIDs lower than 500:

auth requisite pamsucceed if.so uid >= 50 qui et

For more information on the PAM test of account characteristics, see http://www.kernel.org/pub/linux/
libs/pam/Linux-PAM-html/sag-pam_succeed if.html.

14.9. SLED
14.9.1. A Note About the Home Directory on SLED 11

SUSE Linux Enterprise Desktop 11 includes Likewise Enterprise. When a user gains accessto SLED 11
through Nomad -- a remote desktop using RDP protocol with session management -- the default home
directory specifiedin/ | i b/ security/ pam | sass. so isignored. To correct the issue, change/
et ¢/ pam d/ xr dp- sesman to include the following line:

session sufficient /1ib/security/pam]lsass.so

14.9.2. Updating PAM on SLED 11

SUSE Linux Enterprise Desktop 11 includes Likewise Enterprise. Novell hasissued a PAM update
(pam-config-0.68-1.22) for SLED 11 that modifies the common-session-pc file to include the following
entry:

sessi on optional pam gnone_keyring.so auto_start _if=gdm

Because the PAM update makes a backup of the file and replaces it with the modified version, the
changes that Likewise had made to the file are no longer present, which blocks new AD users from
logging on. The following error messages may appear:

Coul d not update I CEauthority file -/home/john/.ICEauthority
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There is a problemw th the configuration server.
(/user/lib/gconf/ 2/ gconf-sanity-check-2 exited with status 256)

Solution: After you update PAM, run the following command as root:
[opt/Iikew se/bin/donmainjoin-cli configure --enable pam

Or, you can make the changes manually: Open the backed up version of the common-session-pc file,
add the following line to it, and then use it to overwrite the new version of the common-session-pc file:

sessi on optional pam gnone_keyring. so auto_start _if=gdm

14.10. AIX

14.10.1. Increase Max Username Length on AIX

By default, AlX is not configured to support long user and group names, which might present a conflict
when you try to log on with along Active Directory username. On AlX 5.3 and AIX 6.1, the symptom is
that group names, when enumerated through the gr oups command, are truncated.

To increase the max username length on Al X 5.3, use the following syntax:

# chdev -1 sys0O -a max_| oghame=MaxUser NanmeLengt h+1
Example:

# chdev -1 sys0 -a max_| oghame=255

This command allocates 254 characters for the user and 1 for the terminating null.
The safest value to which you can set nax_| ognane is255.

Y ou must reboot for the changes to take effect:

# shut down —Fr

Note: AlX 5.2 does not support increasing the maximum user name length.

14.10.2. Updating AIX

When you update Al X, the authentication of users, groups, and computers might fail because the AIX
upgrade process overwrites changes that Likewise makesto system files. Specifically, upgrading AlX to
version 6.1t13 overwrites/ | i b/ securi ty/ met hods. cf g, so you must manually add the following
code to the last lines of the file after you finish upgrading:

LSASS:
program = -/usr/lib/security/LSASS

14.11. Mac OS X

14.11.1. Find the Likewise Service Manager Daemon on a
Mac

To locate the Likewise service manager process on a Mac OS X computer, execute the following
command in Terminal:
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sudo launchctl list | grep likewise
On a Mac computer, the name of the daemon for the service manager is as follows:

com |l i kew sesoftware. | wsnd

14.12. FreeBSD

14.12.1. Keep Usernames to 16 Characters or Less

On FreeBSD, user names that are longer than 16 characters, including the domain name, exceed the
FreeBSD username length limit. Attempts to connect by ssh, for example, to a FreeBSD computer with
auser name that exceeds the limit can result in the following notification:

bvt -f bs72-64# ssh testuser1@ ocal host
Passwor d:

Connection to | ocal host closed by renote host.
Connection to | ocal host cl osed.

Thelog for sshd, meanwhile, might show an error that looks something like this:

Cct 7 18:22:57 vernmont 02 sshd[ 66387]: setl ogi n( LI KEW SEDEMO
\ adm kat hy) :

I nvalid argunent

Cct 7 18:25:02 vernmont 02 sshd[ 66521]: setl ogi n( LI KEW SEDEMO
\adm kat hy) :

I nvalid argunent

Althought est user 1 islessthan 16 characters, when you use thei d command to check the account,
something longer than 16 characters is returned:

[root @vt-fbs72-64 -/hone/testuser]# id testuserl
ui d=1100( BVT- FBS72- 64\t est user1) gi d=1801( BVT- FBS72- 64\t est gr p)
groups=1801( BVT- FBS72- 64\t est gr p)

Theresult of thei d command exceeds the FreeBSD username length limit.

There are several solutions: set the default domain, change the user name to 16 characters or less, or
with Likewise Enterprise use aliases. Kegp in mind, though, that aliases will not solve the problem in
relation to the Likewise local provider.

14.13. Solaris
14.13.1. Turn On Core Dumps on Solaris 10

If you areinvestigating a process that is crashing on Solaris 10 or Solaris Sparc 10, but a core dump

is not being generated, it's probably because per-process core dumps are turned off. Y ou can use the
cor eadmcommand to manage the core dumps. The settings are saved inthe/ et ¢/ cor eadm conf
file.

A configuration for core dumps with the per-process option turned off looks like this:

# coreadm
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gl obal core file pattern
gl obal core file content: default
init core file pattern: core
init core file content: default
gl obal core dunps: disabled
per - process core dunps: disabled
gl obal setid core dunps: disabled
per-process setid core dunps: disabled
gl obal core dunp | oggi ng: disabled

You'll need per-process core dumps, though, to troubleshoot a process that is terminating unexpectedly.
To turn on core dumps for a process, execute the following command as root:

coreadm -e process

For more information, see Core Dump Management on the Solaris OS and the man page for cor eadm
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Chapter 15. Command-Line Reference

15.1.

This chapter presents an overview of the commandsin/ opt/ | i kewi se/ bi n. Most of the commands
are intended to be run as root. Additional troubleshooting information, some of which involves
command-line utilities, isin Troubleshooting the Agent.

The group policy commands for Likewise Enterprise are not included in this chapter; they arein
Troubleshooting the Group Policy Agent. The commands for managing the event log are in Monitoring
Events with the Event Log.

For an overview of commands such asr pmand dpkg that can help you manage Likewise on Linux and
Unix platforms, see Package Management Commands.

lwsm: Manage Services

The Likewise Service Manager lets you track and troubleshoot all the Likewise serviceswith asingle
command-line utility. Y ou can, for instance, check the status of the services and start or stop them. The
service manager is the preferred method for restarting a service because it automatically identifies a
service's dependencies and restarts them in the right order. In addition, you can use the service manager
to set the logging destination and the log level.

To list the status of the services, run the following command with superuser privileges at the command
line:

/opt/likewise/bin/lwsm list
Example:

[root @hel 5d bin]# -/opt/likew se/bin/lwsmli st

I wreg runni ng (standal one: 1920)
dcer pc runni ng (standal one: 2544)
event| og runni ng (standal one: 2589)
| sass runni ng (standal one: 2202)
Iwio runni ng (standal one: 2191)
net | ogon runni ng (standal one: 2181)
npf s running (io: 2191)

pvfs st opped

rdr running (io: 2191)

Srv st opped

Srvsvc st opped

Torestart thel sass service, run the following command with superuser privileges:
/opt/likewise/bin/lwsm restart Isass

After you change a setting in the registry, you must use the service manager to force the service to begin
using the new configuration by executing the following command with super-user privileges. This
examplerefreshesthel sass service:

/opt/likewise/bin/lwsm refresh Isass
To view information about thel sass service, including its dependencies, run the following command:

/opt/likewise/bin/lwsm info Isass
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Example:

[root@hel 5d bin]# -/opt/likew se/bin/lwsminfo |sass
Service: |sass

Description: Likew se Security and Authentication Subsystem
Type: executabl e

Autostart: no

Path: -/opt/likew se/sbin/lsassd

Argunents: -'/opt/likew se/sbin/lsassd -'--syslog
Dependenci es: netlogon Iwio |weg rdr npfs

To view all the service manager's commands and arguments, run the following command:

/opt/likewise/bin/lwsm --help

15.2

lwconfig

To quickly change an end-user setting in the registry for the Likewise agent, you can run the
I weonf i g command-line tool as root:

/opt/likewise/bin/lwconfig

For more information, see Modify Settings with the Iwconfig Tool.

15.3

lwregshell: The Registry Shell

Y ou can access and modify the Likewise registry by using the registry shell -- | wr egshel | . The shell
worksin away that is similar to BASH. You can view alist of the commands that you can execute in
the shell by entering hel p:

/opt/likew se/bin/lwegshell
\'> help

Y ou can also manage the registry by executing the registry's commands from the command line. For
more information, see Configuring the Likewise Services with the Registry.

15.4. lw-edit-reg: Export the Registry to Your
Editor

Executing the following command exports the contents of the Likewise registry to the editor specified
by your EDI TOR environment variable. You can usethel w- edi t - r eg command to quickly view the
contents of the registry and make changes to the settings. Then, you can launch the registry shell and
import the modified file so that your changes take effect.

/opt/likewise/bin/lw-edit-reg

If you have not set a default editor, the script searches for an available editor in the following order:
gedit, vi, friends, emacs. On platforms without gedit, an error may occur. Y ou can correct the error by
setting the EDI TOR environment variable to an available editor, such as vi:

export EDI TOR=vi
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15.5. lw-set-log-level: Set the Log Level

Y ou can set the Likewise log level for the Likewise authentication daemon by executing the following
command and replacing | evel with one of the available logging levels: error, warning, info, verbose,
debug, trace.

/opt/likewise/bin/lw-set-log-level level
Example: / opt /| i kewi se/ bi n/Iw set-1o0g-1evel debug

Thelog level is changed only until the authentication service (Isass) or the computer restarts. Sysiog
messages are logged through the daemon facility. The default settingiser r or .

15.6. lw-set-machine-name: Change the
Hostname in the Local Provider

After you change the hosthame of a computer, you must also change the namein the Likewise local
provider database so that the local Likewise accounts use the correct prefix. To do so, execute the
following command as root, replacing host Name with the name that you want:

/opt/likewise/bin/lw-set-machine-name hostName

15.7. Find a User or a Group

On aUnix or Linux computer that isjoined to an Active Directory domain, you can check adomain
user's or group's information by either name or 1D. These commands can verify that the client can locate
the user or group in Active Directory.

Find a User by Name

Execute the following command, replacing domai n\ \ user nane with the full domain user name or
the single domain user name of the user that you want to check:

/opt/likewise/bin/lw-find-user-by-name domain\\username

Example: / opt /| i kewi se/ bi n/ 1 wfind-user-by-name |ikew sedenp\\ hab

Y ou can optionally specify the level of detail of information that is returned. Example:
/[opt/likew se/bin/lwfind-user-by-name ---level 2 |ikew sedenp\\ hab

User info (Level-2):

Nane: LI KEW SEDEMO\ hab

UPN: hab@ i kewi sedenp. com
U d: 593495196

G d: 593494529

CGecos: Jur gen Haber mas

Shel | : -/ bin/sh

Homre dir: -/ horne/ LI KEW SEDEMY hab

LMHash | engt h: 0
NTHash | engt h: 0
Local User: NO
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Account di sabl ed: FALSE
Account Expi red: FALSE
Account Locked: FALSE
Password never expires: TRUE

Password Expired: FALSE

Prompt for password change: YES
For more information, execute the following command:

/opt/likew se/bin/lwfind-user-by-nane --help

Find a User by UID

To find auser by UID, execute the following command, replacing UID with the user's ID:
/opt/likew se/bin/lwfind-user-by-idU D
Example:

[opt/Iikew se/bin/lwfind-user-by-id 593495196

Find a Group by Name

/opt/likewise/bin/lw-find-group-by-name domain\\username
Example:

[opt/Ilikew se/bin/lwfind-group-by-nane |ikew sedeno. com \dnsadmi ns

Find a Group by ID

15.8

/opt/likewise/bin/lw-find-group-by-id GID
Example:

[root @hel 4d bin]# -/opt/likew se/bin/lwfind-group-by-id 593494534
Goup info (Level -0):

Narme: LI KEW SEDEMO\ schema”admi ns
G d: 593494534
Sl D S-1-5-21-382349973-3885793314- 468868962-518

Tip: To view this command's options, type the following command:

/opt/likew se/bin/lwfind-group-by-id --help

Find a User by a SID

On aLinux, Unix, or Mac OS X computer that is joined to adomain, you can find auser in Active
Directory by his or her security identifier (SID). To find auser by SID, execute the following command
asroot, replacing SID with the user's security identifier:

/opt/likewise/bin/lw-find-by-sid SID

Example:
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15.9

[root @hel 4d bin]# -/opt/likew se/bin/lwfind-by-sid
S-1-5-21-382349973- 3885793314- 468868962- 1180
User info (Level-0):

Nane: LI KEW SEDEMO\ hab

S| D S-1-5-21-382349973- 3885793314- 468868962- 1180
Ui d: 593495196

G d: 593494529

CGecos: Jur gen Haber mas

Shel | : -/bin/ sh

Home dir: -/hone/ LIKEW SEDEMJ hab
Tip: To view the command's options, type the following command:

[opt/likewi se/bin/lwfind-by-sid --help

List Groups for a User

To find the groups that a user is a member of, execute the following command followed by either the
user's name or UID:

/opt/likew se/bin/Ilwlist-groups-for-user
Example: / opt /| i kewi se/ bi n/Iw1ist-groups-for-user 593495196
Here's the command and itsresult for theuser | | kewi sedeno\ \ hab:

[root@hel 5d bin]# -./lwlist-groups-for-user |ikew sedeno\\hab
Nunmber of groups found for user -'likew sedenp\hab' -: 2

Group[1 of 2] nanme = LI KEW SEDEMO ent erprise®adnm ns (gid = 593494535)
Group[2 of 2] nane = LI KEW SEDEMO donai n*users (gid = 593494529)

Tip: To view this command's options, type the following command:

[opt/likew se/bin/lwIlist-groups-for-user --help

15.10. Iw-enum-groups: List Groups

On aLinux, Unix, or Mac OS X computer that is joined to adomain, you can enumerate the groupsin
Active Directory and view their members, GIDs, and SIDs:

/opt/likewise/bin/lw-enum-groups --level 1

The Likewise agent enumerates groups in the primary domain. Groups in trusted domains and linked
cells are not enumerated. NSS membership settings in the registry do not affect the result of the
command.

Tip: To view the command's options, type the following command:

/opt/likew se/bin/lwenumgroups --help

15.11. lw-enum-users: List Users

On aLinux, Unix, or Mac OS X computer that isjoined to a domain, you can enumerate the usersin
Active Directory and view their members, GIDs, and SIDs:
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/opt/likewise/bin/lw-enum-users

The Likewise agent enumerates usersin the primary domain. Usersin trusted domains and linked cells
are not enumerated. NSS membership settingsin the registry do not affect the result of the command.

Tip: To view the command's options, type the following command:

[opt/likew se/bin/lwenumusers --help

To view full information about the users, include thel evel option when you execute the command:
/opt/likew se/bin/lwenumusers --level 2

Example result for a one-user batch:

User info (Level-2):

Nane: LI KEW SEDEMO\ sduval

UPN: SDUVAL @Q.| KEW SEDEMO. COM
Cener at ed UPN: NO

Ui d: 593495151

G d: 593494529

Gecos: Shel | ey Duval

Shel | : -/ bin/sh

Home dir: -/ horre/ LI KEW SEDEMY sduval
LMHash | engt h: 0

NTHash | engt h: 0

Local User: NO

Account di sabl ed: FALSE

Account Expi red: FALSE

Account Locked: FALSE

Password never expires: FALSE

Passwor d Expired: FALSE

Prompt for password change: NO

15.12. lw-get-status: View the Status of the
Authentication Providers

Likewise includes two authentication providers:
1. Alocal provider
2. An Active Directory provider

If the AD provider is offline, you will be unable to log on with your AD credentials. To check the status
of the authentication providers, execute the following command as root:

/opt/likew se/bin/lwget-status
A healthy result should look like this:

LSA Server Status:

Agent version: 5.4.0

Upt i me: 22 days 21 hours 16 minutes 29 seconds
[ Aut henti cation provider: |sa-Iocal-provider]
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St at us: Ol i ne
Mode: Local system

[ Aut henti cation provider: |sa-activedirectory-provider]
St at us: Ol i ne

Mode: Un- provi si oned

Domai n: i kewi sedenp. com

Forest : i kewi sedenp. com

Site: Defaul t-First-Site-Nanme

An unhealthy result will not include the AD authentication provider or will indicate that it is offline. If
the AD authentication provider is not listed in the results, restart the authentication daemon.

If the result looks like the line below, check the status of the Likewise daemons to make sure they are
running.

Failed to query status fromLSA service. The LSASS server is not
respondi ng.

To check the status of the daemons, run the following command as root:

/fopt/likew se/bin/lwsmli st

15.13. Get the Current Domain

This command retrieves the Active Directory domain to which the computer is connected. The
command's location is as follows:

/opt/likewise/bin/lw-Isa ad-get-machine account

15.14. Iw-get-dc-list: List Domain Controllers

This command lists the domain controllers for atarget domain. Y ou can delimit the list in several ways,
including by site. The command's location is as follows:

/opt/likewise/bin/lw-get-dc-list

Example usage:

[root@hel 5d bin]# -./lwget-dc-1ist |ikew sedenp.com
Got 1 DCs:

DC 1: Name = -'steveh-dc.likew sedeno. com, Address

= -'192.168. 100. 132"
To view the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lwget-dc-list --help

15.15. Iw-get-dc-name: Get Domain Controller
Information

This command displays the name of the current domain controller for the domain you specify. The
command can help you select adomain controller. The command's location is as follows:
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/opt/likewise/bin/lw-get-dc-name DomainName

To select adomain controller, run the following command as root until the domain controller you want
isdisplayed. Replace Dormai nNane with the name of your domain:

/opt/likew se/bin/lwget-dc-nane Donai nNanme --force

15.16. lw-get-dc-time: Get Domain Controller
Time

This command displays the time of the current domain controller for the domain that you specify. The
command can help you determine whether there is a Kerberos time-skew error between a Likewise
client and adomain controller. The command's location is as follows:

/opt/likewise/bin/lw-get-dc-time
Example:

[root@hel 5d bin]# -./lwget-dc-tine |ikew sedenn. com
DC TI ME: 2009-09-08 14:54:18 PDT

15.17. Iw-get-log-info

This command displays the logging status of the Likewise authentication service. The location of the
command is as follows:

/opt/likewise/bin/lw-get-log-info
Example output:

[root @hel 5d bin]# -./lwget-log-info
Current | og settings:

LSA Server is logging to syslog
Maxi mum al | owed [ og level: error

15.18. lw-get-metrics

This command displays local security events from the Likewise event log. For information about using
the log, see Monitoring Events. The location of the command is as follows:

/opt/likewise/bin/lw-get-metrics

Example output:

[root @hel 5d bin]# -./lwget-metrics
Fai | ed aut henticati ons: 3
Fai |l ed user | ookups by name: 34
Fai |l ed user | ookups by id: 0

Fail ed group | ookups by nane: 0
Fail ed group | ookups by id: 0

Fai |l ed sessi on opens: 32
Fai | ed session closures: 33
Fai | ed password changes: 0
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Unaut hori zed access attenmpts: 0
To view the command's options, execute the following command:

/fopt/likew se/bin/lwget-nmetrics --help

15.19. Get Machine Account Information

Y ou can print out the machine account name, machine account password, SID, and other information by
running the following command as root.

/opt/likewise/bin/lw-Isa ad-get-machine account domainDNSName

Example: / opt /| i kewi se/ bi n/1 w1 sa ad-get - machi ne account
I i kewi sedeno. com

15.20. Reload Changes to the Configuration
File
After you change a setting in the registry for the Likewise agent, you must force the agent to load the
change by executing the following command with super-user privileges:

/opt/likewise/bin/lw-refresh-configuration

15.21. Iw-trace-info: Turn on Trace Markers in
Log Messages

This command turns on trace markers in the messages logged by thel wi od and | sassd daemons.
Y ou can use the command to obtain more debugging information than that provided by the log level for
debugging.

/opt/likewise/bin/lw-lIsa trace-info
Example usage:

/opt/likew se/bin/lwlsa trace-info --set user-group-
gueries: 0,aut hentication:1 --get user-group-adm nistration

To view this command's options, type the following command:

/opt/likew se/bin/lwlsa trace-info --help

15.22. Iw-update-dns: Dynamically Update DNS

This command registers an |P address for the computer in DNS. The command is useful when you want
to register A and PTR records for your computer and the DHCP server is not registering them.

/opt/likewise/bin/lw-update-dns
Here's an example of how to use it to register an | P address:

/opt/likew se/bin/lwupdate-dns --ipaddress 192.168.100.4 --fqgdn
corp.likew sedenn. com
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If your system has multiple NICs and you are trying to register all their |P addresses in DNS, run the
command once with multiple instances of thei paddr ess option:

/opt/likew se/bin/lwupdate-dns --fqgdn corp.likew sedeno. com - -
i paddress 192.168.100.4 --ipaddress 192.168. 100.7 --i paddress
192.168. 100. 9

To troubleshoot, you can add the | ogl evel option with thedebug parameter to the command:

[opt/Iikew se/bin/|lw update-dns --1oglevel debug --fqdn
corp.likew sedeno. com --i paddress 192. 168. 100. 4 --i paddress
192.168. 100. 7

For more information on the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lw update-dns --help

15.23. lw-ad-cache: Manage the AD Cache

This command manages the Likewise cache for Active Directory users and groups on Linux and Unix
computers. The command's location is as follows:

/opt/likewise/bin/lw-ad-cache

Y ou can use the command to clear the cache. The command's arguments can delete from the cache a
user, agroup, or all users and groups. The following example demonstrates how to delete all the users
and groups from the cache:

/opt/likew se/bin/lw ad-cache --del ete-all

Tip: To reclaim disk space from SQL ite after you clear the cache when you are using the non-default
SQL ite caching option, execute the following command as root, replacing f gdn with your fully
qualified domain name;

fopt/likew se/bin/sqlite3 /var/lib/likew se/db/|sass-adcache. db.fqdn
vacuum

You can aso usethel w ad- cache command to enumerate users in the cache, which may be helpful
in troubleshooting. Example:

[root @hel 5d bin]# -./lw ad-cache ---enumusers

Tot al NumJser sFound: 0

[root @hel 5d bin]# ssh |ikew sedenmp. com \ hab@ ocal host
Passwor d:

Last login: Tue Aug 11 15:30: 05 2009 fromrhel 5d.|i kew sedenn. com
[ LI KEW SEDEMO hab@ hel 5d ~] $ exit

| ogout
Connection to | ocal host cl osed.
[root @hel 5d bin]# -./lw ad-cache ---enumusers

User info (Level-0):

Nane: LI KEW SEDEMO\ hab
U d: 593495196

G d: 593494529

Cecos: <nul | >

Shel | : -/ bi n/ bash

Hone dir: -/hone/ LI KEW SEDEMY hab
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Tot al NumJser sFound: 1
[root @hel 5d bin]#

To view all the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lwad-cache --help

Clear the Cache on a Mac OS X Computer

On aMac OS X computer, clear the cache by running the following command with superuser privileges
in Terminal:

dscacheutil -flushcache

15.24. domainjoin-cli: Join or Leave a Domain

donai nj oi n-cl i isthe command-line utility for joining or leaving a domain. For instructions on
how to useit, see Join Active Directory with the Command Line.

15.25. |w-ypcat

This command is the Likewise NIS ypcat function for group passwd and netgroup maps.
/opt/likewise/bin/lw-ypcat

Example usage:

/opt/likew se/bin/lwypcat -d |ikew sedenp.com -k nmap- namne
To view the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lwypcat --help

15.26. Iw-ypmatch

This command is the Likewise NIS ypmatch function for group passwd and netgroup maps.
/opt/likewise/bin/lw-ypmatch

Example usage:

/opt/likew se/bin/lwypmatch -d |ikew sedenp.com -k key-nane nap- hame
To view the command's syntax and arguments, execute the following command:

[opt/likew se/bin/lwypmatch --help

15.27. lw-adtool: Modify Objects in AD

Likewise Enterprise includes atool to modify abjectsin Active Directory from the command line of a
Linux, Unix, or Mac OS X computer. Located at / opt / | i kewi se/ bi n/ | w adt ool , thetool has
two interrelated functions:

* Query and modify objectsin Active Directory.

» Find and manage objectsin Likewise cells.
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You can view alist of these two categories by executing the following command:
/opt/likewise/bin/lw-adtool --help -a
Here's what the ouput of the command looks like:

[root @hel 5d bin]# -./lwadtool ---help --a
Li st of Actions

CGeneric Active Directory actions:

add-to-group -- add a domain user/group to a security group.
del et e-obj ect -- delete an object.

di sabl e-user -- disable a user account in Active Directory.
enabl e-user -- enable a user account in Active Directory.

| ookup-object -- retrieve object attributes.

nove- obj ect -- nove/rename an object.

new conmputer -- create a new conputer object.

new group -- create a new gl obal security group.

new ou -- create a new organi zational unit.

new user -- create a new user account.

renove-fromgroup -- renove a user/group froma security group.
reset-user-password -- reset user's password.

search-conputer -- search for conputer objects, print DNs.
search-group -- search for group objects, print DNs.
search-object -- search for any type of objects using LDAP filter.
search-ou -- search for organizational units, print DNs
search-user -- search for users, print DNs.

Li kewi se cell managenent acti ons:

add-to-cell -- add user/group to a Likew se cell.

del ete-cell -- delete a Likew se cell.

edit-cell -- nmodify Likew se cell properties.
edit-cell-group -- nmodify properties of a cell's group.
edit-cell-user -- nmodify properties of a cell's user.
link-cell -- link Likew se cells.

| ookup-cell -- retrieve Likewi se cell properties.

| ookup-cell-group -- retrieve properties of cell's group.
| ookup-cell-user -- retrieve properties of cell's user.
newcell -- create a new Likew se cell.

renove-fromcell -- renmove user/group froma Likew se cell.
search-cells -- search for Likew se cells.

unlink-cell -- unlink Likew se cells.

To get information about the options for each action, use the following syntax:
/opt/likewise/bin/lw-adtool --help -a <ACTION>
Here's an example with the information that is returned:

/fopt/likew se/bin/lwadtool ---help --a new user
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Usage: |w adtool [OPTIONS] (-a -|--action) new user <ARGUVENTS>

new user -- create a new user account.

Acceptabl e argurments ([X] -- required):

- - - dn=STRI NG
QU cont ai ning the

---¢cn=STRI NG

user. (use -'-' for

- - -1 ogon- name=STRI NG
(use -'-" for stdin

---pre-w n-2000- name=STRI NG
---first-name=STRI NG
---last-nane=STRI NG
---descripti on=STRI NG
- - - passwor d=STRI NG

stdin input)
- --no- passwor d- expi res

DN/ RDN of the parent container/
user. (use -'-' for stdin input)
Conmmon nane (CN) of the new

stdin input)
Logon nanme of the new user.

input) [X]

Pre W ndows-2000 | ogon nane.
First name of the new user.
Last nane of the new user.
Description of the user.
User's password. (use -'-' for

The password never expires. If
omtted -- user
must change password on next
| ogon.
---account - enabl ed User account will be enabl ed.
By default it is
di sabl ed on creation

Notes on Using the Tool

Privileges: When you run the tool, you must use an Active Directory account with privileges that
allow you to perform the command's action. The level of privileges that you need is set by Microsoft
Active Directory and istypically the same as performing the corresponding action in Microsoft Active
Directory Users and Computers. For example, to add a user to a security group, you must be a member
of asecurity group, such as the enterprise administrators security group, that has privileges to perform
the action.

For more information on Active Directory privileges, permissions, and security groups, see the
following references on the Microsoft Technet web site: Active Directory Privileges, Active Directory
object permissions, Active Directory Users, Computers, and Groups, Securing Active Directory
Administrative Groups and Accounts.

Options There are short and long options. Y ou separate arguments from options with either space or
equal sign. If you are not sure about the results of an action you want to execute, run it in read-only
modefirst (-r). Also it can be useful to set log level to TRACE (- 5) to see all the execution steps the
tool istaking. Authentication SSO by default if the machine is domain-joined. Otherwise, KRB5 viaa
cached ticket, keytab file, or name/password (unless secure authentication is turned-off (--no-sec)) Name
resolution In most cases you can reference objects by FQDN, RDN, UPN, or just names that make sense
for a specific action. Use “-* if you want the tool to read values from stdin. This allows you to combine
commands via pipes, e.g. search and lookup actions. Multi-forest support Y ou can reference object from
aname context (forest) different from the one you are currently connected to, provided that thereisa
proper trust relation between them. In this way, for instance, you can add a user that livesin one forest
to acell defined in another forest.
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Creating a New Cell: When you create a new cell, the tool adds the default primary group (domain
users) to the cell. If you are adding a user to the cell and the user has a primary group different from the
default group, which isan atypical case, you must add the primary group to the cell, too. The tool does
not do it automatically.

Adding Users or Groups Across Domains: |f you are adding a user or group to a cell, and the user

or group isin adomain different from the one hosting the cell, you must use an account that has write
permissionsin the cell domain and at least read permissionsin the domain hosting the user or group. If,
for example, you want to add a user such as CORP\kathy, whose primary group is, say, domain users,
to acell inadomain named CORPQA, two conditions must be met: First, you must be authenticated to
the CORPQA domain as a user with administrative rights in the CORPQA domain; second, your user
account must exist in the CORP domain with at least read permissions for the CORP domain. Further:
Since in this example the primary group of CORP\kathy is CORP\domain users, you must add CORP
\domain users to the cell in the CORPQA domain, too.

Automating Commands with a Service Account: To run the tool under a service account, such
asacron job, avoid using krb5 tickets for authentication, especially those cached by the Likewise
authentication serviceinthe/ t np directory. The tickets may expire and the tool will not renew them.
Instead, it is recommended that you create an entry for the service account in a keytab file and use the
keytab file for authentication.

Working with a Default Cell: The tool usesthe default cell only when the value of the
dn parameter is the root naming context, such as when you use an expression like - - dn
DC=cor p, DC=I i kewi se, DC=comto represent cor p. | i kewi se. com

Options
To view thetool's options and to see examples of how to use them, execute the following command:
/opt/likew se/bin/lwadtool --help
[root @hel 5d bin]# -./lw adtool ---help
Usage: |w adtool [OPTIONS] <ACTI ON> [ ACTI ON_ARGUMENTS]
HELP OPTI ONS
--u, ---usage Di spl ay brief usage nessage
--?, ---help Show t his nessage, help on all

actions (-a), or help
on a specific action (-a <ACTI ON>).
--Vv, ---version Print programversion and exit.

COMMON OPTI ONS
--1, ---1og-Ilevel =LOG_LEVEL Acceptabl e values: 1 (error),
2(warning), 3(info),
4(verbose) 5 (trace) (Default:
war ni ng) .
--g, ---quiet Suppress printing to stdout. Just
set the return code.
print-dn option makes an exception
--t, ---print-dn Print DNs of the objects to be
| ooked up, nodified or
sear ched for.
--r, ---read-only Do not actually nmodify directory
obj ect s when
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executing actions.

CONNECTI ON OPTI ONS

--s, ---server=STRI NG Active Directory server to connect
to.

--d, ---domai n=STRI NG Domai n to connect to.

--p, ---port=INT TCP port nunber

--m ---non-schema Turn of f schema node

AUTHENTI CATI ON OPTI ONS

--n, ---1ogon-as=STRI NG User nanme or UPN.

--X, ---passwd=STRI NG Password for authentication.
(use -'-" for stdin input)

--k, ---keytab=STRI NG Full path of keytab file, e.g. -/
et c/ kr b5. keyt ab

--C, ---krb5cc=STRI NG Ful | path of krb5 ticket cache
file, e.qg.

-/t mp/ kr b5cc_foo@i kew sedenn. com
--z, ---noO-sec Turns off secure authentication.
Sinple bind will be
used. Use with caution!

ACTI ON
--a, ---action[=<ACTI ON>] Action to execute. Type -'--help --
a' for a list of

actions, or -'--help --a <ACTI ON>'
for information on a
speci fic action.

Try -'--help --a' for a list of actions.

Examples

Here's an example that shows how to use two authentication options-- | ogon- as and passwd

-- to search Active Directory even though the computer on which the command was executed was
not connected to the domain. The account specified inthel ogon- as option isan Active Directory
administrative account.

root @buntu:/opt/likew se/bin# ./|w adtool -a search-cells --search-
base dc=connecti cut, dc=com - -1 ogon-as=Admi ni strator --passwdi=-

In this case, the successful result looked like this:

Ent er password:

CN=$Li kewi sel dentityCel | , DC=connecti cut, DC=com

CN=$Li kewi sel dentityCel | , OU=mySecur eOQU, DC=connect i cut, DC=com
Total cells: 2

Here are avariety of examples. In some of them, the command is broken into two lines and the line
break is marked by aback slash (\ ). In such cases, the back dash is not part of the command.

Create QU in a root nam ng context:
| w adtool --a newou ---dn OkETest Qu
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Create QU i n DC=depart nent, DC=conpany, DC=com
| w adt ool --a newou ---dn OU=Test Qu, DC=depart ment, DC=conpany, DC=com

Create Likewi se cell in QU TestQU setting the default |ogin shell
property to -/bin/ksh:
| wadtool --a newou ---dn OU=TestQu ---default-1ogin-shell=/bin/ksh

Create a new account for user TestUser in OU=Users, OkTest Qu:
| wadtool --a newuser ---dn OU=Users, OkETest Qu ---cn=Test UserCN - - -
| ogon- nane=Test User - -- passwor d=$PASSVD

Enabl e t he user account:
| w adt ool --a enabl e-user ---nanme=Test User

Reset user's password reading the password from TestUser.pwd file:
cat TestUser.pwd -| |w adtool --a reset-user-password ---
nane=Test User ---password=- ---no-password-expires

Create a new group in OU=G oups, OU=Test Qu:
| w adt ool --a newgroup ---dn OU=G oups, OQU=Test Qu ---pre-w n-2000-
name=Test G ooup ---nanme=Test G oup

Look up -"description" attribute of an QU specified by nane with a

wi | dcar d:

| w adt ool --a search-ou ---name='*RootQu' --t -| |w adtool --a | ookup-
object ---dn=- ---attr=description

Look up -"uni xHomeDi rectory"” attribute of a user wi th samAccount Name
Test User:

| w adt ool --a search-user ---nane TestUser --t -| |Iwadtool --a

| ookup- obj ect ---dn=- ---attr=uni xHoneDi rectory

Look up -"userAccountControl" attribute of a user with CN Test User CN:
| w adt ool --a search-user ---nane CN=TestUserCN --t -| |wadtool --a
| ookup- obj ect ---dn=- ---attr=userAccount Contr ol

Look up all attributes of an AD object using filter-based search:
| w adt ool --a search-object ---filter -' (& objectd ass=person)
(di spl ayNane=Test User))' --t -| |lw adtool --a | ookup-object

Add user TestUser to group Test G oup:
| w adt ool --a add-to-group ---user TestUser ---to-group=Test G oup

Add group TestGroup2 to group Test G oup:
| w adt ool --a add-to-group ---group Test Group2 ---to-group=Test G oup

Renove user TestUser from group Test G oup:
| w adtool --a rempove-fromgroup ---user TestUser ---from
group=Test G oup

Rename AD obj ect OU=0A dNanme and nove it to a new | ocation:
| w adt ool --a nove-object ---from
OU=A dName, DC=depar t nent , DC=conpany, DC=com \
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--t o OU=NewNane, OQU=Test QU, DC=depart ment , DC=conpany, DC=com

Add group TestGoup to Likewi se cell in TestQU:
| wadtool --a add-to-cell ---dn
OU=Test QU, DC=depart ment , DC=conmpany, DC=com - - - gr oup=Test G oup

Renpve user TestUser from Li kewi se cell in Test QU
| wadtool --a renmove-fromecell ---dn
OU=Test QU, DC=depart ment , DC=conpany, DC=com - - - user =Test User

Search for cells in a specific |ocation:
| w-adt ool --a search-cells ---search-base
OU=depart nent , DC=count ry, DC=conpany, DC=com

Link cell in QkETestOQUl to the default cell in DC=country:
| wadtool --a link-cell ---source-dn

OU=Test QU1, DC=depar t nent , DC=conpany, DC=com \

--target-dn DC=country, DC=conpany, DC=com

Unlink cell in OUTest QUL fromthe default cell in DC=country:
| w-adtool --a unlink-cell ---source-dn

OU=Test QU1, DC=depar t nent , DC=conpany, DC=com \

--target-dn DC=country, DC=conpany, DC=com

Change the default |ogin shell property of Likew se cell in TestQU

| wadtool --a edit-cell ---dn OU=Test QU ---defaul t-1ogin-shell=/bin/
csh

Find cells linked to Likew se cell in

OU=Test QU, DC=depart ment , DC=conpany, DC=com

| w adt ool --a | ookup-cell ---dn OQU=TestQU ---1inked-cells

Look up login shell property of user TestUser in cell created in
Test QU

| w adt ool --a | ookup-cell-user ---dn OkETestQU ---user TestUser ---
| ogi n-shel |

Change login shell property of user TestUser in cell created in
Test QU

| wadtool --a edit-cell-user ---dn OU=TestQU ---user TestUser ---
| ogi n-shel | =/ usr/ bi n/ ksh

Delete a cell object and all its children if any (--force):
| w adtool --a delete-object ---dn OkETestQU ---force

Search for Likewi se cells in root nam ng context containing user

Test User:
| wadtool --a search-cells ---user TestUser

15.28. lwio: Input-Output Commands

The commands prefaced with | wi 0 are included as part of the Likewise-CIFS technology preview.
These commands are not covered under your support contract.
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15.28.1. Iwio-copy: Copy Files Across Disparate
Operating Systems

The lwio-copy command-line utility lets you copy files across computers running different operating
systems. You can, for example, copy files from a Linux computer to a Windows computer.

There two prerequisites to use lwio-copy: Thel wi od daemon must be running, and the rdr driver --
[opt/likewi se/lib/librdr.sys.so--mustbeavailable as specified by the registry. By
default, the rdr driver is available.

Thelocation of thetool is asfollows:
/opt/likewise/bin/lwio-copy
To view the tool's arguments, execute the following command on your Unix, Linux, or Mac computer:

[opt/likew se/bin/lw o-copy --help

15.28.2. lwio-refresh: Reload the Input-Output Settings
After Changes

Thel wi o- r ef r esh command reloads the configuration for the Iwio daemon, | wi od. When you
modify the daemon's configuration, the changes take effect only after you runthel wi o-r ef r esh
command or after you reboot the computer.

Thelocation of thetool is asfollows:
/opt/likewise/bin/lwio-refresh
Example usage:

/fopt/likew se/bin/lw o-refresh

15.28.3. Iwio-set-log-level

This command sets the logging status of the Likewise SMB file server to one of six levels: error,
warning, info, verbose, debug, or trace.

To troubleshoot connection problemswith | wi od and its redirector, set thelog level of | wi od to
debug.

The location of the tool is as follows:
/opt/likewise/bin/lwio-set-log-level
Example usage:

/opt/likew se/bin/lw o-set-1og-Ilevel debug

15.28.4. Iwio-get-log-info

This command displays the logging status of the Likewise SMB file server. The location of the tool is as
follows:

/opt/likewise/bin/lwio-get-log-info
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Example output:

[root @hel 5d bin]# -./lwio-get-log-info
Current |og settings:

SMB Server is |logging to syslog
Maxi mum al | owed | og level: error

15.29. Commands to Modify Local Accounts

The Likewise local authentication provider for local users and groups includes afull local authentication
database. With functionality similar to the local SAM authentication database on every Windows
computer, the local authentication provider lets you create, modify, and delete local users and groups on
Linux, Unix, and Mac OS X computers by using the following commands.

To execute the commands that modify local accounts, you must use either the root account or an account
that has membership in the local administrators group. The account can be an Active Directory account
if you manually add it to the local administrators group. For example, you could add the Domain
Administrators security group from Active Directory to the local administrators group, and then use an
account with membership in the Domain Administrators security group to execute the commands.

15.29.1. Iw-add-user: Add a Local User by Name or UID

This command adds a user to the local authentication database. The command's location is as follows:
/opt/likewise/bin/lw-add-user
To view the command's syntax and arguments, execute the following command:

[opt/Ilikew se/bin/lw add-user --help

15.29.2. Iw-add-group: Add a Local Group Member by
Name or GID

This command adds a group member to the local authentication database. The command's location is as
follows:

/opt/likewise/bin/lw-add-group
To view the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lw add-group --help

15.29.3. lw-del-user: Remove a Local User by Name or

UiD

This command del etes a user from the local authentication database. The command's location is as
follows:

/opt/likewise/bin/lw-del-user
To view the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lwdel-user --help
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15.29.4. Iw-del-group: Remove a Local Group by Name
or GID

This command deletes a group from the local authentication database. The command'slocation is as
follows:

/opt/likewise/bin/lw-del-group
To view the command's syntax and arguments, execute the following command:

[opt/likew se/bin/lwdel-group --help

15.29.5. Iw-mod-user: Modify a Local User by Name or

UiD

This command modifies a user's account settings in the local authentication database, including an
account's expiration date and password. Y ou can also enable a user, disable a user, unlock an account, or
remove a user from a group. The command's location is as follows:

/opt/likewise/bin/lw-mod-user
To view the command's syntax and arguments, execute the following command:

/opt/likew se/bin/lw nod-user --help

15.29.6. Iw-mod-group: Modify a Local Group's Members

This command adds members to or removes members from a group in the local authentication database.
The command's location is as follows:

/opt/likewise/bin/lw-mod-group
Here's an example that demonstrates how to add domain accountsto aloca group:

/opt/likew se/bin/lw nod-group --add-nenbers DOVAI N\\ Adni ni st rat or
BUI LTI N\\\ Admi ni strators

To view the command's syntax and arguments, execute the following command:

[opt/Ilikew se/bin/lw nod-group --help

15.30. Kerberos Commands

Likewise includes several command-line utilities for working with Kerberos. It is recommended that you
use these Kerberos utilities, located in/ opt / | i kewi se/ bi n, to manage those aspects of Kerberos
authentication that are associated with Likewise. For complete instructions on how to use the Kerberos
commands, see the man page for the command.

15.30.1. kdestroy: Destroy the Kerberos Ticket Cache

Thekdest r oy utility destroys the user's active Kerberos authorization tickets obtained through
Likewise. Destroying the user's tickets can help solve logon problems.
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Note: This command destroys only the tickets in the Likewise Kerberos cache of the user account that
isused to execute the kdest r oy command; tickets in other Kerberos caches, including root, are not
destroyed. To destroy another user's cache, use the command withits- ¢ option.

To destroy a user's Likewise Kerberos tickets, execute the following command with the user's account:
[opt/Ilikew se/bin/kdestroy
Tip: To view this command's options, type the following command:

/opt/likew se/bin/kdestroy -

15.30.2. klist: View Kerberos Tickets

On atarget Linux or Unix computer, you can see alist of Kerberos tickets by executing the following
command:

/opt/likew se/bin/klist

The command lists the location of the credentials cache, the expiration time of each ticket, and the flags
that apply to the tickets. For more information, see the man page for kl i st .

Because Likewiseincludesits own Kerberos 5 libraries (in/ opt / | i kewi se/ | i b), you must use the
Likewisekl i st command by either changing directoriesto/ opt /| i kewi se/ bi n or including the
path in the command.

Example:

-sh-3.00% -/opt/likew se/bin/klist

Ti cket cache: FILE:/tnmp/krb5cc 593495191

Default principal: hoenstiv@l KEW SEDEMO. COM

Valid starting Expi res Service principal

07/22/08 16:07:23 07/23/08 02:06:39 krbtgt/

L1 KEW SEDEMO. COM@.1 KEW SEDEMO. COM
renew until 07/23/08 04:07:23

07/22/08 16:06:39 07/23/08 02:06:39 host/rhel 4d. LI KEW SEDEMO. COVM@
renew until 07/23/08 04:07:23

07/22/08 16:06:39 07/23/08 02:06:39 host/

r hel 4d. L1 KEW SEDEMO. COM@.1 KEW SEDEMO. COM
renew until 07/23/08 04:07:23

07/ 22/ 08 16:06:40 07/23/08 02:06:39 RHEL4AD$@| KEW SEDEMO. COM
renew until 07/23/08 04:07:23

Note: To address Kerberos issues, see Troubleshooting Kerberos Errors at http://www.microsoft.com/
technet/prodtechnol/windowsserver2003/technol ogies/security/tkerberr.mspx.

15.30.3. kinit: Obtain and Cache a TGT

This command obtains and caches an initial ticket-granting ticket for a principa. The command's
locationisasfollows:

/opt/likewise/bin/Kinit
To view the command's options and arguments, execute the following command:

man ki nit
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15.30.4. kpasswd: Change a Password

The kpasswd command changes a Kerberos principal's password on a Linux or Unix computer. (On a
Mac computer, use the Mac OS X graphical user interface to change a Kerberos principal's password.)
The command's location is as follows:

/opt/likewise/bin/kpasswd
To view the command's options and arguments, execute the following command:

man kpasswd

15.30.5. ktutil: The Keytab File Maintenance Utility

This command invokes a shell from which you can read, write, or edit entriesin a Kerberos keytab. The
command's location is as follows:

/opt/likewise/bin/ktutil
To view the command's options and arguments, execute the following command:
man ktutil

Youcanusekt uti| toadd akeytab fileto anon-default location. When you join adomain, Likewise
initializes a Kerberos keytab by adding thedef aul t _keyt ab_nane setting to kr b5. conf and
settingitto/ et ¢/ kr b5. keyt ab. If the keytab file referenced in krb5.conf does not exist, the
Likewise domain-join utility changes the settingto/ et ¢/ kr b5. conf .

You can set the keytab fileto bein alocation that is different from the default. To do so, you must pre-
create the keytab file in the location you want and set asymlink toitin/ et ¢/ kr b5. keyt ab. Then,
you must set thedef aul t _keyt ab_nane in/ et ¢/ kr b5. conf to point to either the symlink or
thereal file. Theresult is that the keytab file will already exist and the Likewise domain-join utility will
not modify its location setting.

The keytab's format does not let you create a keytab file without a keytab, but you canusekt ut i | to
manually create one with a place-holder entry. When Likewise adds your computer to the domain, a
correct entry will be added to thefile.

/opt/likew se/bin/ktutil

ktutil: addent --password --p nonexistent @onexistent --k 1 --e RX-
HVAC

Password for nonexi st ent @onexi stent:

ktutil: wkt -/var/Q herPl ace/ etc/ krb5. keyt ab

ktutil: quit

15.30.6. Kvno: Acquire a Service Ticket and Print Key
Version Number

This command acquires a service ticket for the specified Kerberos principals and prints out the key
version numbers of each. The command's location is as follows:

/opt/likewise/bin/kvno

To view the command's options and arguments, execute the following command:
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man kvno

15.31. Commands and Scripts Not for
Customer Use

The commands and scripts listed in this section are not for end users. It is recommended that you do not
use them.

15.31.1. ConfigureLogin

Conf i gur eLogi nisused by domai nj oi n-cl i . It isrecommended that you do not execute the
Conf i gur eLogi n command manually.

15.31.2. dceidl

dcei dl isused by dcer pcd; the command is not for end users.

15.31.3. gpcron

gpcr on isused by the application. It is recommended that you do not execute it manually.

15.31.4. gpcron.sh

gpcr on. sh isused by the application. It is recommended that you do not execute it manually.

15.31.5. gprsrtmnt.sh

The group policy agent -- gpagent d -- uses this script to restart the automount service after applying
automount policy settings. The script applies different commands to restart the automount service on
different operating systems, such as AlX, HP-UX, and Linux.

15.31.6. init-base.sh

i nit-base. shisincluded by theinitiation scripts. It is recommended that you do not execute it
manually.

15.32. Likewise Enterprise Tools Installed on
Windows Computers

This section covers the command-line tools that are on a Windows computer running Likewise
Enterprise. The commands arein C: \ Progr am Fi | es\ Li kewi se\ Ent er pri se. The command-
line tools for the Likewise Enterprise database are discussed in the chapter on setting up the database.

15.32.1. Lwopt.exe

Lwopt.exe |lets you manage options for Likewise Enterprise from the command-line of a Windows
administrative workstation connected to Active Directory. You can, for example, set an option to use
sequential IDs instead of hashed IDs. In addition, after you set the option to use sequential IDs, you
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can set theinitial UID number for a cell. Setting UIDs below 1,000 isill-advised, asthey canresultin a
security vulnerability.

C.\Program Fi |l es\ Li kewi se\ Ent er pri se>l wopt

| wopt -- configures |ocal Wndows options for Likew se
Usage: |wopt OPTI ONS
OPTI ONS
---status Show current configuration status
---narrowsearch Only search the default cell on the |oca
donai n
---wi desearch Search the default cell across all donmins and
two-way forest trusts
---sequenti al Use sequential IDs instead of hashed |Ds
- --hashed Use hashed | Ds

---foreignaliases Allow the use of aliases for users and groups
from ot her donai ns.
---noforeignaliases Disallow the use of aliases for users and

groups
from ot her donai ns.
---usegc Use the G obal Catalog to speed up searches
(defaul t)
---ignoregc Do not use the d obal Catalog to speed up
sear ches
---start Ul D=# Sets the initial U D nunber for a cell (if ---
sequenti al)
---startd D=# Sets the initial A D nunber for a cell (if ---
sequenti al)
---mnl D=# Sets mninmum U D and G D nunber configurable
t hr ough
the Ul
---cel | =LDAPPATH Identifies the cell whose initial IDs (if ---

sequenti al)
Exanpl e: LDAP://sonedc/ ou=anou, dc=sonecom dc=com

---enabl el ogi nnanes Sets the default login nanes to all the

users enabl ed
inall the cells.

---di sabl el ogi nnanes Di sabl e the enable default |ogin nanes

option to al
users enabled in all the cells.

---help Di splays this usage information
If the ---startUIDor ---start@D options are set, the ---cel
option nust also
be set.
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Chapter 16. Leaving a Domain and
Uninstalling the Agent

16.1. Leave a Domain

When you leave adomain, Likewise reverses most Likewise-specific settings that were madeto a
computer's configuration when it was joined to the domain. Likewise also reverses any changes that
you manually madeto/ et ¢/ | i kewi se/ | sassd. conf or to the Likewise registry. Changes to
thenssw t ch module, however, are preserved until you uninstall Likewise, when they are reversed.
Before you leave a domain, you can execute the following command to view the changes that will take

place:
domai njoin-cli |eave --advanced --previ ewdonai nName
Example:
[root @hel 4d | i kewi se]# domainjoin-cli |eave ---advanced ---preview
I i kewi sedenp. com
Leavi ng AD Domi n: LI KEW SEDEMO. COM
[X] [S] ssh -- configure ssh and sshd
[X] [N] pam -- configure pam d/ pam conf
[X] [N] nsswitch -- enabl e/ di sabl e Li kewi se nsswi tch nodul e
[X] [N] stop -- stop daenons
[X] [N |eave -- di sabl e machi ne account
[X] [N] krb5 -- configure krb5. conf
[F] keytab -- initialize kerberos keytab
Key to fl ags
[Flully configured -- the systemis already configured for
this step
[SJufficiently configured -- the system neets the m ni num

configuration
requirenents for this step

[ N] ecessary -- this step nmust be run or manually
per f or med.

[ X] -- this step is enabled and will nake
changes

[ -] -- this step is disabled and will not

make changes

For information on advanced commands for leaving a domain, see Join Active Directory with the
Command Line.

The Computer Account in Active Directory

When you leave a domain, the computer's account in Active Directory is not disabled and not deleted. If,
however, you include the user name as part of thel eave command, the computer's account is disabled
but not deleted. Y ou can include the user name as part of thel eave command as follows; you will be
prompted for the password of the user account:

domai njoin-cli | eave user Nane
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Example: domai njoin-cli | eave brsmth

Remove a Linux or Unix Computer from a Domain

» Onthe Linux or Unix computer that you want to remove from the Active Directory domain, use aroot
account to run the following command:

/opt/likew se/bin/donainjoin-cli |eave

Remove a Mac from a Domain

To leave adomain on aMac OS X computer, you must have administrative privileges on the Mac.
1. InFinder, click Applications.
2. Inthelist of applications, double-click Utilities, and then double-click Directory Access.

3. -
On the Services tab, click the lock =i and enter an administrator name and password to unlock it.

4. Intheligt, click Likewise, and then click Configure.
5. Enter aname and password of alocal machine account with administrative privileges.

6. On the menu bar at the top of the screen, click the Likewise Domain Join Tool menu, and then click
Join or Leave Domain.

7. Click Leave.

Remove a Mac with the Command Line

16.2.

16.3.

Execute the following command with an account that allows you to use sudo:

sudo /opt/likew se/bin/domainjoin-cli |eave

Uninstall the Domain Join GUI

On aLinux computer, you can uninstall the domain join GUI from the command line by running the
following command as root. The command applies only to Linux computers on which you installed the
domain-join GUI as a separate component. In Likewise 6.0 or later, the domain-join GUI isincluded in
the main installation for Linux platforms and cannot be uninstalled separately.

/opt/likew se/setup/djgtk/uninstall

Uninstall the Agent on a Linux or Unix

Computer

Important: Before uninstalling the agent, you must leave the domain and uninstall the domain-join GUI
if you installed it as a separate component. Then executetheuni nst al I command from a directory
other than | i kewi se so that the uninstall program can delete the| i kewi se directory and all its
subdirectories -- for example, execute the command from the root directory.
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Uninstall Likewise with the Shell Script on Linux or Unix

If you installed the agent on a Linux or Unix computer by using the shell script, you can uninstall the
Likewise agent from the command line by using the same shell script with theuni nst al | option.

(To uninstall the agent, you must use the shell script with the same version and build number that you
used toinstall it.) For example, on aLinux computer running glibc, change directories to the location of
Likewise and then run the following command as root, replacing the name of the script with the version
you installed:

./ Li kewi seOpen-6.0.0.94-1inux-oldlibc-i386-rpmsh uninstall
For information about the script's options and commands, execute the following command:

./ Li kewi seQpen-6.0.0.8011-1i nux-i386-rpm sh hel p

Uninstall BitRock Installations on Linux or Unix

16.4.

On aLinux or Unix computer, you can uninstall the Likewise agent from the command lineif you
originally installed the agent with the BitRock installer, an installer for previous versions of Likewise.

* Touninstall the agent on a Linux computer running Likewise Enterprise, run the following command
asroot:

[opt/likew se/setup/lw se/uninstall

» Touninstall the agent on a Linux computer running Likewise Open, run the following command as
root:

[opt/likew se/setup/lw so/uninstall

Uninstall the Agent on a Mac

On aMac OS X computer, you must uninstall the Likewise agent by using Terminal. Before uninstalling
the agent, you should leave the domain.

1. Log on the Mac by using alocal account with privileges that allow you to use sudo.

2. Open aTermina window: In Finder, on the Go menu, click Utilities, and then double-click
Terminal.

3. At the Terminal shell prompt, execute the following command:

sudo /opt/likew se/bin/macuni nstall.sh
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Chapter 17. Using Likewise with Smart
Cards

17.1. Smart Card Setup

With Likewise Enterprise, you can secure a Linux computer by using a smart card associated with an
Active Directory account. The Likewise authentication service links the smart card's cryptography-based
identification with an Active Directory domain account to put in place a strong layer of tamper-resistant
security for logging on to a Linux computer. The security can be strengthened by setting Likewise group
policiesto allow logon only with asmart card and to lock the computer when the card is removed.

Here's what you need to get started:
* A Linux platform supported by the Likewise smart card service.
» An Active Directory system configured to manage smart card logons.

» A smart card prepared with Active Directory credentials and a personal identification number to log
on to the Linux compulter.

A CCID-compliant smart card reader.

* Likewise Enterprise 6.0 or later. When you install Likewise Enterprise, you must include the
smart car d option. The installation includes Actividentity's ActivClient smart card software for
Linux.

Supported Linux Platforms

Likewise's smart card service supports the 32- and 64-bit versions of the following platforms: Red Hat
Enterprise Linux 5.3, 5.4, and 5.5.

Y ou can check the version of your Red Hat computer like this:

[root @hel 5d ~]# cat -/etc/redhat-rel ease
Red Hat Enterprise Linux Client release 5.5 (Tikanga)

Prepare Active Directory for Smart Card Logon

To prepare Active Directory for smart card logon, see the Microsoft web site for information and
instructions. If you plan to use Microsoft's certification authority to configure smart card logon, see
certificate enrollment using smart cards. If you plan to use a third-party certification authority with
Active Directory, see guidelines for enabling smart card logon with third-party certification authorities.
For an overview of how to implement smart card authentication, see Checklist: Deploying smart cards.

After you configure Active Directory to handle smart cards, you can use a enrollment station, which
istypically a Windows administrative workstation connected to Active Directory, to prepare a smart
card with Active Directory credentials and a personal identification number (PIN). Again, for more
information, see certificate enrollment using smart cards.

Prepare a Linux Computer for Smart Card Logon
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Toinstall the Likewise and Activldentity components that support smart cards, you must include the
snart car d option when you run the Likewise Enterprise installer. If Likewise is aready installed,
simply run theinstaller again with the smar t car d option;

J/LikewiseEnterprise-6.1.0.375-linux-i386-rpm.sh --smartcard

To prepare a Red Hat Enterprise Linux computer for smart card logon with Likewise, two pieces must
bein place: Activldentity's ActivClient software for Linux, version 3.0 or later, and a CCID-compliant
smart card reader.

The ActivClient software, manufactured by Actividentity (http://www.actividentity.com/), isincluded
with Likewise Enterprise 6.0 or later and automatically installed at / usr/ 1 ocal / Actividentity
when you install the Likewise agent on a Linux computer with theinstaller'ssnar t car d option. You
can verify installation by checking for the Act i vl dent i t y directory like this:

[root @hel 5d ~]# |s -/usr/Iocal
Activlidentity bin etc games include lib 1libexec sbin share
src

Y ou can verify that you are running ActivClient version 3.0 or later asfollows:

[root@hel 5d ~]# rpm--qga -| grep activ
ai -activclient-scmw3.0.0-31
ai -activclient-apps-3.0.0-31

The ActivClient software depends on the presence of a package, pcsc- 1 i t e. To makesureitis
installed, execute the following command:

rpm -q pesc-lite
Here's an example on Red Hat that shows the presence of the package:

[root@hel 5d Iw]# rpm--qg pcsc-lite
pcsc-lite-1.3.1-7

Note: Although Likewise includes the ActivClient software, you must contact Activldentity to obtain
licenses to use their software for anything other than a 30-day trial.

Likewise accepts the smart cards that are supported by ActivClient. The list of supported cards includes
PIV-compliant cards and the Common Access Card (CAC) used by the U.S. government. Check the
ActivClient documentation to determine whether the type of smart card you plan to use is supported.

Y ou must install a CCID-compliant smart card reader. The readers are available from a variety of
manufacturers. Before you buy areader, you should check with the vendor to make sure it works with
your Linux platform and your type of smart card. Follow the setup instructions from the manufacturer
of the smart card reader. For information about CCID-compliant smart card readers, see the USB Chip/
Smart Card Interface Devices (CCID) Specification.

When al these pieces arein place, you are ready to install Likewise Enterprise on your Linux computer
and add the computer to Active Directory. See the chapters on installing the Likewise agent and joining
adomain.

Log On with a Smart Card

To log on to a computer with a smart card, insert the smart card into the smart card reader. The computer
prompts you for your personal identification number (PIN) instead of your domain, user name, and
password.

17.2
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If the PIN you enter is recognized as legitimate, you are logged on to the computer and the domain using
the permissions assigned to your user account in Active Directory.

If you enter theincorrect PIN for asmart card several timesin arow, you might be unable to log on
to the computer with that smart card. The number of allowable invalid logon attempts that can occur
before lockout varies by smart card manufacturer and your security policy. If you insert the smart card
backward or upside down, the smart card will not be recognized. Smart card logon works only for
computers joined to adomain.

Important: With Active Directory, there are two ways to force a user to log on with a smart card:

» On aper-computer basis, by setting a Likewise group policy (which corresponds to a Microsoft group
policy with asimilar name) to require a smart card to log on to the computersin a Likewise cell. The
policy's default isto allow a user to log on with either a smart card and its PIN or a user account and
its password. The settings that you choose depend on your I T security policies.

e On aper-user basis, by selecting the option to require a smart card on the Account tab of a user's
propertiesin ADUC, as shown in the following screen shot.

Peter Paulson Propetties ed B

b ember Of I Diakin I E nwvironment I Sesziong I

Remate cantral I Terminal Services Profile l COr+ I Likewize Settings I
General I Address  Account | Frofile I T elephones I Crgarization

Lzer logon name:

Ippaulsu:-n I ik ewizedemo.com j
IJzer logon name [pre-wWindows 20007
|LIKEWISEDEMDY |ppaulson

Logon Hours. .. LogOnTo.. |

[T tzcount iz locked out

Account options:

[ Store password using reversible encrvption _ﬂ

[ &Account is disabled

v iSmart card iz reguired for interactive logon J
fd|

........

[ Account is trusted for delegation
| Ah e 1 o1 [ |

—Account expires
o plever
" End of: Wednezday, October 13, 2070 j

ak. I Cancel Apply
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Y ou can generate alog to help troubleshoot problems logging on with a smart card; for more,
information, see chapter on troubleshooting the Likewise agent.

17.3. Smart Card Group Policies

Likewise Enterprise includes the following group policies for managing smart cards on target Linux

computers.

Smart Card Group Policy

Description

Require smart card for login

Specifies the requirements for using a smart card
to access atarget computer. When smart card
authentication is enabled, it is possible to log on
only with asmart card and its PIN. When this
setting is disabled, logon is possible by using
either an account user name with a password or a
smart card with its PIN.

Smart card removal policy

Specifies the action taken when asmart card is
removed from atarget computer. When smart card
two-factor authentication is used to gain access to
a computer, enforcement of logon security can be
made stricter if the removal action is set to Lock or
Logout. The default setting without this policy is
No Action.

Set a Smart Card Group Policy

1. Inthe Group Policy Management Console, create or edit a group policy for the organization unit that
you want, and then open it with the Group Policy Object Editor.

2. Inthe Group Policy Object Editor, in the console tree under Computer Configuration, expand Unix
and Linux Settings, expand Likewise Settings, and then expand Smart Card:

'iii Group Policy Object Editor

File Action  Yiew Help

=101 %

= | AE B 2 E

=h] Unix and Linux Settings
23 £ Target Platform Filter
E{] Likewise Settings

| dutharization and Identific

B4 | Grome Configuration Sektings

=

Puolicy | Policy Settings

o smarkCard removal policy. Mot Defined
= Require SmartCard For login - Mot Defined

3. Inthe details pane, double-click the smart card setting that you want, and then select the Define this

Policy Setting check box.

4. Make the changes that you want:
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For This Policy Do This
Smart card removal policy Inthelist, click the option that you want to set.
Require smart card for login Click Enabled or Disabled.
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Chapter 18. Managing Licenses
18.1. About Licenses

There are two options to manage the assignment of Likewise licenses:

» Globally, by using the License Management page in the Likewise Management Console on a
Windows administrative workstation connected to Microsoft Active Directory. It is recommended that
you manage your licenses through the Likewise Management Console.

IB.I.-!lllml.::r#rr:Il'i.luv.nhllnlnlmrr)rmln'h _.]E]-'E
Bl bel =
= Y Comoie =\ Licenses Installed on LIKEWISEDEMO.COM
= ) Evdspiiss Consnks = .

4 Suis = Hep

14 Diagnatics & Migston Lianse Container:  |LEEWSEDEHDCOM =

=

il and dazcecy Fisgoding T 5 . T T

g | R o

B o [ ST TRl £ 0G0 QAT L Bereer |BCGR AU AD il Ganereis.. |Hon-2up

L] I:ah.-_milmr ERPTEPESGEETFIR:... Werk.. |55 4P AU AD Cardrala.,. |He-Expi..

¥ fachive St FOAWA-PLOZ-UTSA ... | Werk... | 5CGP AU D Ganarsta... |Hon-sxpin..
WTFMT-SIEE0-TFOKX,,, | Work.., | 50 GP Al Al Ganarshs,,. |Hon-sxpin
|LUWNZIPOEZ-WIUA,. | Server |50 GP AU AD Ganerete.. Hon-sxpi
MRS ASIP04-2E20...  Sarver |50 OGP AU AD Garmrata... |Hon-expin..
HSITW -ZWASL-KATW... | Sarver |5C GP AU AD Gararaba... |Mon-szpin..
| Pt PIATEET, Work,,, SO GP AUAD | Ganarae,.. |Mon-spin...
TIALH-QENT-SZ RGN, | Worke, | B GR AU AD Ganerete.. [Hon-sxpini
ZEEWF HMEIR-DIIE,, Sarver |SCGP AU AD |Ganaraba... |Hen-expin..

 Locdly, by using a Likewise command-line utility —set key- cl i -- onaLinux, Unix, or Mac OS
X computer.

s root@rhelSdi~
Hle Edit Mew Termninal Tabs

|& foptsliken
--help] [

om the disk and mark The Key as unused on the DL,
lace the permanent ana.

L will be acguired. IT noe licenses of the
less preferred type will be grabbed.

Evaluation Licenses and Permanent Licenses

When you install the Likewise agent without a permanent license on a Unix or Linux computer, a
30-day product evaluation key is automatically generated. If a permanent license key or an extended
evaluation license key is unavailable, Likewise will stop authenticating users and applying group
policies after 30 days. The expiration date of an evaluation license applies only to the computer on
which the licenseisinstalled.

To obtain a permanent license or to convert atrial license to afull license, please contact a Likewise
sales representative by sending an email to sales@likewise.com or by calling 1-800-378-1330 in the
United States. From outside the United States, call +1-425-378-7887.
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Y ou can upgrade an evaluation license to a permanent license by importing the permanent license

key into the Likewise Management Console, and applying it to a client computer. |f the automatic
assignment feature isin use, the Likewise agent will automatically apply a permanent license when you
log on aclient with an AD account, restart the Likewise authentication service, or run the command-line
utility for managing licenses.

Site Licenses and Single-Computer Licenses

Likewise offers site licenses and single-computer licenses. A site license covers all the computersin
adomain and its child domains. To determine whether a computer falls under a site license, Likewise
checks the last two components of the domain name. If, for example, likewisedemo.com is the domain
governed by asite license and one of the child domains is named child.likewisedemo.com, the child
domain is covered by the site license because the last two components of the domain name match.

If there are multiple domains, a different license file is required for each domain, regardless of whether
you are using a site license or a set of single-computer licenses. To spread a set of single-computer
licenses across two or more domains, you can request Likewise salesto distribute the licensesin two or
more licensefiles.

Workstation and Server Licenses

Likewise offers two kinds of licenses: workstation and server. Both single-computer licenses and site
licenses distinguish between servers and workstations. When a computer joins a domain, Likewise looks
at the version of the operating system to determine whether to assign aworkstation or a server license. If
aserver license is unavailable, aworkstation license is automatically used.

A workstation license limits the number of concurrent logins to five discrete user accounts. With a
server license, the number of concurrent loginsis unlimited. If the computer is a server but isusing
aworkstation license because no server licenses were available, please contact Likewise sales at
sales@likewise.com to obtain more server licenses. Y ou can adjust the license type that you want the
agent to obtain by using the command-line utility for managing licenses.

The Likewise agent verifies alicense when you run the set key- cl i utility, when you start the
Likewise authentication daemon, and when you log on. To verify alicense, theset key-cl i utility
uses the machine's Active Directory account to search for licensesin the computer's OU hierarchy up to
the top of the domain. Other domainsin the forest are not searched. If the utility cannot find alicense
in the OU hierarchy, as alast resort it checks the legacy Likewise container inthe Pr ogr am Dat a
container. When the machine's domain controller is down, the utility loads the license from the disk
without verifying its assignment in Active Directory.

The Likewise group policy daemon also checks for alicense when it refreshes the computer's group
policies. If the license isinvalid, the daemon ignores the group policy objects. Once the license becomes
permanent and valid, the daemon applies the group policy objects when it restarts.

Licenses contain codes that can include or exclude the following features. When alicense is displayed
in the console, the codes that appear in the Features column indicate the entitlements that the license
covers.
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License Container:

ILIKEWISEDEMD.EDM

Keyp

ERPTE-PZ5G...

| Type

| Features

SC GP AU AD

Workstation | SC GP AU 4D
FOPW A-PLDZ.., | Workstation SC GP AU AD
HTFMT-5IE4Q... | Workstation S GP AL AD
LUWMNZ-IPOS,,, | Server SC GP AL AD
MR4QY-RSPO.,, | Server SC GR AL AD

The following table describes the meaning of each feature code:

Feature Code Description

SC Covers the use of two-factor authentication with a
smart card.

GP Covers the application of group policy objects.

AU Covers the auditing and reporting components.

AD Covers the use of the Likewise management tools
for Active Directory.

18.2. Creating a License Container

You can install Likewise licenses manually on each Linux, Unix, and Mac OS X computer, or you can
install the licensesin Active Directory and manage them from a central location. In Active Directory,
you must create alicense container before you can import a Likewise license key file.

It is recommended that you manage licensesin Active Directory and that you create your license
container in acommon location at the highest level of the OU hierarchy to which you have write
access. For instance, if have separate OUs for your Linux and Mac computers, creating the licensing
container in acommon location above the OUs for the Mac and Linux computers can simplify license
management. If you have a default cell, it recommended that you create the license container at the level
of the domain.

Any organizational unit may have alicense container. The container need not be in the same OU as
aLikewise cell. The Likewise agent searches the OU hierarchy for alicensing container in the same
way that it searches for a cell. When alicense container is found, the agent stops trying to find a key

in another container (even if the container it findsis empty) and checks whether the license is assigned
to the computer. When the agent finds alicense in Active Directory, it marksit as assigned to the
computer.

To stop computers from automatically obtaining licenses from the container, you can limit computers
write access to the licensing container on the consol€e's license container creation page by clearing

the Allow Computers to Acquire Licenses Automatically check box. When the computer cannot
automatically obtain alicense, you must manually assign alicense to it with the console.

If there isno licensing container in Active Directory, the agent verifies the license locally -- a scenario
reserved for licenses set with set key-cl i .
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Create a License Container

Important: To create alicense container, you must be a member of the Domain Administrators security
group or have privileges sufficient to write data to the location where you want to create the licensing
container. It is recommended that you do not create a license container in the Domain Controllers OU.

1. Inthe Likewise Management Console, right-click the License Management node, and then click
Create License Container.

2. Optionally, to stop a computer from automatically obtaining alicense from the license container,
clear the Allow Computers to Acquire Licenses Automatically check box. If you clear the check
box, you must manually assign alicense to each computer by using the console.

3. Select the location where you want to create a container and then click OK:

Create License Container .

Location (Bald if Cell is Present, Italics if Already a Container)

IKEWISEDEMO.COM
i Dormain Controllers
[—:I LinuxServers

- fdpplications

- Cammmapps

- Engineering

- Finance

- HurmanResources
-~ Sales

- SysAdmins

51
(s}

¥ allow Computers to Acquire Licenses Autormatically

Ok I Cancel

Y ou are now ready to import alicense file, which will populate the Likewise licenses container in
Active Directory with licenses for your Unix, Linux, and Mac OS X computers.

18.3. Import a License File

Likewise license keys and site licenses are distributed in an XML file. By using the Likewise
Management Console on your Windows administrative workstation, you can import alicense key file
containing licenses. Y ou must create alicense container in Active Directory before you can import a
license key file.

1. Make sure the XML file containing the licensesis available on your Windows administrative
workstation that is running the Likewise Management Console.

2. Under Enterprise Console, right-click License Management, and then click Import License File.

3. Locate the XML file that contains the licenses, and then click Open.
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18.4. Assign a License to a Computer in AD

By default, Likewise automatically assigns licenses to computers running the Likewise agent when the
computers connect to the domain. If acomputer cannot automatically obtain alicense, however, you can
manually assign alicenseto it by using the Likewise Management Console.

If you turned off the default Likewise setting that |ets computers acquire licenses automatically, you can
manually assign licenses by using the following procedure.

1

2.

In the console tree, expand Enterprise Console, and then click License Management.

Inthelist of licenses, right-click the license that you want to assign, and then click Assign License.

. Inthe Select Computer dialog box, click Locations, select the location that contains the computer

you want, and then click OK.

. Inthe Enter the object names to select box, type the name of one or more computers -- for example,

AppSrvSeat t | e- 1. Separate multiple entries with semicolons. For alist of examples, click
examples.

. Click Check Names, and then click OK.

Tip: To use additiona criteriato search for and select computers, click Advanced. Then, to show
more information about a computer in the Search results box, click Columns, and add or remove
columns.

18.5. Manage a License Key on a Likewise

Client

From the command line of a Likewise client, you can check the computer's license, set alicense
key, release alicense, and adjust the type of license that you want the computer to obtain. For more
information, run the following command:

/opt/likewise/bin/setkey-cli --help

Check the License Key

To view the license key that isinstalled on aUnix, Linux, or Mac OS X computer, execute the following
command at the shell prompt:

/opt/likewise/bin/setkey-cli

Here's an example:
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i root@rhelsd:~
F

ile Edit View Terminal Tabs Help

[root@rhelbd ~]# Jopt/likewise/bin/setkey-cli
Key: BONGX-0QDVOK-A3IBLM-G4UDS-275P44

Type:
Server {allows unlimited concurrent user logons)

Entitlements:

Group Pnficy
Audit/Reporting
AD Management Tools

Smart Eaﬁd

Expires: never
[root@rhel5d ~]#

Set a License Key

You can set alicense key for the Likewise agent by using the command line. Y ou should, however, use
this method of setting akey only when there is no licensing container in Active Directory and you want
the agent to verify the license locally.

To set alicense key, run the following command as root, replacing Li censeKeyNunber with avalid
license key number:

/opt/likewise/bin/setkey-cli --key LicenseKeyNumber
Note: If thereisalicense container in Active Directory, you cannot use the command to apply an

additional license or to select alicense from the license container; instead, assign the license from
Active Directory.

Release a License Key

When you decommision a computer, you can rel ease a computer's license so it can be used by another
computer. When you rel ease a permanent license key, it is replaced by atemporary evaluation license.
You can aso release alicense so you can apply adifferent permanent license to the computer.

/opt/likewise/bin/setkey-cli --release

Change the Type of License

Y ou can change the type of license that the computer obtains when it connects to Active Directory by
executing the following command asroot, replacingt ypeOf Li cense with either wor kst at i on or
server . If alicense of the type you specify is unavailable, however, the non-preferred type is obtained.

/opt/likewise/bin/setkey-cli --key-preference typeOfLicense
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18.6. Delete a License

When you rename or remove a domain from Active Directory, you might also need to delete Likewise
license keys from Active Directory. If you rename an Active Directory domain, you must obtain new
license keys from Likewise Software. Licenses are provided on a per-domain basis; domain licenses
apply only to the fully qualified domain name or child domain to which they were issued.

1. Inthe console tree, expand Enterprise Console, and then click License Management.
2. Inthelist of licenses, under Key, right-click the license that you want to delete and then click Delete.

Tip: If you inadvertently delete alicense, you can restore it by importing the license file that containsit.

18.7. Revoke a License

1. Inthe console tree, expand Enterprise Console, and then click License Management.

2. Inthelist of licenses, under Key, right-click the license that you want to revoke, and then click
Revoke License.
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Chapter 19. Setting Up the Likewise
Reporting Database

19.1. Introduction

To use the Likewise Enterprise reporting components, you must set up a database server named

Li kewi seEnt er pri se with either SQL Server or MySQL. You must also install the Likewise data
collectors on a server to forward events to the database. The following Likewise Enterprise reporting
components depend on the use of the database and the data collectors:

* Audit and Access Reporting
» Operations Dashboard
* Enterprise Database Management

This chapter describes how to set up the Likewise database and its event collectors so you can generate
access reports, audit your network, archive records, and monitor security events.

Overview

The Likewise reporting system comprises the following components: a SQL Server or MySQL database
set up on a dedicated database server; a dedicated data collection server set up on a Windows compulter;
and two Likewise data collectors that run on the data collection server.

19.2

When you install the Likewise Enterprise database utilities package (Li kewi seDBUti | iti es. exe)
on your data collection server, the following Likewise data collectors are installed and started
automatically:

* LWCol | ect or . It contains Likewise's RPC server code to enable the Likewise agent's forwarding
daemon, event f wdd, to upload events to the Likewise database server by using secure,
authenticated transport protocols. LWCol | ect or runs as a Windows auto-start service and can be
managed from the command line.

» LVWEvent DBReaper . It copies events from the collector server to the central Likewise database.
The process runs as a Windows auto-start service and can be managed from the command line.
LWEvent DBReaper dependson LWCol | ect or to function properly: If LWCol | ect or isnot
running, LWEvent DBReaper will fail.

For these components to work together so that you can monitor events and generate reports, you must
use the Likewise Management Console€'s Enterprise Database Management plug-in to connect to the
database server and you must set your Linux, Unix, and Mac OS X computers to forward events to the
data collector. This chapter includes instructions on how to connect the console to database and how to
set computersto forward events to the collector.

Thus, the process of setting up the Likewise database and the other reporting components typically
proceeds in the following order:

1. Set up the database instance and nameit Li kewi seEnt er pri se.
2. Run the Likewise database creation script to format the database for Likewise.

3. Ingtall the Likewise DB Utilities package, which contains the collectors, on a server dedicated to data
collection.
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19.3

4. Usethe Likewise Management Consol€'s Enterprise Database Management plug-in to connect to the

database server.

5. Configure the database and its accounts to meet your security policies.

6. Set your Linux, Unix, and Mac OS X computersto forward events to the data collector either by

setting a Likewise group policy or by modifying alocal setting.

. Optionally, configure the collectors to meet the needs of your environment if the default settings don't
work for you.

Requirements

A database named Li kewi seEnt er pri se running on Microsoft SQL Server 2005 or later, SQL
Server Express 2005 or later, or MySQL 4.0 or later. SQL Server Express 2005 and MySQL are
available for free from Microsoft and Sun Microsystems respectively.

For MySQL, you must also install the MySQL Connector/Net version 6.0 -- MySQL 's fully managed
ADO.Net provider. Y ou must use version 6.0. It is available for free at http://dev.mysql.com/
downloads/connector/net/6.0.html.

For SQL Server, you must also install the free SQL Server Management Studio Express package so
you can create the Likewise database and set security options.

The Likewise collector requires .Net Framework version 2.0.

The Likewise collector requires a 32-bit version of Microsoft Vista, Microsoft Windows Server 2003,
or Microsoft Windows Server 2008 to act as a server for the event collector server.

The Microsoft Report Viewer 8.0 (ReportViewer.exe) must beinstalled. To download
the Report Viewer, go to http://www.microsoft.com/downloads/detail s.aspx?
Familyl D=82833F27-081D-4B72-83EF-2836360A 904D & displaylang=en.

The requirements to run the collector in an enterprise are as follows. The requirements might vary
with the size of your network. It is suggested that you use a separate collector for every 1,000
computers that are forwarding events to a collector.

Item Requirement
Memory 2Gb
Disk space 10Gb free disk space (for local event storage

before copying to the central database). The
size you require might vary depending on the
number of events, the number of systems, and
other factors.

Processor 2GHz dual core
Network 1Gb Ethernet (at least, to database server)

The Likewise Management Console and its reporting components must be installed. The requirements
toinstall the Likewise Management Console are in Installing and Using the Console.

When you install Likewise Enterprise on your Windows administrative workstation, you must install
the following components of the Likewise Management Console, or you must run the installer

again and select these components for installation: Reporting Components, Database Update and
Management Tools, Operations Dashboard.
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19.4. Setting Up SQL Server

This section demonstrates how to set up SQL Server Express 2008 on Windows Server 2003 by
specifying abasic configuration of a single database instance for Likewise Enterprise. The procedure
issimilar on other versions of Windows and with other versions of SQL Server, but the vendor's
requirements for those products might differ. If you are setting up the Likewise reporting components to
test and preview the features, you might find it easier to use SQL Server 2005 Express Edition.

Important: This section assumes you are a database administrator who knows how to set up and
administer SQL Server, including configuring the database to comply with your IT security policy.
There are numerous configuration options. Y ou are responsible for tailoring the settings to meet your
networking and security requirements. The example setup and brief discussion of security issues below
serve only asaprimer: Your actual setup and configuration will depend on the intricacies of your mixed
network and your organization's security policies.

Depending on your system and its configuration, you might need the following prerequisites for SQL
Server 2008, listed here for your convenience.

Important: For afull list of prerequisites, see Microsoft's listing of SQL Server 2008 requirements at
http://msdn.microsoft.com/en-us/library/ms143506.aspx.

» Microsoft Windows Installer 4.5 for Windows Server 2003 (also known as Hotfix for Windows
Server 2003 (W ndows Ser ver 2003- KB942288- v4- x86. exe)).

» Microsoft PowerShell 1.0 for Windows Server 2003, which is needed by SQL Server Management
Studio (WindowsServer2003-KB926139-v2-x86-ENU.exe).

» Microsoft NET Framework 3.5 SP1. It includes .NET Framework 2.0 SP2, which is required by SQL
Server 2008.

19.4.1. Install and Configure SQL Server

A database server must first be set up and running. Y ou can use either Microsoft SQL Server or
MySQL. This section covers Microsoft SQL Server; if you want to use MySQL, see Setting Up MySQL
below. It is recommended that you set up the database on a new server.
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Important: The following steps, including the screenshots, are intended only to orient you to setting up
0L Server in the context of configuring the Likewise reporting components. The instructions for setting
up SQL Server are in the Microsoft SQL Server documentation at http://www.microsoft.com.

1. Obtain SQL Server Express 2008 from http://www.microsoft.com/express/sgl/download/ and install
it on your Windows Server 2003 compulter.

2. During the SQL Server Express setup, under Feature Selection, select the following features:
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3. Under Instance Configuration, select Default instance. |f there is more than one database instance
on the computer, select a Named Instance. Remember the name of your instance; you'll need it later.
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4. Under Server Configuration, on the Service Accounts tab, create a service account. The service
accounts that you create and configure will depend on arange of factors, including your environment
and your IT security policy. For more information, see your SQL Server documentation and the
section below titled SQL Server Database Security Notes.

5. Under Server Configuration, on the Service Accounts tab, enable the Sequel Server Browser
service.
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6. Under Database Engine Configuration, on the Account Provisioning tab, select Windows
authentication mode.

7. Under Specify SQL Server administrators, add your administrator account.
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8. Click Next and follow the instructions in the SQL Server 2008 Setup wizard.

9. Using SQL Server Configuration Manager, set the SQL Server Network Configuration protocols to
allow external connections with named pipes:

r:v_-; Sql Server Configuration Manager

=0 DFB R

SOL Server Configuration Manager (Local)
_“i S0L Server Services

S04 Server Network Configuestion
i3~ Protocols for SQLEXPRESS
- § S0L Hative Chert 10.0 Configuration

19.4.2. Create a Database Named Li kewi seEnt erpri se

1. Start Microsoft SQL Server Management Studio and connect to the database engine.

2. Create adatabase named Li kewi seEnt er pri se.
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19.4.3. Run the Likewise Database Creation Script

1. Copy the SQL Server database creation script from the installation media—
Creat eLi kewi seEnt er pri seDat abase. sql --toalocation accessible from SQL Server.

2. In SQL Server Management Studio Express, on the File menu, click Open and load the Likewise
Enterprise database creation script for SQL Server:

Cr eat eLi kewi seEnt er pri seDat abase. sql
Warning: Make sure that you connect to the newly created Li kewi seEnt er pri se database.
Failure to connect to the correct database might create tables and views in the wrong database,

possibly rendering it unusable.

3. After making sure that you are connected to the Li kewi seEnt er pri se database, execute the
script.

If the script executes with errors, try running it again.

Y ou can now use SQL Server Management Studio Express to explore the structure of the
Li kewi seEnt er pri se database.
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19.4.4. Install the Likewise DB Utilities

The Likewise DB Utilities executable installs the collectors. It is recommended that you install the
collectors on a dedicated server. In a network with only a few computers or for testing, you can install
the collectors on the same server as the Likewise database.

1. Install the collector software by running the Likewise Database Utilities installer program
(typically, Li kewi seDBUti lities-6.1.375.exeinC \Program Fil es\Li kew se
\ Ent er pri se or on your Likewise installation media). Follow the instructionsin the installer.
Install all the database toolslisted in the installer.

2. Inthe Database Provider Library box, enter the following string:
System Dat a. Sgl Cl i ent

3. Inthe Connection String box, enter the following string, where DBSERVERNAME is the name of the
server running SQL Server and containing the Enterprise database. Thel ni ti al Cat al og clause
identifies the database to be used while | nt egr at ed Securi t y=Tr ue specifiesthat Windows

authentication should be used when connecting to the database server.

Dat a Sour ce=DBSERVERNAME; I ni ti al
Cat al og=Li kewi seEnterprise;lntegrated Security=True

Example:

Dat a Sour ce=W2K3- R2\ SQLEXPRESS; I ni ti al
Cat al og=Li kewi seEnterpri se; I ntegrated Security=True

4. Click Next.

5. Click Install.

19.4.4.1. Set the Start Order for Collector Processes

If the collectors are installed on the same machine as the database, the collector services —

LWCol | ect or and LWEvent DBReaper -- must start after the Microsoft SQL Engine. In addition,
LWCol | ect or should start before LMEvent DBReaper . For information about setting dependencies
for system services, see MSDN. For an example of how to create a service dependency, see this article
on delaying startup services.

19.4.5. SQL Server Database Security Notes

Although the SQL Server database will contain no user passwords or other highly confidential
information, it will contain alist of user accounts, information about what users are allowed to access
what resources, and other information that could be used for nefarious purposes. In considering the
security of the database, you should ask yourself several questions:

1. Who will be allowed to write to the database?

2. Who will be allowed to read from the database?

3. What accounts will be used to access the database?

Data is written to the database in several cases:
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a. When a collector copies events to the database.
b. When the LDBUpdat e process writes information from Active Directory to the database.

¢. When administrators perform maintenance operations on the database (for example, creating or
restoring event archives).

In general, to minimize security risks, you should define and use privileged accounts in as narrow a
fashion as possible. One possible set of answers to the above questions that meets these security criteria
isasfollows:

1. The collector computers need to be able to write to the database. To allow this while maintaining
stringent security, we will create a security group in AD called LikewiseCollectors. The collector
computer accounts will be made members of the group. The group will be given read-write access to the
events, collectors, and CollectorStats tables in the database.

2. The LDBUpdate process needs to write to many tables in the database. To allow this, we will create
an AD user called LDBUpdateUser. We will give this user read-write accessto all tablesin the database
but we will not allow this user to log on interactively on any machine. We will create a Windows
scheduled task to periodically run LDBUpdate using LDBUpdateUser. We will set LDBUpdateUser’s
password to never expi res or our administrators will manually update the account password and
update scheduled tasks with the new password as necessary.

3. Interactive database administration will be allowed only by certain administrators. A new security
group, LikewiseArchiveAdministrators, will be created and given read access to all tables and write
access to the archives and events.

4. Reporting will be allowed only by trained administrators. To secure this, we will create a new security
group called LikewiseAdministrators. We will give this group and the LikewiseArchiveAdministrators
read access to all of the tables in the database.

5. If we are to allow users to manually run LDBUpdate from the Likewise Management Console, these
users must have the same rights as the LDBUpdateUser described above.

The following table summarizes the suggestions above:

AD Group Read Access Write Access

LikewiseCollectors group collectors, CollectorStats, Events | collectors, CollectorStats, Events
tables tables

LDBUpdateUser user All tables All tables

LikewiseArchiveAdministrators |All tables Archives, collectors, Events

group tables

LikewiseAdministratorsgroup  |All tables None

These suggestions are all based on using Windows authentication rather than SQL Server authentication.
Windows Authentication greatly simplifies the implementation of database security. If you want to use
SQL Server authentication, you must embed user names and passwords in the collector servers and

in the Likewise Management Console -- a practice that is not recommended. If you neverthel ess want

to take this approach, consult the MySQL Security Notes; much of the MySQL security information
appliesto using SQL Server with SQL Server Authentication.

Here's an example of SQL Server accountsin ADUC:
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19.5. Setting Up MySQL

A database server must first be set up and running. Y ou can use either MySQL or Microsoft SQL
Server. This section covers MySQL ; if you want to use SQL Server, see Setting Up SQL Server.

The following example demonstrates how to set up MySQL Server 5.1 on Windows Server 2003 by
using the MySQL command-line utility to specify a basic configuration of a single database instance
for Likewise Enterprise. The procedure is similar on other operating systems, including Linux. For
information about installing and using the utility or MySQL Server, see the MySQL documentation.
MySQL has its own set of requirements -- again, see the vendor's documentation. It is recommended
that you set up the database on a new server.

Important: This section assumes you are a database administrator who knows how to set up and
administer MySQL, including configuring the database to comply with your IT security policy.

There are numerous configuration options. Y ou are responsible for tailoring the settings to meet your
networking and security requirements. The example setup and brief discussion of security issues below
serve only asaprimer: Your actual setup and configuration will depend on the intricacies of your mixed
network and your organization's security policies.

19.5.1. Create a Database Named Li kew seEnt er pri se

1. After you haveinstalled MySQL, create a database named Li kewi seEnt er pri se:

C.\ Program Fi | es\ Support Tool s>nysql ---user=root ---
passwor d=passwor d
Wel come to the MySQ nonitor. Commands end with -; or \g.
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Your MySQL connection id is 8
Server version: 5.1.36-conmunity MySQ Conmunity Server (GPL)

Type -'help;" or -"\h' for help. Type -'"\c' to clear the current
i nput statement.

nysqgl > create dat abase Li kew seEnterprise;
Query OK, 1 row affected (0.14 sec)

2. Inthe MySQL utility, set the databaseto use Li kewi seEnt er pri se:

nysgl >use Li kew seEnterprise;
Dat abase changed

19.5.2. Allow the Database To Accept External
Connections from Account

Y ou must configure the MySQL database to allow external database connections for the account that
connects to the database -- your database definer account. The code block below configures the MySQL
root account to connect to the database with local or external connections.

The accounts that you use to connect to the database and the permissions that you grant those accounts
will depend on your environment and your security policy; see the section below on MySQL Security
Notes.

nysqgl > GRANT ALL PRIVILEGES ON *.* TO -'root' @I ocal host' W TH GRANT
OPTI ON;
Query OK, 0 rows affected (0.00 sec)

nysqgl > CREATE USER -'root' @ % | DENTI FI ED BY -' password';
Query OK, 0 rows affected (0.02 sec)

nysqgl > GRANT ALL PRIVILEGES ON *.* TO -'root' @% W TH GRANT OPTI ON,
Query OK, 0 rows affected (0.00 sec)

19.5.3. Run the Likewise Database Creation Script

1. Copy the MySQL database creation script from the installation media to alocation accessible from
the MySQL server.

2. Run the Likewise Enterprise database creation script for MySQL:
nysql >source Createli kewi seEnt er pri seDat abase. nmsql ;

If the script executes with errors, try running it again.

19.5.4. Install the Likewise DB Utilities

1. Install the collector software by running the Likewise Database Utilitiesinstaller program
(typicaly, Li kewi seDBUtilities-6.1.375.exeinC:\Program Fil es\Li kew se
\ Ent er pri se or on your Likewise installation media). Follow the instructionsin the installer.
Install al the database tools listed in the installer.

2. Inthe Database Provider Library box, enter the following string:
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4.

5.

MySql . Dat a. MySgl Cl i ent

. Inthe Connection String box, enter the following string, where dbUser Account is your database

definer account for your MySQL Li kewi seEnt er pri se database and dbUser AccountPassword
is the account's password. The account must be granted all privileges for local and external
connections. Remember the name and password of this account -- you must enter it later to connect to
the database from the Likewise Management Console.

server =your DBser ver | nst anceNane; dat abase=Li kewi seEnt er pri se; user
i d=dbUser Account ; passwor d=dbUser Account Passwor d;

Example:

server =st eveh- dc; dat abase=Li kewi seEnt er pri se; user
i d=r oot ; passwor d=passwor d;

Click Next.

Click Install.

19.5.5. Customize Your MySQL Security Settings

Because MySQL does not support integrated Windows Authentication, you must include an explicit user
name and password in the database connection strings that Likewise components use to connect to the
database.

MySQL does, however, support security restrictions based on |P addresses. The following are the
recommended best practices for using MySQL with Likewise Enterprise:

1.

8.

Create aMySQL user called LwCollector@hostname for each collector server, where hostnameis
the name of the collector server. This practice will restrict the use of LwCollector to the collector
machines.

. Grant the LwCaollector read and write access to the database tables as shown in the table below.

. Create an LwDbUpdate@hostname user, where hostname is the name of the computer on which the

LDBUpdate scheduled task will be run.

. Grant this user read and write access as shown in the table bel ow.
. Create a LwArchiveAdmin user.
. Grant this user read and write access to tables as shown in the table below.

. Create aLwAdmin user.

Grant this user read and write access to tables as shown in the table below.

The result should be as follows:

MySQL User Read Access Write Access

LwCollector@hostname collectors, CollectorStats, Events | collectors, CollectorStats, Events
tables tables

LwDbUpdate All tables All tables

LwArchiveAdmin All tables Archives, Events tables
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LwAdmin All tables None

All these users should get different passwords. The user names and passwords must be specified in the
database connection strings used when configuring Likewise collectors, reporting components, and the
Operations Dashboard.

19.6. Connecting the Likewise Console to the
Database

This section assumes the Likewise Management Console and the following Likewise reporting
components are installed on your Windows administrative workstation: Reporting Components,
Database Update and Management Tools, Operations Dashboard.

19.6.1. Connect the Likewise Console to the Database

In the Likewise Management Console, load the Enterprise Database Management plug-in and connect to
the database server instance (which istypically but not necessarily your server's machine name).

1. Inthe console, on the File menu, click Add/Remove Plug-in.
2. Click Add.

3. Click Enterprise Database Management, and then click Add.
4. Click Close, and then click OK.
5

. Inthe console tree, right-click the Enterprise Database Management node and then click Connect
to database.

6. Click Change. Under Database Type, select MySQL, and then enter the name of your database
server instance in the Server/Instance box.

7. Inthe Username and Password boxes, enter the credentials of your database definer account.

x

Dratabase Typa
" Microzoft SOL Senves
* MySOL

Sepreiinstance:  |serversseveh-de

Llstaruanme: [lu-cd

Passwond |u--a seas

|m;|;me||

19.6.2. Make Sure the Collector Processes Are Running

Although L\WCol | ect or and LV\Event DBReaper aretypicaly started automatically, you should
take a moment to check whether they are running.
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1. Make sure LWCol | ect or isrunning by executing the following command on the command line of
the Windows computer running the collector:

C:\Program Fi | es\ Li kewi se\ Enterprise>sc query LWCol | ector

SERVI CE_NAME: LWCol | ect or
TYPE -: 10 WN32_OM_PROCESS
STATE -: 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE,
| GNORES_SHUTDOVW) )

WN32_EXIT CODE  -: 0 (0x0)
SERVICE_ EXIT CODE -: 0 (0x0)
CHECKPOI NT - 0x0
WAI T_HI NT - 0x0

2. If itisnot running, start it by executing the following command on the command-line;
C.\Program Fi |l es\ Li kewi se\Enterprise>sc start |wcollector
3. Make sure LWEvent DBReaper isrunning:
C:\Program Fi | es\ Li kewi se\ Enterpri se>sc query |wevent dbr eaper
SERVI CE_NAME: | wevent dbr eaper
TYPE -: 10 WN32_OMWN_PROCESS
STATE -: 4 RUNNI NG

( STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOVW)

WN32_EXIT CODE  -: 0 (0x0)
SERVICE_ EXIT CODE -: 0 (0x0)
CHECKPOI NT - 0x0
WAI T_HI NT - 0x0

4. If itisnot running, start it by executing the following command:

C.\Program Fi | es\ Li kewi se\ Enterprise>sc start |weventdbreaper

19.6.3. Run the DB Update Script

The LDBUpdat e script is abatch program for Windows that reads information from Active Directory
and writes it to the Likewise database so you can generate reports about computers and usersin Active
Directory. Y ou can run the update script on demand from the Likewise Management Console, or you
can set it up as a scheduled task.

If the information in Active Directory has changed since you last ran the script and if you want those
changes included in your reports, you should run the script before you generate your reports.

To access Active Directory, the LDBUpdat e script uses the LDAP and RPC ports.

The Update DB button will only be enabled if the update utility is available on the current machine.
The Likewise Enterprise installer allows you to select whether the utility is installed on a machine.
To be able to run the utility, the current user must have privilegesto read and write to any table in the
Enterprise database.
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Important: The Windows administrative workstation on which you run the script must be connected to
Active Directory. In addition, the user account with which you execute the script must have at least read
permission for objects and child objects in Active Directory.

1. Inthe Likewise Management Console, on the File menu, click Add/Remove Plug-in.

2. Click Add.

3. Click Audit and Access Reporting, and then click Add.

4. Click Close, and then click OK.

5. Inthe console tree, click the Audit and Access Reporting node and then click Advanced.
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6. Click Update DB, and then click OK.

Advanced Reporting Options: Database Conliguration
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19.6.4. Run the Idbupdate.exe from the Command Line

The LDBUpdat e script reads information from Active Directory and writes it to the Likewise database
SO you can generate reports about computers and usersin Active Directory. Y ou can manage the update
script on demand from the shell prompt of your Windows administrative workstation running Likewise
Enterprise.

The Windows administrative workstation on which you run the script must be connected to Active
Directory. To use the shell commands, the current user must have privileges to read and write to any
table in the Enterprise database. In addition, the user account with which you execute the script must
have at least read permission for objects and child objectsin Active Directory.

C.\ Program Fi | es\ Li kew se\ Ent er pri se>| dbupdate. exe -/?
Usage: LDBUpdate OPTI ONS

Wher e OPTI ONS i ncl ude:
--f LDAPPATH Path of the forest to synchronize; required

--d FQDN Domain (in forest or in trusts) to process; can
r epeat
--0 FILE Send out put to FILE

--p PROVI DER Use PROVI DER as the database type
(default: System Data. Sql dient

--c STRING Use STRING as the database connecti on paraneter

- - nogpo Don't anal yze GPCs (faster)

--V Di spl ay verbose out put

---force I gnore the database status and perform update even

i f
mar ked as busy

- --debug Di spl ay debug | evel output

---help Di splay this hel p output
If the --d option is not specified, all the domains in the forest
and in
any trusted forests will be processed.

Here's an example of how to use the command-line utility to set the provider and the connection string
for a SQL Server database:

| dbupdat e. exe -f dc=li kew sedeno, dc=com -p System Dat a. Sql d i ent
-c "Data Source=RVLN-BU LD, Initial Catal og=Li kewi seEnterprise;
Integrated Security=True" --force

19.7. Connecting the Likewise Console to the
Database

This section assumes the Likewise Management Console and the following Likewise reporting
components are installed on your Windows administrative workstation: Reporting Components,
Database Update and Management Tools, Operations Dashboard.

19.7.1. Connect the Likewise Console to the Database

In the Likewise Management Console, load the Enterprise Database Management plug-in and connect to
the database server instance (which is typically but not necessarily your server's machine name).
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. Inthe console, on the File menu, click Add/Remove Plug-in.
. Click Add.
. Click Enterprise Database Management, and then click Add.

. Click Close, and then click OK.

ga A W N P

. Inthe console tree, right-click the Enterprise Database Management node and then click Connect
to database.

6. Click Change. Under Database Type, select MySQL, and then enter the name of your database
server instance in the Server/Instance box.

7. Inthe Username and Password boxes, enter the credentials of your database definer account.

Dperations Dashboard Database Connection .ﬁ[

Dratabase Typa
" Microzoft SOL Senves
* MySOL

Sepreiinstance:  |serversseveh-de

Llstaruanme: [m-cd

Passwond |u--a seas

|m;|;m|

19.7.2. Make Sure the Collector Processes Are Running

Although L\WCol | ect or and LV\Event DBReaper aretypicaly started automatically, you should
take a moment to check whether they are running.

1. Makesure LMCol | ect or isrunning by executing the following command on the command line of
the Windows computer running the collector:

C:\Program Fi | es\ Li kew se\ Enterprise>sc query LWCol | ector

SERVI CE_NAME: LWCol | ect or
TYPE -: 10 WN32_OM_PROCESS
STATE -: 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE,
| GNORES_SHUTDOVW) )

WN32_EXIT CODE  -: 0 (0x0)
SERVICE_ EXIT CODE -: 0 (0x0)
CHECKPOI NT - 0x0
WAI T_HI NT - 0x0

2. If itisnot running, start it by executing the following command on the command-line;
C.\Program Fi |l es\ Li kewi se\Enterprise>sc start |wcollector

3. Make sure LWEvent DBReaper isrunning:
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C:\Program Fi |l es\ Li kewi se\ Enterpri se>sc query |wevent dbr eaper

SERVI CE_NAME: | wevent dbr eaper
TYPE -: 10 W N32_OWN_PRCCESS
STATE -1 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE,
ACCEPTS_SHUTDOWN)

WN32_EXIT CODE  -: 0 (0x0)
SERVICE_ EXIT CODE -: 0 (0x0)
CHECKPOI NT - 0x0
WAI T_HI NT - 0x0

4. If itisnot running, start it by executing the following command:

C.\Program Fi |l es\ Li kewi se\ Enterprise>sc start |weventdbreaper

19.8. Setting Computers to Forward Events to
LWCollector

Y ou can set computers to forward events to LWCollector in two ways: globally by setting a Likewise
group policy to modify the configuration for the event forwarding daemon on target computers or
locally by editing the Likewise registry.

You can aso cull events from syslog.

19.8.1. Set Event Forwarding with a GPO

This group policy modifies the settings in the Likewise registry to forward events from target Linux,
Unix, and Mac OS X computers to the Likewise database collector service, L\WCol | ect or ,ona
Windows computer. Y ou can use this policy to improve security monitoring by logging authentication
and authorization events and viewing them in the Likewise Operations Dashboard.

Important: To use this policy, you must first enable the event log; see Turn on Event Logging with a
GPO. Depending on your network configuration, you might also have to set a group policy to specify
the service principal of the collector.

1. In Active Directory Users and Computers or in the Group Policy Management Console, create or
edit agroup policy for the organizational unit that you want, and then open it with the Group Policy
Object Editor.

2. Inthe console tree under Computer Configuration, expand Unix and Linux Settings, expand
Likewise Settings, and then click Event Forwarder:

_=:j SetlwEventLog [wak3-rZ. ikewisedema,com] Policy
El@ Computer Configuratian

=1+4= | Unix and Linwx Settings

!—\ Target Plakform Filker

|| Likewise Settings

i) Authorization and Identification
¥4k Logon

: Group Palicy Agent

- dkd Event Log
SEEvent Forwarder
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3. Inthe details pane, double-click Event log collector, and then select the Define this policy setting
check box.

4. Inthe Name or Address box, enter the host name of the computer running LWCol | ect or .
Example: w2k3-r 2. | i kewi sedenp. com

19.8.2. Forward Events by Changing Your Local Settings

Important: Before you can forward events, you must turn on the event log; see Turn on Event Logging.
The following procedure assumes you know how to edit the Likewise registry. For instructions on how
to modify the registry, see the chapter on configuring the Likewise services with the registry.

1. Onthetarget Linux, Unix, or Mac OS X compulter, edit the registry to set the value of the following
line to the host name of the computer running LWCol | ect or .

[ HKEY_THI S_MACHI NE\ Ser vi ces\ event f wd\ Par anet er s]
"Col I ector"=""

Example: " Col | ect or " ="w2k3-r2. | i kewi sedeno. cont

2. Or, you can specify an I P address for the collector. If you do so, you must also specify the service
principal of the collector on the following line:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ event f wd\ Par anet er s]
"Col I ectorPrincipal"=""

After you change the service's settings in the registry, you must force the service to load the change by
restarting, with super-user privileges, event f wd:

/opt/likew se/bin/lwsmrestart eventfwd

19.8.3. Cull Events from Syslog

To collect sudo events and other system events that appear in syslog, you must configure syslog to write
datato alocation where the Likewiser eapsysl| d daemon can find it and copy it to the local event log.

Note: You can set a Likewise group policy to modify / et ¢/ sysl og. conf on target computers.

Ther eapsys!| d daemon creates three named pipes and picks up the syslog information written to
them:

[var/lib/likew se/syslog-reaper/error
[var/lib/likew se/sysl og-reaper/warning
[var/lib/likew se/syslog-reaper/information

To configure syslog to write to the pipes, add the following linesto/ et ¢/ sysl og. conf :

*.err [var/lib/likew se/syslog-reaper/error
* warning /var/lib/likew se/sysl og-reaper/warning
* debug /var/lib/likew sel/sysl og-reaper/infornmation

Thelast entry is not analogous to the first two. Some versions of syslog require atab character
instead of spaces to separate the two components of each line; for more information, see your syslog
documentation.

After you modify sysl og. conf , you must restart the syslog service for the changes to take effect:
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/etcl/init.d/syslog restart

19.9. Generate a Sample Report

Y ou can generate reports by using the Audit and Access Reporting plug-in for the Likewise
Management Console. The following procedure demonstrates, as an example, how to create an
inventory report of users with disabled accounts. The procedure to run compliance reports, access
reports, and event reportsis similar.

1. Inthe Likewise Management Console tree, click the Audit and Access Reporting node.

2. Under Report Names, expand Inventory, expand Users, and then click Disabled Accounts.
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3. Click Run Report.

19.10. Monitoring Events with the Operations
Dashboard

The Likewise Operations Dashboard is a management application, or plug-in, for the Likewise
Management Console. The dashboard runs on a Windows administrative workstation connected to

the Likewise Reporting Database and an Active Directory domain controller. The dashboard retrieves
information from the Likewise database to display authentication transactions, authorization requests,
network events, and other security events that take place on Linux, Unix, and Mac OS X computers.
Monitoring events such as failed logon attempts and failed sudo attempts can help prevent unauthorized
access to commands, applications, and sensitive resources. The dashboard looks like this:
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Here'sapartia list of the kind of events the dashboard can display. Y ou can also create custom events
and monitor them:

Al'l Success Audit Events

Al System Log Error Events
Consol e Logons (AD or Local)
Domai n Joi ns

Domai n Leaves

Fai |l ed Consol e Logons (AD or Local)
Fail ed Group Policies

Fai | ed Kerberos Refresh

Fai | ed Password Change

Fai |l ed Root Logons (Local)
Fail ed SSH Logons (AD or Local)
Fai |l ed Sudo

Li kewi se Services Failures

Net wor k OF fline Warni ng

Root Account Logons (Local)
SSH Logons (AD or Local)

Sudo

19.10.1. Start the Operations Dashboard

Y ou can run the Operations Dashboard either as a stand-alone console or in the Likewise Management
Console.
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19.10.1.1. Run the Dashbhoard

» On the desktop of your Windows administrative workstation, double-click the Likewise Operations

Dashboard Console E:)

* Or, on the desktop of your Windows administrative workstation, click Start, click All Programs,
point to Likewise, and then click Likewise Operations Dashboard Console.

19.10.1.2. Add the Dashboard to the Management Console

1. On your Windows administrative workstation, in the Likewise Management Console, on the File
menu, click Add/Remove Plug-in.

2. Click Add.
3. Click Operations Dashboard, click Add, and then click Close.

4. Click OK.

19.10.2. Connect to a Database

Y ou can connect to a database or change your database connection.

1. Intheconsoletree, click Operations Dashboard.

2. Right-click Operations Dashboard and then click Connect to.

3. Click Change.

4. Under Database Type, select the kind of database you want to connect to.

5. Inthe Server/Instance box, click the drop-down list and select the instance that you want, or type the
name of your server/instance.

19.10.3. Change the Refresh Rate

1. Inthe consoletreeg, click Operations Dashboard.

2. Right-click Operations Dashboard and then click Metric settings.

3. Under Options, in the Refresh Interval box, enter the number of minutes.
4. Under Database Type, select the kind of database you want to connect to.

5. Inthe Server/Instance box, click the drop-down list and select the instance that you want, or type the
name of your server/instance.

19.11. Configuring the Likewise Data Collectors

Y ou can manage the Likewise data collectors, LWCol | ect or and LWEvent DBReaper , in two ways:
by using the shell prompt or by using the Likewise Enterprise Database plug-in for the management
console. This section describes how to configure the collectors with the shell prompt. The next section
shows you how to manage the collectors with the plug-in.
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19.11.1. LWCollector

A provider name and a connection string are the only required parameters to run the LWCollector,
which is auto-started as a Windows processat c: \ program fil es\| i kewi se\enterpri se.
Unless you change the optional parameters, the collector usesits defaults. Y ou can change the defaults
from the Likewise Management Console by using the Enterprise Database Management plug-in or the
command line.

To view the arguments of LW<Collector, execute the following command at the shell prompt:
C:\Program Files\Likewise\Enterprise>lwcollector /?

The options of LWCollector are as follows:

Option Description

/?or/h Displays help.

/b Controls how many events are sent per batch.

Ip Controls the maximum number of eventsthat an
endpoint sends to the collector during each period.

Is Shows the settings.

It Controls how often the endpoint is to connect to
the collector to forward events.

/a Specifies the access-control list (ACL) of the
machines allowed to communicate with the
collector.

The serviceincludes/ b, / p, and/ s options, each of which is discussed in this section. The options
configure the size and time period for the data that the endpoints on the computers running the Likewise
agent send to the collector. Y ou configure the collector with parameters for the endpoints. The endpoints
guery the collector for their communication parameters.

The/ t parameter controls how often the endpoint isto connect to the collector to forward events. The
parameter sets the forwarding period in seconds. If the forwarding period is set to 300 seconds, for
example, the endpoint event forwarder daemon sends events to a collector once every 5 minutes. The
smaller the number is, the more frequently endpoints communicate with collectors and the smaller the
latency between the time when an event is generated and when it appears in the database. If the number
istoo small, however, it can result in excessive load on the endpoints and in excessive network traffic.

The/ p parameter controls the maximum number of events that an endpoint sends to the collector during
each period. This number, in combination with the/ t parameter, can be set to control the load on
endpoints imposed by the event forwarding daemon (eventfwdd) sending events to collectors. If this
number is large, the event forwarder might consume excessive CPU time and network bandwidth. If the
number is small, however, the endpoint might fall behind with the incoming event rate and end up with a
large backlog of uncollected events.

The/ b parameter controls how many events are sent per batch. The collector sends eventsin batches
until the number of sent events reaches the value that you set (or until there are no more left to send,
whichever number is smaller). If the/ b parameter is set too high, the network transaction might fail
because of a connection that times out. If the parameter is set too low, the event forwarding daemon
might consume too much CPU time and bandwidth because there are more network transactions.

Thefinal LWCollector parameter, / a, specifies the access-control list (ACL) of the machines allowed to
communicate with the collector. The parameter sets configuration information that affects the collector
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itself rather than the endpoints that communicate with it. By default, the ACL for the collector's RPC
port is set to allow computers in the Active Directory Domai n Conput er s group to writeto the
collector. Thisisthe permission set by the long SDDL formatted string shown in the usage information
for the/ a parameter. In the case of collectors that are servicing multiple domains, however, this ACL is
insufficient asit allows only endpoints joined to the same domain as the collector to write to it. In such
cases, you can use the/ a parameter to specify amore inclusive ACL.

The/ s parameter shows the default settings:

C:\Program Fi | es\ Li kewi se\ Enterpri se>l wcol |l ector -/s
Current settings:

Records per period 10000
Records per batch 100
Seconds in a period 10

Dat abase | ocation C \Program Fil es\Li kewi se\ Enterprise\LWol | ector. db
Renot e access security descriptor O LSG BAD: P(A;; CC; ;; DC) (A ; CC ;; DA
(A ; RP;;; DA) (A ;DG ;; DA) (A ; CC ;3 BA) (A, RP;;; BA) (A ;DG ; ; BA)

(A ; CC;; S-1-5-21-418081286-1191099226- 2202501032- 515)

The remote access security descriptor shown in the above output is the default. It provides the following
group accounts with these permissions:

» Domain Computers are alowed to create children (add events)

» Domain Administrators are allowed to create children (add events)

» Domain Administrators are allowed to read properties (read events)

» Domain Administrators are allowed to delete children (del ete events)
 Built-in Likewise Administrators are allowed to create children (add events)
 Built-in Likewise Administrators are allowed to read properties (read events)
 Built-in Likewise Administrators are allowed to delete children (delete events)

The ACL is stored in the Windows registry of the collector server. The Likewise console writes the ACL
to the Likewise Enterprise database. The LWEvent DBReaper service pullsit from the database and
writesit to the registry.

19.11.2. LWEventDBReaper

The other collector service, LWEventDBReaper, takes events from a collector (forwarded by endpoints)
and writes these events to the database. LWCollector storesincoming eventsin alocal, intermediate,
database while LWEventDBReaper takes these events and writes them to the central database. To view
the arguments of LWEventDBReaper, execute the following command:

C:\Program Fi |l es\ Li kewi se\ Ent er pri se>l wevent dbr eaper /?

LWEvent DBReaper -- Likewi se Event Reaper agent for Wndows. Copies
events froma Likewi se Event Collector server to the central

Li kewi se SQL Server database. This programis run as a W ndows
servi ce,

but can be run fromthe conmand line to set up paraneters for the
servi ce.

Usage:
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LWEvent DBReaper OPTI ONS

Opt i ons:

-1? Shows this help

-/ gui Shows graphi cal database configuration form (do
not

specify -/d or -/c if using this option).

-/ d PROVI DER Speci fies the database provider to be used.
Speci fy
System Data. Sgl Client for SQL Server (default) or
MySql . Dat a. MySgl Cl i ent for MySQL.

-/ ¢ DBSTRI NG Speci fies the database connection string to be
used to talk to the Likew se database.

-/ f NUMBER Specifies the earliest record id that should be

copi ed when the agent runs. USE W TH CAUTI ON!
-l Refreshes the agent with new registry settings.
-Is Shows the current status

The/ d and/ ¢ parameters are used to set the database provider and connection strings for the service.
Or, you can run the following command to open the dialog box for changing the database provider and
connection strings:

C:\Program Fi | es\ Li kewi se\ Ent er pri se>l wevent dbr eaper / gui

The/ f parameter isused to control the point at which the first event in the local collector databaseis
written to the central Likewise database. Under normal circumstances, it should not be necessary to set
this parameter.

Any parameters set from the command line will take effect the next time that LWEvent DBReaper
runs. If you want the service to immediately make use of the new parameters, you can run
LWEvent DBReaper withthe/ r command-line argument.

The/ s isused to display the current configuration settings for the service:

C:\Program Fi |l es\ Li kewi se\ Ent er pri se>l wevent dbr eaper -/s

Current settings:

Dat abase provi der: System Dat a. Sgl C i ent

Connection string: Dat a Sour ce=RVLN- BUI LD
Initial Catal og=Li kewi seEnterpri se;
Integrated Security=True

Record id | ast copied: 1794

Records per period: 300

Seconds in a period: 1200

Although the settingsincluder ecor ds per peri od andseconds in a peri od,the
parameters cannot be configured from the command-line. The default values can be changed through the
Enterprise Database Management plug-in in the Likewise Management Console.
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19.12. Working with the Enterprise Database
Management Plug-In

Y ou can use the Enterprise Database Management plug-in for the Likewise Management Console to
monitor and configure the Likewise Enterprise database and to manipulate archived event information.
Y ou add the plug-in to the console in the same way that you add other plug-ins; for an example, see Add
the Dashboard to the Management Console.

The plug-in looks like this:

loix]
Ele Wi Help
(Doox £t | (&) Retesh @ Likewiser
2 B4 Corole Enterprise Database Collector Status
=@ f‘“‘;&“’ﬂ Managemant Connactad fo database. Data Source=WEKI-AZ|SOLEXPRESS L 3,05 12"
1% Disgroshes & Migrston Status
m;‘i?d:l”z'_' : ; # of avents: Z1864
§= Database size: 100,50 MB/0. 41 MB
1% Archees Status Qldest event: 6/25/2009 5:47:53 PM
= m ?_"*'Dmn""ma # of collectors: 2
oo || oo
19 Engreenng
1 Humanfesounces Collectors
B Saas ot - - ;
! | Endp| Endy
215 Subnets | Buver| | ¢ 5t | avall Endp| Even| Ever BT d
B 152 1880 Name | Status | Periy :t:l upload Llpln Ever Perli Per | Per :L‘t
Peric Batc
| P |waxinz [ | onseom.jo o
Collector Performance
11009
& 660+
i 2204
2201015 1338 1018 13:41 1015 13:43 1015 1345 1015 1347
550 1315 1340 1315 1342 1015 13:44 10415 1346
-1100 Tiene
Kl | »1!

19.12.1. Connect to a Database

Y ou can connect to a database or change your database connection.

1. Inthe console tree, right-click Enterprise Database Management and then click Connect to.
2. Click Change.

3. Under Database Type, select the kind of database you want to connect to.

4

. Inthe Server/Instance box, click the drop-down list and select the instance that you want, or type the
name of your server/instance.

19.12.2. Change the Parameters of the Collectors

Y ou can use the Enterprise Database Management plug-in to set parameters for the collectors.
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1. Inthe console tree, expand Enterprise Database Management.
2. Click Collector Status, and then right-click Collector Status.
3. Click Set collector parameters.
Or, inthelist of collectors, right-click the name of the collector that you want to modify.

4. Enter the parameters that you want.

19.12.3. Set the ACL for RPC Access

Y ou can set the access control list for the remote procedure calls that take place between the collector
and its endpoints.

1. Inthe console tree, expand Enterprise Database Management.
2. Click Collector Status, and then right-click Collector Status.
3. Click Set collector parameters.
Or, inthelist of collectors, right-click the name of the collector that you want to modify.

4, Click Set Permissions:

Collector Parameters x
Collector: COLLECTOR ik I

Period [zecondz]; || Cancel

b aximum events per period: I

— Endpoint Parameters

Period [zeconds]: I

b airiurn event: per period: I

Eventz per batch: I

Remate ACL: Set Permizzions...

5. In the same way that you set permissions with Active Directory Users and Computers, set the
permissions that you want.

19.13. Archiving Events

Y ou can archive events in two ways: either with the Enterprise Database Management plug-in or with
the command line.

The Likewise event-archiving utility — LWAr chi ve -- combines events older than one year into
compressed archives and stores them in a separate database table. A separate archiveis created for
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each month of old event data. After events are archived, they are deleted. The event-archiving utility is
intended to be run according to a monthly schedule.

Archive Events with the Console

1. Inthe console tree, expand Enterprise Database Management.
2. Click Archive Status, and then right-click Archive Status.

3. Click Create archive, and then follow the instructions in the wizard.

Archive Events with the Command Line

To view the arguments of LWArchive, execute the following command at the shell prompt on a
Windows computer running the Likewise collectors:

C:\Program Files\Likewise\Enterprise>lwarchive /?
The—p and —c optionsidentify the database type and connection string of the central Likewise
Enterprise database. The connection string is the same as the one that you used when you configured the

connection the database. With SQL Server, for example, you enter astring like this:

Dat a Sour ce=DBSERVERNAME; | ni ti al Cat al og=Li kewi seEnterpri se; | ntegrated
Security=True

Here's an example:

Dat a Sour ce=W2K3- R2\ SQLEXPRESS; I ni ti al
Cat al og=Li kewi seEnterpri se; I ntegrated Security=True

With MySQL, you enter astring likethis:

server=your DBserver | nst anceNane; dat abase=Li kewi seEnt er pri se; user
i d=dbUser Account ; passwor d=dbUser Account Passwor d;

Here's an example:

server =st eveh- dc; dat abase=Li kewi seEnt er pri se; user
i d=r oot ; passwor d=passwor d;

The - a and —t options are used to control the archive time unit and the date threshold for archiving. It
is suggested that these options not be used and that the program use its default settings, which are - a
nmont hl y and-t 12. These defaults create monthly archives for data older than 12 months.

The -0 option is used to control where the log output of LWATrchive iswritten. By default, the output is
written to the console.

19.14. Troubleshooting

If the information in your reports or the events displayed in the Operations Dashboard seem incompl ete,
perform the following series of diagnostic tests sequentialy. The series of tests begins with the
endpoints -- your Linux, Unix, and Mac OS X computers that log events and send them to the collector
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server. The tests then move on to the collector server -- the server that processes events from the
Likewise clients and forwards them to the database. The final series of tests examines the database.

19.14.1. Check the Endpoints

1

Log on to a computer that you suspect might have a problematic endpoint and check whether events
are being logged in the local event database by executing the following command as root or asan AD
user with administrator privileges:

/opt/likew se/bin/lweventlog-cli —s — | ocal host

. If no recent events are displayed or if the command returns errors, make sure that the event | og

serviceisrunning:

/opt/likew se/bin/lwsm status eventl og

. If itisnot running, check / var / | og/ messages to find out why and report the information to

Likewise support. Then, restart the service:
/opt/likew se/bin/lwsmstart eventl og

Note: On HP-UX, Likewise uses HP'sr pcd daemon instead of dcer pcd. If the HP-UX r pcd
daemon does not allow event | ogd to register an RPC endpoint, restart ther pcd daemon and then
restart event | ogd.

. If recent events are present but are not being forwarded, make sure that the event forwarding service

isrunning:

/opt/likew se/bin/lwsm status eventfwd

. If itisnot running, check / var / | og/ messages to try to identify the cause and report the

information to Likewise support. Then, restart the service:

/opt/likew se/bin/lwsmstart eventfwd

. Next, check the event forwarding service's configuration in the Likewise registry to make sure that

it properly identifies a collector server and, if the collector server isidentified by its |P address, its
collector-principal. If you modify the settings of the event f wd service, you must restart the service
for the changes to take effect.

Example of a configuration that uses the host name of its collector:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ event f wd\ Par anet er s]
-"Col l ector"="w2k3-r2.1i kewi sedeno. cont

. Make sure the collector can be resolved:

[root @hel 5d bi n]# nsl ookup w2k3-r2.|i kewi sedenn. com
Server: 192. 168. 92. 20

Addr ess: 192. 168. 92. 20#53

Nane: wW2k3-r2. 1 i kew sedenp. com

Address: 192.168.92. 20

. Make sure the collector server can be reached:

[root @hel 5d bi n]# ping wW2k3-r2.1i kewi sedenn. com
Pl NG w2k3-r 2.1 i kewi sedenp. com (192. 168. 92. 20) 56(84) bytes of data.
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64 bytes from 192.168.92.20: icnp_seq=1 ttl =128 tinme=1.40 s

9. If the collector isidentified by | P address, make sure the collector-principa is properly set. For
example, if the collector server isat |P address 10.100.1.100 and has a K erberos machine name of
Event Col | ect or inthe AD domain mycor p. com the collector-principal parameter would be:

col l ector-principal = host/Event Col | ect or @WCORP. COM
10.Check / var / | og/ messages for errors.

11.Stop the event f wdd service and then run it from the command line to display error information
about the event forwarder's communication with the collector server:

[opt/likew se/bin/lwsm stop eventfwd

/opt/likew se/shin/eventfwdd --1ogl evel debug

After you run event f wdd from the command line, stop it with CTRL- C and then restart it:
/opt/likew se/bin/lwsmstart eventfwd

After you have verified that the endpoint is properly receiving events and forwarding them to a collector
server, check the collector. If there are recent events, make a note of the last event's time stamp, event
category, and event description. In the next section, you check whether the collector received the event.

19.14.2. Check the Collector

1. Make sure LWCol | ect or isrunning by executing the following command at the shell prompt of the
Windows computer running the collector:

C:\Program Fi |l es\ Li kewi se\ Ent erpri se>sc query LWCol | ector

SERVI CE_NAME: LWCol | ect or
TYPE -: 10 W N32_OM_PROCESS
STATE -1 4 RUNNI NG

2. If the processis stopped, use event vwr . exe to check the Windows event log for information
about why the service failed.

Note: If there are unusual RPC errors in the Windows event log, make sure you have not installed
the LikewiseDBUtilities on a Windows X P machine. The collector server must be running Windows
2003 or Windows 2008. Windows XP, by default, restricts the incoming TCP-based RPC used by
Iwcollector.

3. If the processis not running, start it by executing the following command:
C:\Program Fi | es\ Li kewi se\Enterprise>sc start |wcollector

4. Verify that the serviceis receiving forwarded events by viewing the contents of the collector's local
SQL ite database. To execute the following command, the Iwcollector process must be running and
you must have read privileges in the access control list:

C.\ Program Fi | es\ Li kewi se\ Enterprise> wcollector-cli -s - |ocal host

The command should return alist of the events collected from the endpoints. If thereisno data, it is
likely that your endpoints are improperly configured (see the previous section). If the event that you
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noted when checked the event forwarder in the previous section is among the results, make sure the
| wevent dbr eaper serviceisfunctioning properly.

5. Verify that | wevent dbr eaper isrunning:
C.>sc query | wevent dbr eaper

6. If the processis stopped, useevent vwr . exe to check the Windows event log for information
about why the service failed. Restart the service with:

C.>sc start | weventdbreaper

7. Check the database connection string and the service's other execution parameters:
C.\ Program Fi | es\ Li kewi se\ Ent er pri se>l wevent dbreaper /s
The results should look something like this:

Dat abase provi der: System Dat a. Sgl Cl i ent

Connection string: Dat a Sour ce=SoneCol | ector;Initial
Cat al og=Li kewi seEnterprise; I ntegrated Security=yes
Record id | ast copied: 487

Records per period: 120

Seconds in a period: 10000

If the database server (Dat a Sour ce= for SQL Server or Ser ver = for MySQL) isidentified by
name (as in the example), verify that the name can be resolved to an address by using nsl ookup
and verify that the addressis reachable from the collector server by using pi ng.

8. Useevent vwr . exe to check the Windows event log for messages. If | wevent dbr eaper is
failing to write to the central Likewise Enterprise database and if you are using SQL Server with
integrated security, make sure that the collector server’s machine account has sufficient privilegesto
write to the Likewise Enterprise database.

19.14.3. Check the Database

1. Check the Likewise Enterprise database on the database server to check whether the table containing
events is complete. If necessary, write amanual query to view recent events or to look for an
event. For example, with MySQL you can use the MySQL command-line utility to open the
LikewiseEnterprise database and run the following command to display all the eventsin the table
named Event s:

select * from Events;

2. If you have a problem opening or reading the database, you might not have sufficient privilegesto
accessit -- which can result in problems when you run reports in the Likewise Console or use the
Operations Dashboard.

3. If you are using SQL Server and the Events table is empty, use the SQL Server Configuration
Manager to make sure that the name-pipe client protocol is enabled. If it is not and you have to
enableit, you must restart the SQL Server service for the changes to take effect.

4. If you find events in the Events table, check whether the events are also present in the
Event sVi ewW t hOUNan®e view. If an event appearsin the Event s table but not in the
Event sW t hOUNane view, it is because the database cannot associate your event with a computer
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in Active Directory. Run thel dbupdat e. exe script and then check whether the event now
appears in both views.

19.14.4. Troubleshooting Checklists

The checklistsin this section can help you troubleshoot problems with the reporting components.

Endpoints

Item to Check

eventlogd running

eventfwdd running

reapsysld running

eventfwd service properly configured

Collector name resolvable; address reachable

Collector principal properly set

/etc/syslog.conf properly configured

Events present in local event log (test with lw-eventlog-cli)

eventfwdd seems to forwarding messages properly (run from command-line to test)

Firewall not blocking RPC access of collector server

Collector Servers

Item to Check

Iwcollector service running

Iweventdbreaper service running

Events present in local collector database (test with Iwcollector-cli)

Iweventdbreaper properly configured (test with lweventdbreaper /s)

Database provider and connection string properly set

Collector ACL alows endpointsto write to it (set with Event Management Consol€)

Collector machine account has sufficient priviliges to write to database

No unusual errorsin Windows event log (run eventvwr.exe)

Firewall not blocking incoming RPC connections or outgoing database connections

Database

Item to Check

Can connect to it with SQL Server Management Studio or MySQL utility

Events table contains events

EventsWithOUName view contains events

Database security set to allow writing by collector servers, by Idbupdate user, and by administrators

Idbupdate utility recently run to account for new endpoints joined to AD

Named-pipe client access enabled in SQL Server
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‘ Firewall not blocking incoming database connection

Windows Reporting Components

Item to Check

Database connection strings set properly

User has sufficient privileges to access database

Firewall not blocking database connections

19.14.5. Switching Between Databases

To send events to a different database, you must change the database connection string in at least

two places: the reaper service for the database (I wevent dbr eaper ) and the Enterprise Database
Management page in the Likewise Management Console. Changing the setting on the Enterprise
Database Management page automatically changes the same setting on the console's Audit and Access
Reporting page and the Operations Dashboard.

If, however, you have installed different plug-ins of the Likewise Management Console on different
computers -- for example, to run the Operations Dashboard on a separate machine -- you must change
the database connection string on each machine and you might have to changeit in the following
additional locations, especially if the computer's Likewise console does not include the Enterprise
Database Management plug-in: the Audit and Access Reporting page and the Operations Dashboard
page.

After making the changes, you must reset the reaper service so it begins sending events to the new
database.

1. Inthe Likewise console tree on your Windows administrative workstation, right-click the Enterprise
Database Management node and then click Connect to database.

Click Change. Under Database Type, select MySQL or Microsoft SQL Server, and then enter the
name of the database server instance in the Server/Instance box.

In the Username and Password boxes, enter the credentials of the database definer account if
required for the authentication type that you selected, and then click OK.

Dperations Dashboard Database Connection i il.

Dratabace Typa
' Microzoft SOL Serves
* MySOL

Seqvet/Inctance: [servaraglevehrde

Ll st [m-c-l

Password [ensanses

IDKI;amelI

2. Inthe console tree, right-click the Operations Dashboard node and then click Connect to.
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Click Change. Make the changes that you want, and then click OK.
. Inthe console tree, right-click the Audit and Access Reporting node, and then click Advanced.
Click Change. Make the changes that you want, and then click OK.

. Open acommand prompt window as an administrator and then change directoriesto C: \ Pr ogr am
Fi | es\ Li kewi se\ Ent er pri se, and then run the following command:

| wevent dbr eaper [/ gui
Make the changes that you want, and then click OK.

. Finally, you must reset the eventdbreaper to 0 and then refresh its settings to prompt it to send the
events to the new database. To do so, fromthe C. \ Program Fi | es\ Li kewi se\ Enterpri se
directory, run the following commands as an administrator:

| wevent dbreaper -/f 0
| wevent dbr eaper -/r

222



Chapter 20. Monitoring Events with the
Event Log

20.1.

20.2.

Monitor Events with the Event Log

The Likewise Event Log records and categorizes information about authentication transactions,
authorization requests, network events, and other security events on Linux, Unix, and Mac OS X
computers. Monitoring events such as failed logon attempts and failed sudo attempts can help prevent
unauthorized access to commands, applications, and sensitive resources.

The events are stored in a SQL ite database, which isincluded when you install the Likewise agent.
Thedatabaseisat/ var/lib/likew se/db/Iw _events. dbanditslibrariesareat/ opt /

i kewi se/li b/ .Forviewing and modifying the database, Likewise includes a command-line utility
at/opt/likew se/bin/sqlite3.Forinformation about SQLite and instructions on how to use
the command-line utility, see http://www.sglite.org/.

The event log records the following events: daemon initializations, successful logins, failed logins,
denied sudo attempts, the application of new group policy objects, offline-online transitions and other
network connectivity events, and a periodic heartbeat that identifies whether the computer is active.

Likewise includes methods by which you can specify which user and group accounts have read or write
access permissions to the event log. The typical methods for setting permissions are the local Likewise
configuration registry and Likewise Enterprise group policy objects administered from Active Directory.
You can filter eventsin the event log and you can decide which event categories to log.

Event logging is turned off by default. Y ou can turn on event logging by editing the registry or by using
agroup policy. Then, you can configure the options for the log in the registry or manage them with

the corresponding group policies. Keep in mind that group policies are available only with Likewise
Enterprise; Likewise Open does not apply group policies.

After you modify the settings in the registry, you must restart the event log daemon with the root
account for the changes to take effect:

/opt/likew se/bin/lwsmrefresh eventl ogd
For information about managing the event log with the registry, see the chapter on configuring the

Likewise agent with the registry. For information about managing the event log with group policies, see
the chapter on Likewise group policies.

View the Local Event Log

OnaLinux, Unix, or Mac OS X computer, you view the local Likewise Event Log by using the eventlog
command-line utility with the root account:

/opt/likewise/bin/lw-eventlog-cli
To view the command's arguments, execute the following command:

/opt/likew se/bin/lweventlog-cli -h
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Y ou can gain access to the event log by using either | ocal host or the virtual loopback interface of
the computer, which istypically assigned to the address 127. 0. 0. 1.

To view asummary of events, execute the following command with the root account:

/opt/likew se/bin/lweventlog-cli -s - |ocal host
Example output:

Event Record: (392/396) (392 total)

Event Record ID......... 392

Event Table Category.... System

Event Type.............. I nf or mati on

Event Date.............. 2010- 02- 16

Event Tine.............. 07:37: 58 AM

Event Source............ Li kewi se LSASS

Event Category.......... Service

Event Source ID......... 1004

Event User.............. SYSTEM

Event Conputer.......... gl ennc- nbp

Event Description....... Li kewi se aut henti cation service provider

configuration settings have been rel oaded.

Aut henti cati on provider:
Current settings are...
Cache reaper tineout (secs): 2592000
Cache entry expiry (secs): 14400
Space repl acement character: -
Domai n separator character: -\

| sa-acti vedi rectory-provider

Enabl e event | og: true
Logon menbership requirenments:
CORP\ GLENNC- MBP_User s
CORP\ Ent er pri seTeam
Log network connection events: fal se
Create K5Login file: true
Create hone directory: true
Sign and seal LDAP traffic: fal se
Assune default domain: fal se
Sync systemti ne: true
Refresh user credentials: true
Machi ne password sync lifetine: 2592000
Def aul t Shell: -/ bin/sh
Def ault hone directory prefix: -/ Users
Hone directory tenpl ate: %+ | ocal / Y& WJ
Umask: 18
Skel eton directory: Systeni Li brary/ User Tenpl at e/
Non_l ocal i zed, -/System Li brary/ User Tenpl ate/English.| proj
Cel | support: Invalid
Trimuser menbership: true
NSS group nenbers from cache only: false
NSS user nmenbers from cache only: false
NSS enuner ation enabl ed: true

Domai n Manager check domain online (secs): 300
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Domai n Manager unknown domai n cache timeout (secs): 3600
Or, with the following command, you can view the event log in table format:
[opt/likew se/bin/lweventlog-cli -t - |ocal host
Example:
[root @hel 5d bin]# su |ikew sedeno\\ hab
[ LI KEW SEDEMO hab@ hel 5d bi n]$ sudo bl ah
Passwor d:
Sorry, try again.
Passwor d:
Sorry, try again.
Passwor d:
sudo: 2 incorrect password attenpts
[ LI KEW SEDEMO hab@ hel 5d bin] $ exit
[root @hel 5d bin]# -/opt/likew se/bin/lweventlog-cli --t -- |ocal host
Id:| Type -| Time -| Source -
Cat egory -| Event -| User
83 -| Information -| 02:11:29 PM -| Likew se LSASS -|
Service -| 1004 -| SYSTEM
84 -| Success Audit -| 02:13:07 PM-| Likew se LSASS -| Login/
Logoff -| 1201 -| LIKEW SEDEMOD hab
85 -| Failure Audit -| 02:13:30 PM-| Likew se LSASS -| Login/
Logoff -| 1205 -| LIKEW SEDEMOD hab
86 -| Failure Audit -| 02:13:33 PM-| Likew se LSASS -| Login/
Logoff -| 1205 -| LIKEW SEDEMOD hab
87 -| Failure Audit -| 02:13:39 PM-| Likew se LSASS -| Login/
Logoff -| 1205 -| LIKEW SEDEMOD hab
88 -| Success Audit -| 02:14:57 PM-| Likew se LSASS -| Login/

Logoff -|

1220 -| LI KEW SEDEMO hab

[root @hel 5d bin]#

You can aso use SQL filtersto query the event log by event type, source ID, and avariety of other field
names. Example:

[root @hel 5d bin]# -/opt/likew se/bin/lweventl og-cli
s -"(Event Type = -"Failure Audit') AND (Event Sourceld

| ocal host

Event Record: (1/3) (1 total)

Event Record ID......... 85

Event Table Category.... Security

Event Type.............. Fai |l ure Audit
Event Date.............. 2009-07- 29
Event Time.............. 02: 13: 30 PM
Event Source............ Li kewi se LSASS
Event Category.......... Logi n/ Logof f
Event Source ID......... 1205

Event User.............. LI KEW SEDEMO\ hab
Event Conputer.......... r hel 5d

Event Description....... Logon Fail ure:

1205) "
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Aut hentication provider: |sa-activedirectory-provider

Reason: Unknown user nanme or bad password
User Nane: LI KEW SEDEMO\ hab
Logi n phase: User authenticate

Event Data.............. Error: The password is incorrect for the

gi ven usernane [error code: 32789]

20.3. The Event Type

TheEvent Type fieldistypically one of the following:

SUCCESS _AUDI T_EVENT_TYPE  -"Success Audit"
FAILURE_AUDI T_EVENT TYPE  -"Failure Audit"
| NFORVATI ON_EVENT_TYPE -"Information"
WARNI NG_EVENT_TYPE - " VAT ni ng"
ERROR_EVENT_TYPE -"Error"

20.4. The Event Source

TheEvent Sour ce istypically one of the following values: Likewise LSASS, Likewise GPAGENT,
Likewise DomainJoin, Likewise NETLOGON, System Log.

20.5. List of Events by Source ID

Each source definesitsown list of Event Sour ce | d values. Here'salist of events categorized by

source.

Event Source = -“Li kewi se LSASS’

LSASS EVENT | NFO _SERVI CE_STARTED 1000
LSASS EVENT_ ERROR SERVI CE_START_FAI LURE 1001
LSASS EVENT | NFO _SERVI CE_STOPPED 1002
LSASS EVENT ERROR SERVI CE_STOPPED 1003
LSASS EVENT | NFO_SERVI CE_CONFI GURATI ON_CHANGED 1004

/1l Logon events

LSASS_EVENT_SUCCESSFUL_LOGON_AUTHENTI CATE 1200
LSASS_EVENT_SUCCESSFUL_LOGON_CREATE_SESSI ON 1201
LSASS_EVENT_SUCCESSFUL_LOGON_CHECK_USER 1203
LSASS_EVENT_FAI LED_LOGON_UNKNOWN_USERNAME_OR BAD PASSWORD 1205
LSASS_EVENT_FAI LED_LOGON_TI ME_RESTRI CTI ON_VI OLATI ON 1206
LSASS_EVENT_FAI LED_LOGON_ACCOUNT DI SABLED 1207
LSASS_EVENT_FAI LED_LOGON_ACCOUNT _EXPI RED 1208
LSASS_EVENT_FAI LED_LOGON_MACHI NE_RESTRI CTI ON_VI OLATI ON 1209
LSASS_EVENT_FAI LED_LOGON_TYPE_OF LOGON_NOT_GRANTED 1210
LSASS_EVENT_FAI LED_LOGON_PASSWORD_EXPI RED 1211
LSASS_EVENT_FAI LED_LOGON_NETLOGON_FAI LED 1212
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LSASS_EVENT_FAI LED_LOGON_UNEXPECTED ERROR
LSASS_EVENT_FAI LED_LOGON_ACCOUNT _LOCKED
LSASS_EVENT_FAI LED_LOGON_CHECK_USER

LSASS_EVENT_LOGON_PHASE_AUTHENTI CATE
LSASS_EVENT_LOGON_PHASE_CREATE_SESSI ON
LSASS_EVENT_LOGON_PHASE_CHECK_USER

/1 Logoff events
LSASS_EVENT_SUCCESSFUL_LOGOFF

/1 User password change events
LSASS_EVENT_SUCCESSFUL_PASSWORD_CHANGE
LSASS_EVENT_FAI LED PASSWORD CHANGE

LSASS EVENT_SUCCESSFUL_USER ACCOUNT_KERB_REFRESH
LSASS _EVENT_FAI LED USER_ACCOUNT_KERB_REFRESH

/1 Machi ne password change events

LSASS EVENT_SUCCESSFUL_MACHI NE_ACCOUNT_PASSWORD_UPDATE
LSASS _EVENT_FAI LED MACHI NE_ACCOUNT_PASSWORD UPDATE
LSASS_EVENT_SUCCESSFUL_MACHI NE_ACCOUNT_TGT_REFRESH
LSASS EVENT_FAI LED_MACHI NE_ACCOUNT_TGT_REFRESH

/1 Account managenent events
LSASS _EVENT_ADD_USER_ACCOUNT
LSASS _EVENT_DELETE_USER_ACCOUNT
LSASS_EVENT_ADD_GROUP

LSASS EVENT_DELETE_GROUP

/1 Lsass provider events

LSASS EVENT_SUCCESSFUL_PROVI DER_| NI TI ALI ZATI ON
LSASS_EVENT_FAI LED _PROVI DER | NI TI ALl ZATI ON
LSASS_EVENT_| NFO_REQUI RE_VEMBERSHI P_OF_UPDATED
LSASS_EVENT_| NFO_AUDI TI NG_CONFI GURATI ON_ENABLED
LSASS_EVENT_| NFO_AUDI TI NG_CONFI GURATI ON_DI SABLED

/1 Runtinme warnings
LSASS EVENT_WARNI NG_CONFI GURATI ON_I D_CONFLI CT
LSASS EVENT_WARNI NG_CONFI GURATI ON_ALI AS_CONFLI CT

/1 Network events
LSASS EVENT | NFO NETWORK DQOVAI N ONLI NE_TRANSI TI ON
LSASS EVENT_ WARNI NG _NETWORK DOVAI N OFFLI NE_TRANSI Tl ON

Event Source = -“Li kew se Domai nJoi n”

DOVAI NJO N_EVENT _| NFO _JO NED _DOVAI N 1000
DOVAI NJO N_EVENT _ERROR DOVAI N JO N _FAI LURE 1001
DOVAI NJO N_EVENT | NFO_LEFT_DOVAI N 1002

DOVAI NJO N_EVENT_ERROR_DOVAI N_LEAVE_FAI LURE 1003

1213
1214
1215

N -

1220

1300
1301
1302
1303

1320
1321
1322
1323

1400
1401
1402
1403

1500
1501
1502
1503
1504

1601
1602

1700
1701
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Event Source = -“Li kew se GPAGENT"

GPAGENT_EVENT_| NFO_SERVI CE_STARTED
GPAGENT_EVENT_ERROR_SERVI CE_START_FAI LURE
GPAGENT_EVENT_| NFO_SERVI CE_STOPPED
GPAGENT_EVENT_ERROR_SERVI CE_STOPPED
GPAGENT_EVENT_| NFO_SERVI CE_CONFI GURATI ON_CHANGED

/1 GPAgent policy update events
GPAGENT_EVENT_POLI CY_UPDATED
GPAGENT_EVENT_POLI CY_UPDATE_FAI LURE

/1 GPAgent policy processing issue events
GPAGENT_EVENT_I NFO_PCLI CY_PRCCESSI NG _| SSUE_RESCLVED
GPAGENT_EVENT_ERROR_PCOLI CY_PROCESSI NG_| SSUE_ENCOUNTERED

Event Source = -“Li kew se NETLOGON'

/1 Netlogon service events

LWNET_EVENT_| NFO_SERVI CE_STARTED
LWNET_EVENT_ERROR_SERVI CE_START_FAI LURE
LWNET_EVENT_| NFO_SERVI CE_STOPPED
LVWNET_EVENT_ERROR_SERVI CE_STOPPED
LWNET_EVENT_| NFO_SERVI CE_CONFI GURATI ON_CHANGED

Event Source = -“System Log”

Syslog entries are parsed by the reapsysld daenon
to create Likewi se eventlog entries for the foll ow ng:

Text console |logon failure

Text consol e | ogon success

SSH | ogon failure

SSH | ogon success

SUDO bad password

SUDO access deni ed

SUDO success

SSH wi th AD account failure

SSH wi th AD account success

Text console login with AD account failure
Text console login with AD account success

1000
1001
1002
1003
1004

1100
1101

1200
1201

1000
1001
1002
1003
1004

P POO0O~NOODAWNEERE

= O
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Chapter 21. Using Likewise for Single
Sign-On
21.1. About Single Sign-On

When you log on a Linux, Unix, or Mac OS X computer by using your Active Directory domain
credentials, Likewise initializes and maintains a Kerberos ticket granting ticket (TGT). The TGT lets
you log on other computers joined to Active Directory or applications provisioned with a service
principal name and be automatically authenticated with Kerberos and authorized for access through
Active Directory. In atransparent process, the underlying Generic Security Services (GSS) system
requests a Kerberos service ticket for the Kerberos-enabled application or server. The result: single sign-
on.

To gain access to another computer, you can use various protocols and applications:
» SSH (how to configure single sign-on for SSH)

* rlogin

e rsh

* Telnet

« FTP

» Firefox (for browsing of intranet sites)

» LDAP queries against Active Directory

* HTTP with an Apache HTTP Server

How Likewise Makes SSO Happen

Since Microsoft Windows 2000 was released, Active Directory's primary authentication protocol has
been Kerberos. When a user logs on to a Windows computer that is joined to adomain, the operating
system uses the Kerberos protocol to establish akey and to request aticket for the user. Active Directory
serves as the Kerberos key distribution center, or KDC.

Likewise configures Linux and Unix computers to interact with Active Directory in asimilar way. When
auser logs on aLinux and Unix computer joined to a domain, Likewise requests aticket for the user.
The ticket can then be used to implement SSO with other applications.

Likewise fosters the use of the highly secure Kerberos 5 protocol by automating its configuration on
Linux and Unix computers. To ensure that the K erberos authentication service is properly configured,
Likewise does the following:

e Ensuresthat DNSis properly configured to resolve names associated with Active Directory (AD).

» Performs secure, dynamic DNS updates to ensure that Linux and Unix computer names can be
resolved with AD-integrated DNS servers.

» Configures Kerberos. In an environment with multiple KDCs, Likewise makes sure that Kerberos
selects the right server.
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 Configures SSHD to support SSO through Kerberos by using GSSAPI.

 Creates a keytab for the computer in the following way: When you join a Linux or Unix computer
to AD, Likewise creates a machine account for the computer. Likewise then automatically creates a
keytab for the SPN and places it in the standard system location (typically / et ¢/ kr b5. keyt ab).

* Creates akeytab for the user during logon. On most systems, the user keytab is placed inthe/ t np
directory and named kr b5cc_Ul D, where Ul Disthe numeric user ID assigned by the system.

Overview of How to Implement SSO with Likewise

When you install Likewise on aLinux, Unix, or Mac OS X computer and join it to Active Directory,
Likewise preparesit for single sign-on by creating a keytab for the computer. However, when you use
Likewise to implement SSO with other applications or services, you will likely have to configure the
application to use GSSAPI and Kerberos 5 authentication and you will likely have to provision each
application user for external Kerberos authentication. At the very least, you will have to provision your
application with a service principal name in Active Directory. A service principal name, or SPN, isthe
name with which aclient uniquely identifies an instance of a service. Kerberos then uses the SPN to
authenticate a service.

Note: Configuring an external application for SSO with Kerberosis beyond the scope of the Likewise
documentation; for more information, see the vendor's manual for your application.

The following process outlines the steps for setting up an application or service to use Likewise for
single sign-on. For a detailed example of how to configure an application for SSO, see Configure
Apache for SSO. For examples of how to create a service account in AD, register an SPN for the service
account, and create a keytab for the SPN, see creating a Kerberos service principal and keytab file for
SSO on the IBM web site.

1. Create a service account for the application in Active Directory.

2. Associate aservice principal name, or SPN, with the service account in Active Directory; see the
overview of setspn.exe on Microsoft TechNet.

. Create a keytab for the SPN with the ktpass utility.
. Place the keytab in the appropriate location on the Linux or Unix computer.

. Configure the authentication module to get its Kerberos key from the generated keytab.

o 01~ W

. Configure the authentication module to determine appropriate roles by examining Active Directory
group membership.

~

. Configure an application to restrict access to Active Directory authenticated usersin certain roles.

8. Test SSO by accessing restricted web sites from a Windows client running Microsoft Internet
Explorer or Mozilla Firefox. Repeat this step on Linux and Unix using Firefox.

21.2. Make Sure PAM Is Enabled for SSH

If your Active Directory account is not working with SSH, make sure that Us e PAMis enabled in
sshd_conf i g and make sure that your sshd islinked to the PAM libraries.

1. Determine which sshd is running by executing the following command:

bash-3.2# ps --ef -| grep sshd
root 8199 1 0 Feb 6 -7 0: 00 -/opt/ssh/sbin/sshd
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root 2987 8199 0O Mar 3 -? 0: 04 sshd: root @otty
root 24864 8199 0 12:16:25 -7? 0: 00 sshd: root @ts/0
root 2998 8199 0O Mar 3 -? 0: 05 sshd: root @otty
root 24882 24880 0 12:16:54 pts/O0 0: 00 grep sshd

2. Either use | sof tofind out which conf fileit isreading, or start it up with debugging to figure out the
default path. Example:

user name@onputer: ~$ -/usr/sbin/sshd --dd --t
debug2: | oad_server _config: filenanme -/etc/ssh/sshd _config
debug2: | oad_server _config: done config len = 664
debug2: parse_server_config: config -/etc/ssh/sshd config |len 664
debugl: sshd version QpenSSH 5. 1pl Debi an- 3ubuntul
Coul d not | oad host key: -/etc/ssh/ssh_host rsa_key
Coul d not | oad host key: -/etc/ssh/ssh_host _dsa_key

3. Verify that Use PAMis enabled in the config file. Asabest practice, make a backup copy of the
configuration file before you changeit.

4. Run| dd on sshd to make sureit linkswith | i bpam Example from an |A64 HP system:

bash-3.2# | dd -/opt/ssh/sbin/sshd
libpamso.1 => -/usr/lib/hpux64/1ibpamso.1
[ibdl.so.1 => -/usr/lib/hpux64/libdl.so.1
libnsl.so.1 => -/usr/lib/hpux64/1ibnsl.so.1
ibxnet.so.1 => -/usr/lib/hpux64/1ibxnet.so.1
libsec.so.1 => -/usr/lib/hpux64/1ibsec.so.1

i bgssapi _krb5.so => -/usr/1ib/hpux64/libgssapi _krb5. so
i bkrb5.so => -/usr/1lib/hpux64/1ibkrb5.so

i bpt hread. so.1 => -/usr/1ib/hpux64/1ibpthread. so.1
libc.so.1 => -/usr/1lib/hpux64/libc.so.1

libxti.so.1 => -/usr/lib/hpux64/1ibxti.so.1
libxti.so.1 => -/usr/lib/hpux64/1ibxti.so.1

[ibmso.1 => -/usr/1lib/hpux64/1ibmso.1

i bk5crypto.so => -/usr/1lib/hpux64/1ibk5crypto.so
libcomerr.so => -/usr/lib/hpux64/libcomerr.so
i bk5crypto.so => -/usr/1lib/hpux64/1ibk5crypto.so
libcomerr.so => -/usr/lib/hpux64/libcomerr.so

[ibdl.so.1 => -/usr/lib/hpux64/libdl.so.1
bash- 3. 2#

21.3. Configure PuTTY for Windows-Based
SSO

Touse PUTTY to connect to aLinux or Unix machine from a Windows machine and then connect to a
second Linux or Unix, you must configure PUTTY to allow ticket forwarding and you must set the base
Linux or Unix computer in Active Directory to be trusted for delegation.

Important: The following procedure assumes that you are using a GSSA Pl-enhanced version of
PUTTY, suchas PUTTY by Likewise Software, which you can download at http://likewise.com/
download/Likewise PuTTY .zip. The procedure also assumes that there are DNS entries for al three
computers and that you use host names to connect to the target computers. If DNS search domains are
properly setup on your client systems, you can use short host names.
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Configure PuUTTY

1. Inthe PUTTY Configuration dialog, select Allow GSSAPI (Kerberos 5) ticket delegation. (With
some versions of PUTTY, the option is named Allow Kerberos 5 ticket forwarding (SSH 1/2).)

2. Select Attempt GSSAPI (Kerberos 5) auth (SSH-2 only). With some versions of PUTTY, the
option is named Attempt GSSAPI/Kerberos 5 authentication.

% PUTTY by Likewise Soltware Configuration -
= Teminal | Opticns contioling S SH authentication
Kepbosed |
B I Bvpacs autherdication entiel (SSH-2 ondy)
i "~ Authenticalion methods
Ao I Aptempt sthentication uzing Pageant
Behavio I Artempd TES or CryploCand suth [SSH-1 ony)
Trareistion ¥ At ‘keybomd-nteractive” suth [S5H-2 only]
Sadachion ¥ Aftempt GESAF] [Kerberos 5) auth [55H:2 ond
Dats I o et Toewarding
Provy [~ Abow aftempted changss of yzemams [$5H-2 only)
T et [V Allow GSSAP! [Kerbeis 5) ticket delagation
Riogin Piivats key fle fon suthenticstion:
= S5H | Biowse...
s
Auth
Y
=1
Tunesls =~
Bruge ﬂ

About [ open | Cwee |

Configure the Base Linux Computer in Active Directory

This procedure assumes the base Linux or Unix computer isjoined to Active Directory with Likewise.
To perform this procedure, you must be a member of the Domain Administrators security group or the
Enterprise Administrators security group, or you must have been delegated authority.

Windows Server 2003 R2

1. In Active Directory Users and Computers, in the console tree, click Computers.

2. Inthe details pane, right-click the computer that you want, and then click Properties.

3. Onthe Delegation tab, click Trust this computer for delegation to specified services only:
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fe5-likewise Properties i 2 x|

Locstion | ManagedBy | Object | Secusty | Diskin |
Genersl |  OperstingSystem | Member Of Dielegation
Delegstion i & secuity-senstive opsration, whech sliows senices 1o sct on
behalf of another uzer,
" D nok bust this compater forn delegation
™ Trust this compater for debegation to any service [Kerberos onl)
+ [Trust this compater for delegation to speciied services onl

(¥ Usze Kerbenos anky

" Use any suthentication protocol

Senvices to wiach this account can present delegated credentials:
Service Type | UserocComputer | Port | Service Name | Dc

x |
™ Expanded || |

4. Confirm that Use Kerberos only is selected.
5. Click Add and, in Add Services, click Users and Computers.

6. In Enter the object names to select, type the name of the user or computer that the computer will be
trusted to delegate for, and then click OK.

7. In Add Services, click the service or services that will be trusted for delegation and then click OK.
Windows 2000

1. In Active Directory Users and Computers, in the console tree, click Computers.

2. Inthe details pane, right-click the computer that you want, and then click Properties.

3. Onthe General tab, select Trust computer for delegation:

233



Using Likewise for Single Sign-On

ManagedBy |  Obect | Secudy |  Dishin |
Generdl | OperstingSystem | MemberOF |  Location
E_E | theldid

Competer name (prewWindows 2000)  [rheld4id

DHS name: |M§-|idcmm~isﬁmmm
Reole: ['Workstation of server
Description: [

¥ Toust compates for delegation

jh Thaz zecunly-sensitive oplion means that services nnnng a5
loc:alsystam on this computer can request services fiom other
SEMVEL.

0K | Concel | tooy |

21.4. Configure Apache for SSO

This section describes how to configure Likewise and the Apache HTTP Server to provide single sign-
on authentication through Active Directory with Kerberos 5. The instructions assume that you know
how to administer Active Directory, the Apache HTTP Server, and computers running Linux.

Single sign-on for the Apache HTTP server uses the Simple and Protected GSS-API Negotiation
Mechanism, or SPNEGO, to negotiate authentication with Kerberos. SPNEGO is an Internet standard
documented in RFC 2478 and is commonly referred to as the negotiate authentication protocol. The
Likewise nod_aut h_ker b module lets an Apache web server running on a Linux or Unix system
authenticate and authorize users based on their Active Directory domain credentials.

Important: This topic assumes that you have installed either Likewise Open 5.0 or later or Likewise
Enterprise 5.0 or later, build 3946 or later, on the Linux computer running your Apache HTTP Server
and that you have joined the server to Active Directory. With build 3946, Likewise 5.0 began to
include the Apache nod_aut h_ker b modulein/ opt /1 i kew se/ apache; the Likewise

version of themod_aut h_ker b moduleisrequired to set up your Apache HTTP Server for single
sign-on. Later versions of Likewise, such as 6.1, package the module independently: It isin the
application integration installer, which you can obtain for free from the Likewise web site by registering
to download Likewise Open. (The name of the application integration package looks like this:

Li kewi seAppl ntegration-6.1.0.8656-1inux-i 386-rpm sh.)

To check whether your build of Likewise Enterprise or Likewise Open includes mod_aut h_ker b,
confirm that the following components exist:

/opt/likew se/ apache/ 2. 0/ mod_aut h_kerb. a
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/opt/likew se/ apache/ 2. 0/ nod_aut h_kerb. so
/opt/likew se/ apache/ 2. 2/ nod_aut h_kerb. a
/opt/likew se/ apache/ 2. 2/ nmod_aut h_kerb. so

Requirements

* Likewise Open 5.0 or later or Likewise Enterprise 5.0 or later, build 3946 or later.
Later versions of Likewise, such as 6.1, also require the application integration package (
Li kewi seAppl ntegration-6.1.0.8656-1inux-i 386-rpm sh).

» The Linux or Unix computer that is hosting the Apache web server isjoined to Active Directory.
* An Apache HTTP Server 2.0 or 2.2 that supports dynamically loaded modules. To check whether your

Apache web server supports dynamically loaded modules, execute the following command and verify
that rod_so. ¢ appearsin thelist of compiled modules:

httpd -1

Conpi | ed in nodul es:
core.c
prefork.c
http core.c
nod_so. c

For Apache installations that are compiled from the source code, make sure that - - enabl e-
nodul e=so isspecified when . / conf i gur e is executed:

./ configure --enabl e-nodul e=so

* Your Kerberos libraries must support SPNEGO. For example, MIT Kerberos libraries that are version
1.5 and later support SPNEGO; earlier versions do not. Make sure your Kerberos libraries support
SPNEGO by running | dd:

whi ch htt pd

/usr/sbin/httpd

[ dd -/usr/sbin/httpd

In the results, find the line that references| i bgssapi :

I i bgssapi _krb5.s0.2 => fusr/lib/libgssapi_krb5.so0.2 (0x00231000)

Finally, query the version number of the library and make sureit is 1.5 or later:

rpm-qif /usr/lib/libgssapi_krb5.so.2

Nane -: krb5-1ibs Rel ocati ons: (not

rel ocat abl e)

Ver si on -0 1.5 Vendor: Red Hat, Inc.
Rel ease -1 17 Buil d Date: Tue 16 Jan
2007 10:01: 00 AM PST

Install Date: Fri 14 Dec 2007 09:09: 44 AM PST Buil d Host: [|s20-
bcl-13. bui |l d. redhat. com

G oup -: System Environnent/Libraries Sour ce RPM

krb5-1.5-17.src.rpm
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Size -1 1333337 License: MT, freely
di stri but abl e.

Si gnat ure -: DSA/ SHA1, Wed 17 Jan 2007 10:57:33 AM PST, Key ID
5326810137017186

Packager -: Red Hat, Inc. <http://bugzilla.redhat.com bugzilla>
URL -: http://web. mt.edu/ kerberos/ww/

Summary -: The shared libraries used by Kerberos 5.

Description -:

Kerberos is a network authentication system The krb5-1ibs package
contains the shared libraries needed by Kerberos 5. If you are using
Kerberos, you need to install this package.

[ root @hel 5d sbin] #

Configure Apache HTTP Server 2.2 for SSO on RHEL 5

The following instructions demonstrate how to configure Likewise and Apache for SSO on a Red Hat
Enterprise Linux 5 computer. The steps vary by operating system and by Apache version. Ubuntu, in
particular, usesapache?2 instead of ht t pd for commands, the name of the daemon, the configuration
directory, the name of the configuration file, and so forth.

Important: Configuring web serversis complex. Before you deploy your configuration to a production
web server, implement and test it in atest environment. More: Before you change your web server's
configuration, read and understand the Apache HTTP Server documentation at http://httpd.apache.org/
docs/ and the mod_auth_kerb documentation at http://modauthkerb.sourceforge.net/configure.html.
Before you change afile, make a backup copy of it.

1. Determine whether your Apache server is 2.0 or 2.2 by running the following command:
httpd -v

Server version: Apache/2.2.3
Server built: Nov 29 2006 06:33:19

2. Edit your Apache configuration file--/ et ¢/ ht t pd/ conf/ htt pd. conf -- to add adirectiveto
load the Likewise aut h_ker b_nodul e for your version of Apache. Since my Red Hat computer
isrunning Apache 2.2.3, | have added the 2.2 version of the module to the list after the other aut h
modules (which were already listed in thefile):

LoadModul e aut h_basi ¢c_nodul e nodul es/ nod_aut h_basi c. so
LoadModul e aut h_kerb_nodul e -/opt/|ikew se/ apache/ 2. 2/
nod_auth_kerb. so

3. In/etc/ httpd/ conf/httpd. conf, configure authentication for a directory and then restart the
web server; example:

<Directory -"/var/ww htm /secure">
Options I ndexes MiultiViews Fol |l owSynii nks
Al l owOverri de None

Order deny, al | ow

Deny from all

Al low from 127.0.0.0/255.0.0.0 -::1/128
Aut hType Ker ber os

Aut hName -"Kerberos Logi n"

Kr bAut hReal ms LI KEW SEDEMO. COM

236



Using Likewise for Single Sign-On

Kr b5Keyt ab -/etc/apache2/ http. ktb
Requi re vali d-user
</Directory>

Tip: You can require that a user be a member of a security group to access the Apache web server
by replacing Requi re val i d- user withRequi re group nane- of - your - group, as
shown in the example below. To control group access by requiring group membership, however, you
must first install and load nod_aut h_pam for instructions on how to set up nod_aut h_pam
see http://pam.sourceforge.net/mod_auth pam/install.html. (Because nod_aut h_pamis no longer
maintained, you should consider using mod_aut hz_uni xgr oup instead; see the instructions later
in this section.)

<Directory -"/var/ww/ htm /secure">
Options I ndexes MultiViews Fol |l owSynii nks
Al'l owOverri de None

Order deny, al | ow

Deny from all

Allow from 127.0.0.0/255.0.0.0 -::1/128
Aut hType Ker ber os

Aut hName -"Kerberos Logi n"

Kr bAut hReal nms LI KEW SEDEMO. COM

Kr b5Keyt ab -/etc/apache2/ http. ktb

Requi re group |inuxfulladm ns
</Directory>

. Configure your web server for Secure Socket Layer (SSL). For instructions, see the Apache HTTP
Server documentation.

Important: If SSO fails and you have not turned on SSL, your server will prompt you for an 1D
and password -- which will be sent in clear text. SSL encrypts all data that passes between the
client browser and the web server. SSL can also perform Basic Authentication in a secure fashion,
providing afallback mechanism in the event that Kerberos authentication fails. Using SSL is
especialy important if the protected web site al so needs to be accessible from outside the corporate
network. For more information, see http://modauthkerb.sourceforge.net/configure.html.

. In Active Directory, create a user account for the Apache web server in the same OU (or, with
Likewise Enterprise, cell) to which the Linux computer hosting the web server isjoined. Set the
password of the user account to never expire. In the examples that follow, the user account for my
Apache web server isnamed ht t pUser .

. On the domain controller, create an RC4-HMAC keytab for the Apache web server by using
Microsoft's ktpass utility. For information on ktpass, see http://technet.microsoft.com/en-us/library/
CC776746.aspx. The keytab that you must create can vary by Windows version.

Example:

C.\ >kt pass -/out keytabfile -/princ HITP/

rhel 5d. | i kewi sedenp. com@.| KEW SEDEMO. COM -/ pass Ski Al t a2008 -/
mapuser |ikew sedenp\httpUser -/ptype KRB5_ NT_ PRI NClI PAL
Targeting domain controller: steveh-dc.!likew sedenp.com

Usi ng | egacy password setting nethod

Successful |y mapped HTTP/rhel 5d. | i kewi sedenp. comto httpUser.
Key cr eat ed.

Qut put keytab to keytabfile:

Keytab version: 0x502
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keysi ze 80 HTTP/rhel 5d. | i kew sedeno. coma.l| KEW SEDEMO. COM pt ype
0 (KRB5_NT_UNKNOWN) vno 3 etype 0x17 (RC4-HVAC) keyl ength 16
(0x2998807dc299940e2c6c81a08315¢c596)

Note: On Windows 2000, do not specify the domain name as part of the/ napuser parameter; just
enter the name of the user.

7. Use secure FTP or another method to transfer the keytab file to the Linux computer that hosts your
Apache web server and place the file in the location specified in your <Di r ect or y> configuration
inht t pd. conf . For example, using the configuration shown in Step 3 above, the keytab file would
beplacedin/ et c/ apache2/ htt p. kt b.

8. Set the permissions of the keytab file to be readable by the ID under which the Apache web server
runs and no one else.

Important: The Kerberos keytab file is necessary to authenticate incoming requests. It contains an
encrypted, local copy of the host’s key and, if compromised, might allow unrestricted accessto the
host computer. It istherefore crucial to protect it with file-access permissions.

Control Group Access with mod_authz_unixgroup

Instead of using the nod_aut h_pam which is no longer maintained, you can require that a user be
amember of a security group to access the Apache web server by using mod_aut hz_uni xgr oup.
First, install mod_aut hz_uni xgr oup:

yuminstall httpd-devel

wget http://nod-aut h- ext ernal . googl ecode. conf fil es/
nod_aut hz_uni xgroup-1.0.2.tar. gz

tar --xzvf nod_aut hz_uni xgroup-1.0.2.tar.gz

cd nod_aut hz_uni xgroup-1. 0. 2

apxs --c¢ nod_aut hz_uni xgroup. ¢

apxs --i --a nod_aut hz_uni xgroup.|a

Then,in/ etc/ httpd/ conf/httpd. conf,replace Requi re val i d-user with
Aut hzUni xgr oup on and Requi re group name- of - your - gr oup:

<Directory -"/var/ww/ htm /secure">

Kr bAut hReal ns LI KEW SEDEMO. COM

Kr b5Keyt ab -/etc/apache2/ http. ktb
Aut hzUni xgr oup on

Requi re group linuxfulladm ns
</Directory>

For more information, see the documentation for rod_aut hz_uni xgr oup.

Configure Firefox for SSO

To set up Firefox for single sign-on, you must turn on the Simple and Protected GSS-API Negotiation
Mechanism, or SPNEGO, to negotiate authentication with Kerberos.

1. Open Firefox.
2. Inthe Go box, typeabout : confi g, and then click Go.

3. IntheFilter box, typeuri s.
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& sbcutcenfig - Mezills Firefox e = R
Fde Edit View Himtory Boclovarks Tock Hep

Back = F - Pelosd 1 Heme | ] sboutconfig v Go :ﬂ,‘ ¢ Search

Getting Started  Labest Headlines

Filter: | whis Shey All
Prefentnot Name T Sawtus Type Wl ]
networantomatic-mimeathtrygted-uns  default  string

rietwarknégotiste-puth. delegation-uris defadt  stnng

mebworcnegotiabe-puth. tramted yeg defalt  string

Done

4. Double-click network.negotiate-auth.trusted-uris, enter acomma-separated list of URL prefixes
or domains that are permitted to engage in SPNEGO authentication with the browser, and then click
OK. Example:

Enter string value [eE3m]

[ % netwerk.negotiate-auth.trusted-uris

h'q.-‘u:lc rmain.com, https:y//myotherdemain.com

l Ok J | Cancel

5. Double-click network.negotiate-auth.delegation-uris, enter acomma-separated list of the sites for
which the browser may delegate user authorization to the server, and then click OK.

For more information on how to configure Firefox, see http://grolmsnet.de/kerbtut/firefox.html.

6. To negotiate with your web server through the GSSAPI by using NTLM as the preferred
authentication protocol on aMac OS X computer, you must also modify the GSS preferences as
follows. To find the preferences, type gss into Firefox's filter box:

networ k. negoti ate-auth.gsslib wuser set string -/opt/likew se/lib/
i bgssapi _krb5.2.2.dylib

net wor k. negot i at e- aut h. usi ng-native-gsslib user set bool ean

fal se

- -

@ abcutconfig - Mozika Firefox = B B
- | g | ekcatconfig & - M- Gongle 2
& Mot Nisited | | Getting Started 5 Latest Hieadlines
|"-_,' Bug 12656 — Defpalt log ot Ampdiwie. = albowboonfig - |
Fiten gz "
Preference Flame ~ Staus  Type  Velue m
riebwert. negobute-auth.gsdib clefault  string

Ifr:h-.-:h'l.nag-:twt-amh.usﬂg-rmre--;x-llb defoutt  bodlean frue
|
|
|

| Dome

(S )
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Configure Internet Explorer for SSO

Here's how to configure Internet Explorer 7.0 to use SPNEGO and Kerberos. The settings for other
versions of |E might vary; see your browser's documentation for more information.

1. Start Internet Explorer 7.0.
2. Onthe Tools menu, click Internet Options.

3. Click the Advanced tab and make sure that the Enable Integrated Windows Authentication box is
sel ected:

n

Internet Options 7=
.- General |‘S¢-::.m:y EF'n'.-u:.r ] Content |E-nrr-¢cum= [F'fnqrm Advanced |
Sattings

fli Sacurity -
Aoy active content from CDs to run on My Compurter®
| Alow active content to run in Sles on My Computer™
| Allow software to run or install even if the signature is inv.
| Check for pubksher's certificate revocation
|| Check for server certificate revocation™
| Chedk for signatures on downloaded programs
Do mot save encrypted pages o dsk
| Empty Temporary Internet Fies folder when browser is de
W] Enable Integrated Windows Authentication™
|| Enable natve XMLHTTP suppart
- -‘.’ Phichi ng Elter
Digable Phiching Filter
4 in 3
"Takes affect after you restart Inbemet Explorsr

|r Restore advanced settings ]

Resat Internat Explorer sattings
Delates all temporary files, disables browser ———
ddd-ons, and resets Ml the dhanged setbings.

You should only wss this if your browsar is in an unusable state.,

ok ) [ cancel | [ acoly

4. Click the Security tab.
5. Select azone -- for example, Local intranet -- and then click Custom level.
6. Inthe Settings list, under User Authentication, click Automatic logon with current user name

and password for atrusted site, or Automatic logon only in Intranet zone for a site you added to
IE'slist of Intranet sites. For more information, see your browser's documentation.
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-

Security Settings - Local Intranet Zone =i
Settings

Disabile -
@ Enable
& | Aow wisbsites to prompt for information using soripted windt
Disable
2 Enapie
L] Seripting of Java aoplets
Crsabie
@ Enable
Prompt
82, User Authentication
82, Logon
Anonymaus agon
Automatic logen only in intranet zone
@ Automatic loges with current user nasne sad passord
Prompt for user name and password

L i} ]
*Takes affect after you restart Internet Explorer
Resel custom settings

Foesat bo: iedim Sow (gefaut) - | Rezat,..

oK [ cancal

7. Return to the Security tab for Internet Options and set your web server as atrusted site.

8. Restart Internet Explorer.

Troubleshooting

The following tools can help diagnose problems with K erberos authentication.

Apache Log File

The location of the Apache error logs is specified in the Apache configuration file under the Er r or Log
directive. Here's an example directive from/ et ¢/ ht t pd/ conf / ht t pd. conf on RHEL 5:
ErrorLog | ogs/error_Iog

The Microsoft Kerbtray Utility

The Microsoft Kerbtray.exe utility, part of the Windows 2000 Resource Kit, can verify whether Internet
Explorer obtained a Kerberos ticket for your web server. Y ou can download the utility at the following
URL:

http://ww.microsoft.com/downl oads/detail s.aspx familyid=4E3A 58B E-29F6-49F6-85BE-
E866A FBE7A88& displaylang=en

Klist

You can usetheKlist utility in/ opt /| i kewi se/ bi n/ kli st to check the Kerberos keytab file
on aLinux or Unix computer. The command shows all the service principal tickets contained in the
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keytab file so you can verify that the correct service principal names appear. Confirm that HT TP/
nyser ver @ADOVAI N. COMand HTTP/ nyser ver . nydomai n. com@iDOVAI N. COMappear in
thelist. It is normal to see multiple entries for the same name.

Example:
klist --k krb5_nyserver. keytab
Keyt ab name: FILE: krb5_nyserver. keyt ab

KVNO Pri nci pal

6 HITP/ nyser ver @WDOVAI N. COM
6 HITP/ nyser ver @WDOVAI N. COM
6 HTTP/ nyser ver @WDOVAI N. COM
6 HITP/ nyserver. mydonmai n. comavyDOVAI N. COM
6 HITP/ nyserver. mydonmai n. comavyDOVAI N. COM
6 HITP/ nyserver. mydonmai n. comavyDOVAI N. COM

If your service principal names are incorrect, generate a new Kerberos keytab file.

Common Problems

Authentication problems can be difficult to diagnose. First, check all the configuration parameters,
including the validity of the keytab file. Second, make sure none of the common problems listed in the
following table are sabotaging authentication.

Problem Solution

The system's clock is out of sync. The Kerberos standard requires that system clocks
be no more than 5 minutes apart. Make sure that
the system clocks on the Active Directory domain
controller, the Linux or Unix web server, and the
client are synchronized.

The user accessing the web site is not on the If Kerberos ticket was obtained on the client or the
requirelist user correctly entered his credentials during the
Basic Authentication prompt, it might be because
authentication worked but the authorization failed.
If s0, the Apache error_log will contain aline like
this:

access to / failed, reason: user
MYDOVAI N\ \ user not al | owed access

Add theuser tother equi r e user directive
or add the user’sgroup to ther equi re gr oup
directive.

The user accessing the web siteislogged onthe | If the client user islogged on a domain different
wrong domain. from the domain of the web server, one of two
things will happen:
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1. If the Kr bMet hodK5Passwd directive is set
to on, or was not specified and thus defaults to
on, the user will be prompted for credentials.

2. If Kr bMet hodK5Passwd isset to
of f , authentication will fail and the
Aut hori zati on Requi r ed pagewill be

displayed.

Internet Explorer does not consider the URL to be
part of the Local Intranet zone or the Trusted sites.

This problem commonly occurs when the web
siteis accessed by using a URL that includes

the full domain name, suchashtt ps://
nyserver . mydomai n. com Internet Explorer
tries to obtain Kerberos tickets only for web sites
that arein the Local Intranet zone.

Try to access the web site by using only the server
name, for examplehtt ps: // myser ver.

Or, you can add the URL to alist of Local Intranet
sites or the trusted sites by changing your options
in Internet Explorer.

The service principal name of the web siteis
mapped to more than one object in the Active
Directory.

Although this problem israre, it is difficult to
diagnose because the error messages are vague.
The problem can occur after the ktpass utility was
used repeatedly to generate a Kerberos keytab file
for the web server.

To check for this problem, log on your Active
Directory domain controller and open the
Event Viewer. Look for an event of type=Error,
source=KDC, and event ID=11. The text of the
event will be similar to the message below:

There are multiple accounts with
nane HTTP/ nyserver. nydonai n. com of
type DS_SERVI CE_PRI NCl PAL_NAME.

To fix the problem, find the computer or user
objects that were used to map the service principal
name in Active Directory and then use the

ADSI Edit to manually remove the “HTTP/
myserver.mydomain.com” string from the
servicePrincipal Name object property.

Below the table is a screen shot that provides an
example of how to find an object named HT TP by
using Ldp:
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.., Idap://steveh-dc.likewisedemo.com/DE=likes =101 =]
Cornection Browse Yiew Options  LEilities Help
Base D |DE=ervdcsedemn,DC=mm j

Fiter: |ser\riceF“|hcipaIName=h1lp'

 Scope:;
" Base " Qnelevel @ Sublres

Eun I
0 picns Close

**Searching...

Idap_search_s(ld, "DC=likewisedemo,DC=com"’,
2, "servicePrincipalName=http™", attrList, 0,
&msg)

Result <0 [null)

Matched DNs:

Getting 1 entries:

»» Dn: CN=http
juser,CN=Users,DC=likewisedemo,DC=com
4> objectClass: top; person;
|organizationalPerson; user;

1> cn: hitp user;

1> distinguishedName: CN=hitp
juser,CN=Users,DC=likewisedemo,DC=com;
1> name: http user;

1> canonicalName:
flikewisedemo.comfUsersfhitp user:

Ready =

e

21.4.1. Kerberos Library Mismatch

Problem: Because some operating systems, such as the 64-bit version of Red Hat Enterprise Linux 5,
use an outdated versionof / 1 i b/ | i bcom_er r . so, the Likewise authentication agent cannot the
locate the proper system library, leading to an error that looks like this:

httpd: Syntax error on line 202 of -/etc/httpd/conf/httpd.conf:
Cannot | oad -/opt/likew se/ apache/ 2.2/ nbd_auth_kerb.so into server:
/opt/likew se/lib/libcomerr.so.3: synbol krb5int_strlcpy, version
kr b5support 0O M T not defined in file |ibkrb5support.so.0

with Iink tinme reference

Solution: Force the ht t pd daemon to use the Likewise krb5 libraries by opening the startup script for
the Apache HTTP Server --/ et ¢/ i ni t . d/ htt pd -- and adding the path to the Likewise Kerberos
libraries on the line that starts Apache. The line that starts the daemon can vary by operating system.
Example on a 64-hit system:

LD LI BRARY_PATH=/ opt/|ikew se/lib64 LANG=$HTTPD LANG daenon $htt pd
$OPTI ONS

On a 32-hit system, the path would look like this:
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/opt/likew se/lib

Note: This modification changes the version of the Kerberos libraries that are used by the Apache HTTP
Server. The change might result in compatibility issues with other modules of Apache that use Kerberos.

21.5. Configure a Java Application Server for
SSO

This section describes how to set up Likewise and a Java web server to provide secure single sign-on
through Active Directory with Integrated Windows Authentication. The instructions use Apache Tomcat
as an example to demonstrate how to implement single sign-on with servlet authentication filters.
Because servlet authentication filters are a generic Java technology common to most Java application
servers, the procedureis similar for other Java application servers, such as JBoss. The instructions
assume that you know how to configure Active Directory, Tomcat, and computers running Linux.

Before you can integrate Likewise 6.1 with a Java application servers, you must install a separate
application integration package, which you can download for free from the Likewise web site by
registering to download Likewise Open. (The name of the application integration package |ooks like
this: Li kewi seAppl nt egration-6.1.0.8656-1i nux-i 386-rpm sh.)

Once you have installed the application integration package, here's how to configure your Tomcat server
for SSO with Likewise. This section assumes you have installed Likewise 6.1 or later on the computer
running the Java application server and have joined the server to an Active Directory domain.

Requirements

* Root access to the Linux or Unix compulter.

* TheLinux or Unix computer isjoined to Active Directory with Likewise 6.1.

» TheLinux or Unix computer is running Apache Tomcat Server version 5.5 or 6.0.
» Theserver isrunning JRE 1.5.0 or higher.

e The Likewise application integration package isinstalled.

Important: Configuring Java application serversis complex. Before you deploy your configuration to
aproduction web server, implement and test it in atest environment. More: Before you change your
application server's configuration, read and understand the Apache Tomcat documentation. Before you
change afile, make a backup copy of it.

Components

The following Likewise components relevant to Apache integration areinstalled at / opt / | i kewi se/

{l'ib, 'ib64}:

Component name Description

Iwjplatform.jar Likewise Platform Library

Iwservlets.jar Likewise authentication modules, including
Servlet Filter and JAAS Module.

Iwtomcat.jar Likewise authentication modules specific to
implementing the Tomcat authentication valve.
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jnajar Java Native Access Library patched for UCS-2
support.

commons-codec-1.4.jar Base64 and other encoding routines

commons-net-2.2.jar Network utilities

Install the Authentication Components

The components from the integration package must be installed. Typically, an Apache Tomcat
installation uses the following environment variables:

Environment Variable Value
CATALINA_HOME DIR Jusr/share/tomcat5 or /usr/share/tomcat6
CATALINA BASE DIR Ivar/libtomcat5 or /var/lib/tomcat6

For the servlet filter and the required JAAS module, you must install the following componentsin
${ CATALI NA_HOME_DI R}/ webapps/ <web application>/1i b:

I wservlets.jar, Iwjplatformjar, jna.jar,
commons-codec-1.4.jar, conmpbns-net-2.2.jar

Symboalic links can be created to these jar files from the target directory.

Generate Kerberos Keytab File

The Kerberos keytab file is necessary to authenticate incoming reguests. It contains an encrypted,

local copy of the host’s key. If compromised may allow unrestricted access to the host computer. It is
therefore important to protect it with file access permissions. The file must be readable by the user group
under which the Apache Tomcat server isrunning, typically t oncat on most Linux systems.

Next, you must get the server name of the web site that will require authentication. If you don’t know
the server name, try doing areverse DNS name lookup on the IP address of the host or just use the
hostname of the Linux or Unix system.

Y ou will also need to know the full domain name of the domain to which the Linux or Unix systemis
joined.

Finally, you will need to figure out where to save the generated keytab file.

The steps below use a sample Apache user account name named t ontat , a sample server name of
nyser ver , asample full domain name of MYDOVAI N. COM and a sample Kerberos keytab file named

[ etc/ krb5_nyserver. keyt ab. You must substitute the correct names from your system and
configuration.

1. Set the KRB5_KTNAME environment variable to point to the Kerberos keytab file to be generated.
This can be set in the tomcat init script at /etc/init.d/tomcat:

# export KRB5_KTNAME=FI LE: /et c/ krb5 nyserver. keyt ab

2. Select auser in Active Directory. If you create a user, make sure to set the password for the user
account to never expire. Also make sure “Use DES Encryption types for this account” is not checked
in the user account propertiesin Active Directory. In this example, we are using the following user:
MYDOVAI N\ t ontat

3. Generate keytab entry on your Windows domain controller for the default HTTP service principal:
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# kt pass
-/ out c:\krb5_nyserver. keyt ab
-/ pType KRB5_NT_PRI NCI PAL
-/crypto RCA- HVAC- NT
-/ princ HTTP/ nyser ver . mydomai n. comavyDOVAI N. COM
-/ mapuser tontat @WDOVAI N. COM
-/ mapop set
-/ pass *

4. Change the group ownership of the keytab file:

# chown tontat:tonctat /etc/ krb5 myserver. keytab
5. Set appropriate file permissions of the keytab file:

# chnod 600 /etc/krb5_myserver. keyt ab

6. If you choose not to create a separate keytab and the Tomcat server processis running in the context
of the local tomcat user, you must provide read access to the default keytab file (typically at/ et ¢/
kr b5. keyt ab) to thelocal tomcat user:

# chgrp tontat -/etc/krb5. keytab
# chnod g+r -/etc/krb5. keytab

Modify the Web Application Configuration File

The only configuration that remains isto modify the Apache Tomcat configuration file -- web. xm --
by adding directives in each application container that is to be protected. Remember to replace/ et c/
kr b5_nyserver . keyt ab with your own keytab file name and replace MYDOVAI N with your short
domain name. Servlet filters can be applied only to specific web applications.

Include the following configuration in theweb. xn for the web application requiring authorization:

<filter>

<filter-name>Li kewi seAut h</filter-nanme>

<filter-
cl ass>com | i kewi se.auth.filter.spnego. Li kew seNegotiateFilter</filter-
cl ass>

<init-paranp
<par am nane>deny-r ol e</ par am nane>
<par am val ue>MyYDOVAI N\ guest s</ par am val ue>
</init-paranp
<init-paranp
<par am nane>al | ow r ol e</ par am nane>
<par am val ue>MYDOVAI M\ dorai n*user s</ par am val ue>
</init-paranp
<init-paranp
<par am nane>r enot e- addr ess- accept-filter </ param nanme>
<par am val ue>10. 100. 0. 0/ 24</ par am val ue>
</init-paranp
<init-paranp
<par am nane>r enot e- addr ess- accept-filter </ param nanme>
<par am val ue>10. 100. 1. 0, 255. 255. 255. 0</ par am val ue>
</init-paranp
</filter>
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<filter-mappi ng>

<filter-name>Li kewi seAut h</filter-nanme>
<url-pattern>/*</url-pattern>
</filter-nmppi ng>

The configuration above ensures that only users who are in the MYyDOMVAI N\ dormai n*user s group
can access the web pages from this application. Users who belong to the MYDOMVAI N\ guest s group
will be denied access. It is possible to configure multiple deny and allow roles. The user is checked for
membership in the deny roles before being checked in the allow roles.

Ther enot e- addr ess- accept -filt er configuration parameter can be used to specify IP
addressesin the CIDR format or by using an IP Address, Subnet mask format. If this configuration is
specified, the servlet performs authentication only on requests whose remote |P Addressisin the range
of one of the permitted addresses.

Protect the Web Pages

When trying to protect the web pages in aweb application, the corresponding web. xm file should
include the following configuration to protect al the web pages so they are accessible only to users who
belong to the MYDOVAI N\ donai n*user s group.

<security-rol e>
<r ol e- nanme>MYDOVAI N\ donmai n*user s</r ol e- nane>
</security-role>

<security-constraint>
<di spl ay- name>Li kewi se Security Constraint</displ ay-nane>
<web-resource-col |l ecti on>
<web-r esour ce- nane>Pr ot ect ed Area</web-resource- nane>
<url-pattern>/*</url-pattern>
</ web-resource-col |l ecti on>
<aut h-constrai nt >
<r ol e- name>MYDOVAI N\ donmai n*user s</r ol e- nane>
</ aut h-constrai nt >
</ security-constraint>

Likewise supports programmatic security. In addition, Likewise extends the standard Principal class.
Once arequest has been authenticated, you can get access to the additional principal information like
this:

Principal p = request. getUserPrincipal();

[f(p -!'= null)
Li kewi seUser |wUser = (Likew seUser) p;

Configure the JAAS Module

Likewise depends on the JAAS module: To integrate Likewise with ayour servlet filters, the JAAS
moduleis required. Here's how to set up the JAAS module to complete the integration of your Java
application server with Likewise.

1. Createafilenamed/ opt /| i kewi se/ share/ confi g/ aas. pol i cy and add the following
linestoit:

grant Principal * * {
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perm ssion java.security. All Permssion -"/*";

-}

Create afilename/ opt /| i kewi se/ shar e/ confi g/l ogi n. conf and add the following
linestoit:

Jaas {
com | i kew se. aut h. j aas. Li kewi seLogi nModul e
sufficient;

-}

. Include the above files in your Tomcat startup environment, using the following variables as part of
CATALI NA_OPTS:

--D ava.security.auth.login.config=/opt/likew se/share/
confi g/l ogin. conf

--D ava.security.auth. policy=/opt/likew se/share/config/
j aas. policy

. Add the following configuration to ${ CATALI NA_BASE_DI R} / webapps/ <web
appl i cati on>/ WEB- | NF/ web. xm :

<l ogi n-confi g>
<aut h- met hod>BASI C</ aut h- net hod>
<r eal m nane>Jaas</r eal m nane>
</l ogi n-confi g>

<security-role>
<r ol e- name>MYDOVAI N\ donmai n*user s</r ol e- nane>
</security-rol e>

<security-constraint>
<di spl ay- name>Li kewi se Security Constraint</display-
nane>
<web-resource-col | ecti on>
<web- r esour ce- nane>Pr ot ect ed Ar ea</web-resource-
nane>
<url-pattern>/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- name>MYDOMAI N\ donai n*user s</r ol e- nane>
</ aut h-constrai nt >
</ security-constraint>

. Add the following configuration to ${ CATALI NA BASE DI R} / webapps/ <web
appl i cati on>/ META- | NF/ cont ext . xm to add arealm named Jaas and to protect all the
pages accessible by AD domain users:

<Cont ext >
<Real m cl assNanme="or g. apache. cat al i na. r eal m JAASReal ni
appNanme="Jaas"
user C assNanes="com | i kewi se. aut h. Li kewi seUser"
rol eCl assNanes="com | i kewi se. aut h. Li kewi seG oup"
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useCont ext Cl assLoader ="f al se"
debug="true" -/>
</ Cont ext >

Restart the Tomcat Server

Finally, restart the Tomcat server:

/etc/init.d/tontat restart

Set Up Firefox and Internet Explorer for SSO

Follow the directions in the following sections and then you're ready to use your Java web application
for SSO with Likewise:

Configure Firefox for SSO

Configure Internet Explorer for SSO

Troubleshooting

In the case of an authentication failure, the Apache Tomcat log file may contain information to help
solve the problem. The Tomcat logs are typically located under ${ CATALINA_HOME_DIR}/logs. Itis
possible to set the “java.security.debug” variable in the Tomcat environment to elevate the log level and
to help check for security issues.

$SU -- $TOMCAT_USER --c -"KRB5_KTNAME=/ et c/ keyt ab. | i kewi se
CATALI NA OPTS=-Dj ava. security. debug=access, failure
$TOMCAT _SCRI PT start" >> $TOVMCAT LOG 2>&1

21.6. Examples

To view sample code that shows you how to use Likewise for single sign-on with protocols such as FTP
and Telnet, see Single Sign-On Examples.
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Chapter 22. Configuring the Likewise
Services with the Registry

22.1. About the Registry

The Likewise registry is a hierarchical database that stores configuration information for Likewise
daemons, authentication providers, drivers, and other services. On Linux, Unix, and Mac computers, the
Likewise services continually access the registry to obtain settings for their parameters. The Likewise
authentication service, for example, queries the registry to determine which log level to use or which
home directory template to apply to auser. In Likewise 5.4 or |ater, the registry replaces the text-based
configuration fileslike| sassd. conf that were used in Likewise 5.3 or earlier.

When you install the Likewise agent on a Linux, Unix, or Mac computer but do not install Likewise
Enterprise on a Windows administrative workstation connected to Active Directory, you cannot
configure local Likewise settings with group policies. Instead, you must edit the local Likewise registry.
Y ou can access the registry and modify its settings by using the Likewise registry shell -- | wr egshel |
-in/opt/likew se/bin/.

This chapter describes the structure of the registry, demonstrates how to change avalue in it, and lists
the local Likewise configuration options.

Most of the registry settings can be centrally managed with group policies when you use Likewise
Enterprise; see About Group Palicies in the Group Policy Administration Guide. If you modify a setting
in the registry that is managed by a group policy, the change will not persist: It will be overwritten by
the setting in the policy as soon as the group policy object is updated, which typically takes place once
every 30 minutes. Likewise Open does not apply group policies.

22.1.1. The Structure of the Registry

The Likewise registry contains one predefined top-level, or root, key: HKEY _THI S_MACHI NE. Within
the root key, the structure of the registry is delineated by service into branches of keys, subkeys, and
values. A key issimilar to afolder; it can contain additional keys and one or more value entries. A value
entry isan ordered pair with aname and avalue. A subkey, similar to asubfolder, is simply achild key
that appears under another key, the parent. A branch describes akey and all of its contents, including
subkeys and value entries.

The upper level of the Likewise registry's hierarchical structure looks like this:

\>1Is
[ HKEY_THI S_MACHI NE]

\> cd HKEY_TH S_MACHI NE\
HKEY_THI S_MACHI NE\ > |'s

[ HKEY_THI S_MACHI NE\ Ser vi ces]

HKEY _THI S _MACHI NE\ > cd Servi ces\
HKEY _THI S _MACHI NE\ Services> | s

[ HKEY_THI S_MACHI NE\ Ser vi ces\ ]
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[ HKEY_THI S_MACHI NE\ Ser vi ces\ dcer pc]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ event | og]
[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | wi 0]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | wr eq]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ net | ogon]
[ HKEY_THI S_MACHI NE\ Ser vi ces\ npf s]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ pvf s]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ rdr]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ srv]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ srvsvc]

Each of the services corresponds to a Likewise daemon, driver, or other service. The subkeys within
each service contain value entries. A value specifies the setting for an entry, often presented under the
par amet er s key. The following output illustrates the hierarchy of keys, subkeys, and their value
entries for the upper levels of thel sass service.

[ HKEY_THI S_MACHI NE\ Servi ces\| sass\] ©

-"Argurent s" REG Sz -"/opt/likew sel/sbin/lsassd ---
sysl og" ©
- "Dependenci es" REG SZ -"netlogon Iwio lweg rdr npfs" ©
-"Description" REG SZ -"Li kewi se Security and
Aut henti cati on Subsystent
-"Pat h" REG Sz -"/opt/likew se/sbin/lsassd" O
-"Type" REG_DWORD 0x00000001 (1) ©

[ HKEY_THI S_MACHI NE\ Servi ces\ | sass\ Paraneters] O

HKEY_THI S _MACHI NE\ Servi ces\| sass> cd Paraneters
HKEY_THI S _MACHI NE\ Servi ces\ | sass\ Paraneters> |s

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ |

- "Enabl eEvent | og" REG_DWORD 0x00000000 (0) ©@
-"LogLevel " REG Sz -"error"
- "LogNet wor kConnecti onEvent s* REG DWORD 0x00000001 (1)

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ NTLM ©

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi der s]
[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ RPCSer ver s]

O Thekey for thelsass service. Lsassis the Likewise authentication and security subsystem.

® Thevaueentry for the command that is run to start the service, including command-line
arguments. For thel sass daemon, the default argument routes messages to syslod.

©®  Other servicesthat the service depends on. The Likewise Service Manager starts the dependencies
beforeit startsthe | sassd service. It isrecommended that you do not change a service's list of
dependencies or start order.

® Thesystem pathtothel sassd daemon. It is recommended that you do not change the path to a
daemon or other service.

© Thedatatype of the daemon. Its boolean value is set to the hexidecimal representation of 1, for
true: It isturned on. Data types are discussed below.

@ Thebranch for the service's parameters.

© Thevaueentry for Enabl eEvent | og. By default, thisentry is set to O, for false: It is turned off.

O Thebranch for the NTLM subkey.
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Thel sass serviceisthe primary location for configurations targeted at system administrators and
end users. It contains nearly all the configuration options for the Likewise authentication and security
service.

22.1.1.1. Additional Branches

The following branches contain a minimal set of value entries, most of which are used by their
corresponding service to function properly. It is recommended that you do not change them.

[ HKEY_THI S_MACHI NE\ Ser vi ces\ dcer pc]

"Dependenci es"=""

"Description"="Li kewi se DCE/ RPC Endpoi nt Mapper"
"Path"="/opt/likew se/sbin/dcerpcd"

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | wr eq]
"Dependenci es"=""

"Description"="Li kewi se Registry Service"
"Path"="/opt/|ikew se/sbi n/lw egd"

[ HKEY_THI S_MACHI NE\ Ser vi ces\ npf s]

"Dependenci es"="1wi o"

"Description"="Li kewi se Nanmed Pi pe Fil esystent
"Path"="/opt/likew se/lib/libnpfs.sys.so"

[ HKEY_THI S_MACHI NE\ Ser vi ces\ pvf s]

"Dependenci es"="1wi o"

"Description"="Li kewi se PCSI X VFS Fi |l esyst ent
"Path"="/opt/likew se/lib/libpvfs.sys.so"

[ HKEY_THI S_MACHI NE\ Ser vi ces\rdr]
"Dependenci es"="1wi 0"

"Description"="Li kewi se CI FS Redirector
"Path"="/opt/likew se/lib/librdr.sys.so

[ HKEY_THI S_MACHI NE\ Ser vi ces\ srv]
"Dependenci es"="Iwi o pvfs npfs |sass"
"Description"="Li kewi se CIFS Server"
"Path"="/opt/likew se/lib/libsrv.sys.so"
[ HKEY_THI S_MACHI NE\ Ser vi ces\ srvsvc]

" Dependenci es"="dcerpc Iwio srv npfs"
"Description"="Li kewi se Server Service"
"Path"="/opt/likew se/sbin/srvsvcd"

22.1.2. Data Types

The Likewise registry employs four data types to store values. The values of data types are case
sensitive. The following table lists the data types that are defined and used by Likewise. The maximum
size of akey is 255 characters (absolute path).

Name ‘Data Type Description
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Binary Value REG_BINARY A sequence of bytes. Displayed
in the registry shell in
hexadecimal format. The
maximum size is 1024 bytes.
DWORD Vaue REG_DWORD Data represented by a 32-bit

integer. Parameters and services
aretypically set asthis datatype.
The values are displayed in the
registry shell in hexadecimal

and decimal format. When a
parameter isturned off, it is set to
0; when a parameter is turned on,
itissettol1.

Multi-String Vaue

REG_MULTI_SZ

A multiple string. Values that
include lists or multiple values
typically use this data type.
Vaues are stringsin quotation
marks separated by spaces. In an
import of aLikewiseregistry file,
the multi-string values typically
containansza: prefix. Inan
export of the registry, the multi-
string values typically contain an
hex(7): prefix. The maximum
sizeof aREG MULTI _SZis
1024 bytes, total, not each string
in the multi string. There are,
however, null bytes between
strings that contribute to the
count, so the actual byte count is
dightly less.

String Vaue

REG_SZ

A text string. The maximum
sizeof aREG_SZ valueis 1023
characters (1024 bytes, including
the null terminator).

22.2. Modify Settings with the lwconfig Tool

To quickly change an end-user setting in the registry that is not managed by a group policy, you can run
the lwconfig command-line tool as root:

/opt/likewise/bin/lwconfig

The syntax to change the value of a setting isas follows, whereset t i ng isreplaced by the registry
entry that you want to change and val ue by the new value that you want to set:

/opt/likew se/bin/lwonfig setting val ue

Here's an example of how to use Iwconfig to change the AssuneDef aul t Donai n setting:

[root@hel 5d bin]# -./lwconfig ---detail
Nane: AssuneDef aul t Domai n

AssuneDef aul t Domain @
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Description: Apply domain nane prefix to account name at |ogon
Type: bool ean

Current Value: false

Accepted Val ues: true, false

Current Value is determ ned by | ocal policy.

[root @hel 5d bin]# -./lwonfig AssunmeDefaul t Domain true &

[root@hel 5d bin]# -./lwconfig ---show AssuneDef aul t Domain ©
bool ean

true

| ocal policy

O Usethe--detail optiontoview the setting's current value and to determine the values that it
accepts.

® Setthevauetotrue.

® Usethe- - showoption to confirm that the valuewassettot r ue.

To view the registry settings that you can change with lwconfig, execute the following command:
/opt/likew se/bin/lwonfig --1ist

Y ou can aso import and apply a number of settings with asingle command by using the--fi l e
option combined with atext file that contains the settings that you want to change followed by the
values that you want to set. Each setting-value pair must be on asingle line. For example, the contents of
my flat file, named newRegi st r yVal uesFi | e and saved to the desktop of my Red Hat computer,
looks like this:

AssuneDef aul t Dormai n true

Requi reMenmber shi pOf -"1i kew sedeno\\ support” -"likew sedeno\
\ dorai n*admni ns"

HormeDi r Prefi x -/ home/l udwi g

Logi nShel | Tenpl ate -/ bash/sh

To import the file and automatically change the settings listed in the file to the new values, | would
execute the following command as root:

/opt/likew se/bin/lwonfig --file /root/Desktop/ newRegi stryVal uesFil e

Another Example

Here's another example of how to use lwconfig to find a setting and change it. Let's say you want to
view the available trust settings because you know there are inaccessible trustsin your Active Directory
network and you want to set Likewise to ignore all the trusts before you try to join adomain.

To do so, usegr ep withthel i st option:

/opt/likewise/bin/lwconfig --list | grep -i trust

The results will ook something like this:

Domai nManager | gnor eAl | Trust s

Domai nManager | ncl udeTr ust sLi st
Domai nManager Excl udeTr ust sLi st
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22.3.

Next, usethe det ai | s option to list the values that the Donai nManager | gnor eAl | Trust s
setting accepts:

[root @hel 5d bin]# -./lwonfig ---details Domai nManager| gnoreAl | Trusts
Nane: Domai nManager| gnoreAl |l Trusts

Description: Wen true, ignore all trusts during domain enuneration
Type: bool ean

Current Value: false

Accepted Val ues: true, false

Current Value is determ ned by | ocal policy.

Now change the setting to t r ue so that Likewise will ignore trusts when you try to join a domain.
[root @hel 5d bin]# -./lwonfig Domai nManager | gnoreAl |l Trusts true
Finally, check to make sure the change took effect:

[root @hel 5d bin]# -./lweonfig ---show Domai nManager | gnor eAl | Trust s
bool ean

true

| ocal policy

In the example output that shows the setting's current values, | ocal pol i cy islisted -- meaning that
the policy is managed locally through | wconf i g because a Likewise Enterprise group policy is not
managing the setting. Y ou cannot locally modify a setting that is managed by a group policy.

For more information on the arguments of lwconfig, run the following command:

/opt/likewise/bin/lwconfig --help

Gain Access to the Registry

Y ou can access and modify the registry by using the registry shell -- 1 wr egshel | --in/ opt/
I i kewi se/ bi n. The shell worksin away that issimilar to BASH. Y ou can navigate the registry's
hierarchy with the following commands:

cd
I's
pwd

You can view alist of commands that you can execute in the shell by entering hel p:

/opt/1ikew se/bin/lwegshell
\'> help
usage: regshell [--file -| --f] conmmand_file.txt
add_key [[ KeyNane] ]
list_keys [[keyNane]]
del ete_key [ KeyNane]
del ete_tree [ KeyNane]
cd [ KeyNane]
pwd
add_val ue [[ KeyNane]] -"Val ueNane" Type -"Val ue" ["Val ue2"]

set _val ue [[KeyNane]] -"Val ueNane" -"Value" ["Value2"] [...]
list_values [[keyNane]]
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del ete_val ue [[ KeyNane]] -"Val ueNane"
set _hive H VE_NAMVE

inmport file.reg

export [[keyNane]] file.reg

upgrade file.reg

exit -| quit -| ~D

Type: REG SZ -| REG DWORD -| REG BINARY -| REG MULTI _SZ
REG DWORD and REG BI NARY val ues are hexadeci nal
Note: cd and pwd only function in interactive node
Note: HKEY_THI S MACHINE is the only supported hive
\ >

Note: In the unlikely event that you want to restore al the registry's default values, you must leave the
domain, stop al the Likewise services, manually delete/ var/1i b/ | i kewi se/ db/ regi stry. db,
and then reinstall Likewise.

22.4. Change the Value of an Entry with the
Shell

Y ou can change avauein the registry by executing theset _val ue command with the shell. The
following procedure demonstrates how to change the value of the PAM key'sLogLevel entry. The
procedure to change other keysis similar. After you modify aregistry setting for a Likewise service,
you must refresh the corresponding service with the Likewise Service Manager for the changes to take
effect.

1. With the root account, start | wr egshel | :
[opt/likew se/bin/lwegshell
2. Change directories to the location of the PAM key and list its current settings:

[root @hel 5d bin]l# -./1wegshell
\'> cd HKEY_TH S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM
HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM> | s

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM ]

- "Di spl ayMot d" REG_DWORD 0x00000001 (1)
-"LogLevel " REG SZ -"error"
-"User Not Al | onedError" REG SZ -"Access deni ed"

3. Executetheset _val ue command with the name of the value as the first argument and the new
value as the second argument:

HKEY _THI S _MACHI NE\ ser vi ces\ | sass\ Par aret er s\ PAM> set val ue
LogLevel debug

4. List the key's value entries to confirm that the value was changed:

HKEY _THI S _MACHI NE\ ser vi ces\ | sass\ Par anet er s\ PAM> | s

[ HKEY_THI S_MACHI NE\ ser vi ces\ | sass\ Par anet er s\ PAM ]
-"Di spl ayMot d" REG_DWORD 0x00000001 (1)
-"LogLevel " REG Sz - "debug"
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-"User Not Al | onedError" REG SZ -"Access deni ed"
5. Exit the shell:
HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM> qui t

6. After you change a setting in the registry, you must use the Likewise Service Manager -- | wsm-- to
force the service to begin using the new configuration. Because we changed a configuration of the
Isass service, we must refresh it by executing the following command with super-user privileges:

/opt/likew se/bin/lwsmrefresh | sass

22.4.1. Set Common Options with the Registry Shell

This section shows you how to modify several common Likewise settings by using the registry shell: the
default domain, the home directory, and the shell.

1. Asroot or with sudo, start the registry shell:
/fopt/likew se/bin/lwegshell
2. Change directories to the following location:

cd HKEY_THI S_MACHI NE\ Servi ces\ | sass\ Par anet er s\ Provi ders
\ActiveDirectory

3. Change the shell to, for example, bash:

set _val ue Logi nShel | Tenpl ate / bi n/ bash

For more information, see Set the Home Directory and Shell for Domain Users.
4. Set the option to use the default domain:

set _val ue AssuneDef aul t Domain 1
5. Leavetheshell:

qui t

6. After you change a setting in the registry, you must use the Likewise Service Manager -- | wsm-- to
force the service to begin using the new configuration. Because we changed a configuration of the
Isass service, we must refresh it by executing the following command with super-user privileges:

/opt/likew se/bin/lwsmrefresh | sass
Here's how the string of commands looks in the registry shell:

[root @hel 5d docs]# -/opt/likew se/bin/lwegshell

\> cd HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi ders
\ActiveDirectory

HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi ders
\ActiveDirectory> set_val ue AssuneDef aul t Domain 1

HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi ders

\ ActiveDirectory> set_val ue Logi nShel | Tenpl ate -/bi n/bash
HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ Provi ders
\ActiveDirectory> quit
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[root @hel 5d docs]# -/opt/likew se/bin/lwsmrefresh |sass

22.5. Change the Value of an Entry from the
Command Line

Y ou can aso change avalue in the registry by executing theset _val ue command from the command
line. The following code block demonstrates how to change the value of the PAM key'sLogLevel
entry without using the shell. After you modify aregistry setting for a Likewise service, you must
refresh the corresponding service with the Likewise Service Manager for the changes to take effect.

/opt/likew se/bin/lwegshell |s -"[HKEY_TH S _MACHI NE\ Servi ces\ | sass
\ Par anet ers\ PAM |
[ HKEY_THI S_MACHI NE\\ Ser vi ces\ | sass\ Par anet er s\ PAM

-"Di spl ayMot d" REG_DWORD 0x00000001 (1)
-"LogLevel " REG_Sz -"error"
-"User Not Al | onedError"” REG SZ -"Access deni ed"

/opt/likew se/bin/lwegshell set_value -'[HKEY_TH S_MACHI NE\ Servi ces
\'| sass\ Paraneters\ PAM]' LogLevel debug

/opt/likew se/bin/lwegshell |s -"[HKEY_TH S _MACHI NE\ Servi ces\ | sass
\ Par anet ers\ PAM |
[ HKEY_THI S_MACHI NE\\ Ser vi ces\ | sass\ Par anet er s\ PAM

- "Di spl ayMot d" REG_DWORD 0x00000001 (1)
-"LogLevel " REG Sz - "debug"
-"User Not Al | onedError" REG SZ -"Access deni ed"

22.6

Find a Value Entry

When you're unsure where to find a setting that you want to change, you can export the registry's
structure to afile and then search the file for the value entry's location.

Important: Y ou must export the registry as root.
1. With theroot account, start | wr egshel | :
/opt/likew se/bin/lwegshell

2. Inthe shell, executethe expor t command with the root key as the first argument and atarget file as
the second argument:

export HKEY_TH S_MACHI NE\ | wregistry.reg
Thefileis exported to your current directory unless you specify a path.

In atext editor such as vi, open the file to which you exported the registry and search for the entry
that you are want to find.

22.7. Settings in the Isass Branch

This section lists value entries in the registry's Isass branch.
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22.7.1. Log Level Value Entries

ThereisalLoglLevel valueentry under severa keys, including | sass/ Par anet er s and PAM
Although the default value istypically er r or , you can change it to any of the following values:
disabled, error, warning, info, verbose.

Locations

[HKEY_THIS_MACHINE\Services\|sass\Parameters]

[HKEY_THIS MACHINE\Services\Isass\Parameters PAM]

Value Entry

LogLevel

Example with default value:
"LogLevel "="error"

22.7.2. Turn On Event Logging

Y ou can capture information about authentication transactions, authorization requests, and other security
events by turning on event logging. For information about managing and viewing events, see Monitoring
Events with the Event Log.

Note: With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see
Turn on Event Logging with a GPO.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters]
Value Entry

EnableEventlog

Example with default value:

"Enabl eEvent | og" =dwor d: 00000000

22.7.3. Turn Off Network Event Logging

After you turn on event logging, network connection events are logged by default. On laptop computers,
computers with awireless connection, or other computers whose network status might be in flux, you
can turn off event logging so that the event log is not inundated with connectivity events.

Note: With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see
Turn Off Logging of Network Events.

Location
[HKEY_THIS MACHINE\Services\sass\Parameters]

Value Entry
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LogNetworkConnectionEvents
Example with default value:

"LogNet wor kConnect i onEvent s" =dwor d: 00000001

22.7.4. Restrict Logon Rights

With Likewise Open and Likewise Enterprise, you can require that a user be a member of a group to
log on acomputer, or you can limit logon to only the users that you specify. With Likewise Enterprise,
you can aso restrict logon rights with a Likewise group policy; see Allow Logon Rights in the Group
Policy Administrators Guide. Likewise checksr equi r e_nenber shi p_of information in both the
authentication phase and the account phase.

Location

[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

RequireM embershi pOf

Notes

Add each user or group to the value entry by using an NT4-style name (the short domain name with
the group name) or an Active Directory security identifier (SID). Aliases are not supported. The entries
must be in the form of alist of quoted entries: Each entry must be enclosed in quotation marks. A slash
character must be escaped by being preceded by a slash. Example:

"Requi reMenber shi pOf"="11i kewi sedeno\ \ support™
"li kew sedermo\ \ donmai n*adm ns" "li kew sedenp\\j oe"
"S-1-5-21-3447809367-3151979076- 456401374- 513"

Only the users that you specify and the users who are members of the groups that you specify are
allowed to log on the computer.

22.7.5. Display an Error to Users Without Access Rights

You can set Likewiseto display an error message when a user attempts to log on a computer without
the right to accessit. With Likewise Enterprise, you can manage this setting by using a Likewise group
policy; see Display a Message of the Day at Logon in the Likewise Enterprise guide.

Location
[HKEY_THIS_MACHINE\Services\|sass\Parameters\PAM]
Value Entry

UserNotAllowedError

Notes

Add the text of the error message that you want to display to the value of the entry. Example with
default value:

"User Not Al | onedError"="Access deni ed"
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22.7.6. Display an MOTD

You can set Likewise to display a message of the day. It appears after a user logs on but before the logon
script executes to give users information about a computer. The message can, for instance, remind users
of the next scheduled maintenance window.

With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see Display a
Message of the Day at Logon in the Likewise Enterprise guide.

Location in registry:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM
Value Entry

DisplayMotd

Example with the value set to 1, or true, to display a message:

"Di spl ayMot d" =dwor d: 00000001

22.7.7. Change the Domain Separator Character

The default domain separator character isset to\ . So, by default, the Active Directory group DOVAI N
\ Adni ni strat or s appearsas DOVAI N\ adni ni st rat or s ontarget Linux and Unix computers.
The Likewise authentication daemon renders all names of Active Directory users and groups lowercase.

Y ou can, however, replace the slash that acts as the separator between an Active Directory domain name
and the SAM account name with a character that you choose by modifying the Donai nSepar at or
value entry in the registry.

The following characters cannot be used as the separator:

+ aphanumeric characters -- letters and digits

- @

o #

And not the character that you used for the space- r epl acenment setting; for more information,
see Change the Replacement Character for Spaces.

Location
[HKEY_THIS_MACHINE\Services\|sass\Parameters]
Value Entry

DomainSeparator

Example entry with default value:

"Domai nSeparat or"="\\"

Notes
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In the default value, the slash character is escaped by the slash that precedesiit.

22.7.8. Change the Replacement Character for Spaces

The default replacement character is set to ~. So, by default, the Active Directory group DOVAI N

\ Dorai n User s appearsas DOVAI N\ domai n*user s on target Linux and Unix computers. You
can, however, replace the spacesin Active Directory user and group names with a character that you
choose by editing the SpaceRepl acenment value entry in the registry.

With Likewise Enterprise, you can manage this setting with a Likewise group policy; see Replace
Spaces in Names with a Character in the Likewise Enterprise guide.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters]
Value Entry

SpaceReplacement

Example with default value:

"SpaceRepl acenent " ="""

Notes

The following characters cannot be used as the separator:
» whitespace -- spaces and tabs

 aphanumeric characters -- letters and digits

- @

o\

o #

The Likewise authentication daemon renders all names of Active Directory users and groups lowercase.

22.7.9. Turn Off System Time Synchronization

With Likewise Open and Likewise Enterprise, you can specify whether ajoined computer synchronizes
its time with that of the domain controller. By default, when a computer isjoined to a domain without
using the not i nesync command-line option, the computer's time is synchronized with the domain
controller's when there is a difference of more than 60 seconds but less than the maximum clock skew,
which istypically 5 minutes. With Likewise Enterprise, you can manage this setting by using a Likewise
group policy; see Turn Off System Time Synchronization with a GPO in the Likewise Enterprise guide.

Location
[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

SyncSystemTime
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Example with default value:

" SyncSyst enili ne" =dwor d: 00000001

22.7.10. Set the Default Domain

If your Active Directory environment has only one domain, you can set Likewise to assume the default
domain, liberating users from typing the domain name before their user or group name each time they
log on a computer or switch users. With Likewise Enterprise, you can manage this setting by using a
Likewise group policy; see Prepend Domain Name for AD Users and Groups in the Likewise Enterprise
guide.

Location

[HKEY _THIS _MACHINE\Services\|sass\Parameters\Providers\ActiveDirectory]
Value Entry

AssumeDefaultDomain

Example with default value:

" AssuneDef aul t Donmai n" =dwor d: 00000000

22.7.11. Set the Home Directory and Shell for Domain
Users

When you install Likewise on aLinux, Unix, or Mac computer but not on Active Directory, you cannot
associate a Likewise cell with an organizationa unit, and thus you have no way to define ahome
directory or shell in Active Directory for users who log on the computer with their domain credentials.
To set the home directory and shell for aLinux, Unix, or Mac computer that is using Likewise Open or
Likewise Enterprise without cell, edit the value entry in registry.

If you use Likewise Enterprise to set the shell and home directory both in Active Directory and in the
registry, the settingsin Active Directory take precedence.

After you change the home directory or shell in the registry, you must clear the Likewise authentication
cache, log off, and then log on before your changes will take effect.

In the Isass branch, there are two keys that contain value entries for the home directory and shell. Oneis
for the local provider, the other isfor the Active Directory provider. Locations:

[HKEY_THIS_MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory]
[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\L ocal]

The following value entries for the home directory and shell, shown with their default settings, appear
under boththe Acti ve Di rectory andLocal provider keys:

"Logi nShel | Tenpl at e"="/bi n/ sh"
"HoreDi r Tenpl ate" ="%¥ | ocal / Y&/ %)’
"HoreDi r Prefix"="/hone"

" Cr eat eHoneDi r " =dwor d: 00000001
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Set the Shell

Under the key for a provider, modify the value of the following entry to set the shell that you want:
Logi nShel | Tenpl at e

Example with default value:

"Logi nShel | Tenpl at e"="/bi n/ sh"

Note: / bi n/ bash might not be available on all systems.

Set the Home Directory

Y ou can modify the HoneDi r Tenpl at e value entry to set the home directory that you want by using
these variables:

Variable Description

%J The default user name. It isrequired.

%D The default domain name. It is optional.

% The default home directory. It isoptional. If used,

it must be set as an absolute path. Thisvalue, if
used, istypically the first variable in the sequence.

% The hostname of the computer. It is optional.

Here's an example with all four variables set: %+ %4./ Y& %)
Example with default value:
"HoneDi r Tenpl at e" =" %+ | ocal / Y&/ %S

In the example above, the HoneDi r Tenpl at e isusing the % variable for the HorreDi r Pr ef i x to
set the user's home directory. In the example, the HomeDi r Pr ef i x isnot preceded by a slash because
the slash isincluded in the default HonmeDi r Pr ef i x to ensure that the path is absolute. By default,
the 9% variable automatically changes to be compatible with the operating system to generate a home
directory path. On Solaris, for example, the % variable mapsto/ export/ home. On Mac OS X it
mapsto/ User s; on Linux, it mapsto/ hone.

Optionally, you can set the HorreDi r Pr ef i x by changing the prefix to the path that you want.
However, the HoreDi r Pr ef i x must be an absolute path -- so you must precede it with a slash.
Example with default value:

"HonmeDi r Prefi x"="/hone"

Y ou must use the default user name variable (%4J). Y ou may specify the default domain name by using
the domain name variable (9D), but it is not required.

All the users who log on the computer by using their Active Directory domain credentials will have the
shell and home directory that you set under the Pr ovi der s\ Act i veDi r ect ory key. All the users
who log on the computer by using their local Likewise provider credentials will have the shell and home
directory that you set under the Pr ovi der s\ Local key.

Important: On Solaris, you cannot create alocal home directory in/ home, because/ hone isused by
autofs, Sun's automatic mounting service. The standard on Solarisisto create local home directoriesin /
export/ hone.
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On Mac OS X, to mount aremote home directory, you must first create the directory on the remote
server aswell asthe folders for music, movies, and so forth. See Use the createhomedir Command to
Create Home Directories and other information on Apple's web site.

Turn Off Home Directories

By default, a user's home directory is created upon logon. To turn off the creation of home directories,
change value of the following entry to O, for false:

Cr eat eHoneDi r

Example with default setting of 1, which creates a home directory:
" Cr eat eHonmeDi r " =dwor d: 00000001

See Also

Fix the Shell and Home Directory Paths

22.7.12. Set the Umask for Home Directories

Likewise presets the umask for the home directory and all the filesin it to 022. With a umask value of
022, the default file permissions for your AD user account are as follows: Read-write access for files
and read-write-search for directories you own. All others have read access only to your files and read-
search access to your directories. Y ou can, however, set the umask for home directories by modifying its
value entry in the registry.

With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see Set
Permissions with a File Creation Mask in the Likewise Enterprise guide.

Locations
[HKEY_THIS_MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory]
[HKEY_THIS_MACHINE\Services\|sass\Parameters\Providers\L ocal ]

Value Entry

HomeDirUmask

Example with default value:

"HoneDi r Unask" =" 022"

22.7.13. Set the Skeleton Directory

By default, Likewise adds the contents of / et ¢/ skel to the home directory created for a new user
account on Linux and Unix computers. Using/ et ¢/ skel or adirectory that you designate ensures
that all users begin with the same settings or environment.

On Mac OS X computers, the default skeleton directory is as follows:

Systeni Li brary/ User Tenpl at e/ Non_| ocal i zed,
/ Systeni Li brary/ User Tenpl at e/ Engl i sh. | proj

266


http://support.apple.com/kb/TA21050?viewlocale=en_US
http://support.apple.com/kb/TA21050?viewlocale=en_US
#FixShell
http://www.likewise.com/resources/documentation_library/manuals/lwe/group-policy-guide.html#AboutGroupPolicies

Configuring the Likewise
Services with the Registry

Note: With Likewise Enterprise, you can manage this setting by using a Likewise group policy.
Locations

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]

[HKEY _THIS _MACHINE\Services\Isass\Parameters\Providers\Local]

Value Entry

SkeletonDirs

Example with default value:

"Skel etonDirs"="/etc/skel"

Notes

Add the skeleton directory that you want to set to the entry. Y ou can add multiple entries, but each entry
must be enclosed in quotation marks and separated by a space.

22.7.14. Force Likewise Enterprise to Work Without Cell
Information

To use the Likewise Enterprise agent to join a Linux, Unix, or Mac OS X computer to adomain that
has not been configured with cell information, you must change the value of Cel | Support to
unpr ovi si oned. This setting, which applies only to Likewise Enterprise, forces the authentication
service to ignore the following Unix information even though it is set in Active Directory:

» Home directory

« UID

» GID

* Unix shell

Instead of using the information from Active Directory, theunpr ovi si oned value setsthe
authentication service to hash the user's security identifier and use local settings for the Unix shell and
the home directory.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]

Value Entry

CdlSupport

Notes

The value must be set as one of the following: no- unpr ovi si oned, f ul | orunpr ovi si oned.

The default isno- unpr ovi si oned, asetting that requires you to create acell in Active Directory
before you join aLikewise client to it. If you are using Likewise Enterprise with cells and you want to
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use the Unix settingsin AD, it isrecommended that you leavecel | - support set to itsdefault value
of no- unpr ovi si oned:

"CellSupport"="no-unprovisioned"

Here's an example with the value set to unpr ovi si oned to force Likewise Enterprise to ignore Unix
settings and other cell information in AD:

"CellSupport"="unprovisioned"

Setting thevalueto f ul | configures the Likewise Enterprise agent to use cell information when it
appearsin AD and local settings when no cellsarein AD:

"CellSupport"="full"

22.7.15. Refresh User Credentials

By default, Likewise automatically refreshes user credentials, but you can turn off automatic refreshes
by modifying the configuration of the Likewise authentication daemon.

Location

[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

RefreshUserCredentials

Example with default setting:

"RefreshUserCredential s"=dword:00000001

22.7.16. Turn Off K5Logon File Creation

By default, Likewise creates a .k5login file in the home directory of an Active Directory user who is
authenticated by Kerberos when logging on a Linux, Unix, or Mac OS X computer. Y ou can, however,
stop the creation of a .k5login file.

The .k5login file contains the user's Kerberos principal, which uniquely identifies the user within the
Kerberos authentication protocol. Kerberos can use the .k5login file to check whether aprincipal is
alowed tolog on asauser. A .k5login file is useful when your computers and your users are in different
Kerberos realms or different Active Directory domains, which can occur when you use Active Directory
trusts.

With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see Create
a .k5login Filein aUser's Home Directory in the Likewise Enterprise guide.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]
Value Entry

CreateK5L ogin

Example with default value:

268


http://www.likewise.com/resources/documentation_library/manuals/lwe/likewise-enterprise-guide.html#CreateK5loginFile

Configuring the Likewise
Services with the Registry

" Cr eat eK5Logi n" =dwor d: 00000001

22.7.17. Change the Duration of the Machine Password

Y ou can set the machine account password's expiration time. The expiration time specifies when a
machine account password isreset in Active Directory if the account is not used. The default is 30 days.

Active Directory handles machine accounts for Linux, Unix, and Mac in the same way as those for
Windows computers; for more information, see the Microsoft Active Directory documentation.

With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see Set the
Machine Account Password Expiration Time in the Likewise Enterprise guide.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]
Value Entry

MachinePasswordL ifespan

Example with default value, which is shown as seconds in hexadecimal format:

" Machi nePasswor dLi f espan” =dwor d: 000927c0

Notes

Setting the value to 0 disables expiration. The minimum valueis 1 hour, expressed in seconds, and the
maximum is 60 days, expressed in seconds. To avoid issues with Kerberos key tables and single sign-
on, the Machi nePasswor dLi f espan must be at least twice the maximum lifetime for user tickets,
plus a little more time to account for the permitted clock skew. The expiration time for a user ticket is
set by using an Active Directory group policy called Maximum lifetime for user ticket. The default
user ticket lifetime is 10 hours; the default Likewise machine password lifetimeis 30 days.

Check the Maximum Lifetime for a User Ticket in the Group Policy
Object Editor

1. Open the default domain policy in the Group Policy Object Editor.

2. Inthe console tree under Computer Configuration, expand Windows Settings, expand Security
Settings, expand Account Policies, and then click Kerberos policy.

=48 Computer Configuration @EnFnrce user logon restrickions
(-] Unix and Linus Settings lﬁ}ﬂr\’laximum lifetirme For service ticket

-] Software Settings
=[] Windows Settings
% Scripts (Skartup)Shutdown)

s Maximurn liFetime Far user kicket
[fi%]Maximum liFekime Far user kicket renewal
[ﬁ_ﬂr\’laximum tolerance For computer clack sync

[=-Fid Security Settings

= @ account Palicies

@ Password Palicy
I'ﬂ@ Account Lockaut Policy

-9 I

3. Inthe details pane, double-click Maximum lifetime for user ticket.
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4. Inthe Ticket expires in box, make sure that the number of hoursis no more than half that of the
Machi nePasswor dLi f espan you set in the registry.

See Also

Fix aKey Table Entry-Ticket Mismatch

22.7.18. Sign and Seal LDAP Traffic

You can sign and seal LDAP traffic to certify it and to encrypt it so that others cannot see your LDAP
traffic on your network. This setting can help improve network security.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]
Value Entry

LdapSignAndSeal

Example with default value:

"LdapSi gnAndSeal " =dwor d: 00000000

22.7.19. NTLM Value Entries

There are anumber of NTLM settings that system administrators can use to manage NTLM sessions.
Location

[HKEY_THIS_MACHINE\Services\|sass\Parameters\Providers\L ocal ]

Value Entry with Default Values

" Accept NTLM/1" =dwor d: 00000001

Location

[HKEY_THIS MACHINE\Services\Isass\ParametersNTLM]

Value Entries with Default Values

" SendNTLM/2" =dwor d: 00000000

" Support 128bi t " =dwor d: 00000001

" Support 56bi t " =dwor d: 00000001

" Support KeyExchange" =dwor d: 00000001

" Support NTLM2Sessi onSecurity"=dwor d: 00000001
" Support Uni code" =dwor d: 00000001

Each NTLM value entry is described in the following table. For additiona information, see Microsoft's
description of the LAN Manager authentication levels.

Value Entry Description
AcceptNTLMv1 Controls whether the Likewise local provider
accepts the older and less secure NTLM protocol
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for authentication in addition to NTLMv2. This
setting does not apply to the Active Directory
provider because it passes off NTLM and
NTLMv2 authentication to a domain controller
through schannel; it is the domain controller's
settings that determine which versions of NTLM
are alowed.

SendNTLMv2

Forces| sassd to use NTLMv2 rather than the
older and less secure NTLM when | sassd acts
asaclient. (Lsassd typicaly servesasan NTLM
client in relation to domain controllers.)

Support128bit and Support56bit

Control the length of the encryption key. They are
intended to serve as a mechanism for debugging
NTLM sessions. There are no corresponding
settings in Windows.

SupportK eyExchange

Allows the protocol to exchange a session

key -- Kerberos has a similar feature. During
authentication, an alternate key is exchanged

for subsequent encryption to reduce the risk of
exposing a password. It is recommended that you
use the default setting.

SupportNTL M 2SessionSecurity

Permits the client to use a more secure variation of
the protocol if the client discovers that the server
supportsit. Corresponds to asimilar setting in
Windows.

SupportUnicode

Sets NTLM to represent text according to the
Unicode industry standard. It is recommended that
you use the default setting -- which isto support
Unicode.

22.7.20. Additional Subkeys

There are additonal subkeys in the Isass branch that the Isass service uses to store information for the
Likewise application. It is recommended that you do not change these subkeys or their value entries.

* [HKEY_THIS MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory\DomainJoin

\Y ourDNSdomainName\DomainTrust]

Stores information about domain trusts.

» [HKEY_THIS MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory\DomainJoin

\Y ourDNSdomainName\ProviderData)

Stores data used by the Active Directory authentication provider.

* [HKEY_THIS MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory\DomainJoin

\Y ourDNSdomainName\Pstore]

Caches information about the computer and the user's Active Directory account, including the
machine password. The machine password is visible only to root users when they view or export the

registry.

» [HKEY_THIS MACHINE\Services\Isass\Parameters\RPCServers)
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Stores information that the system uses to execute remote procedure calls.

22.7.21. Add Domain Groups To Local Groups

This value entry controls whether the domain-join process adds domain groups to the local Likewise
groups and whether the domain-leave process removes domain groups from the local Likewise groups.
The default setting is 0, for disabled -- no domain groups are added to local groups.

When the setting is enabled, the AD group Domai n Admi ns isadded to BUI LTI N\
\ Adni ni strators,andDomai n Users isaddedtoBUI LTI N\ \ User s.

After joining or leaving a domain, you can verify that the domain groups were added to or removed
from the local groups by running thel w-1 sa enum nenber s command for the BUI LTI M
\ Adni ni st rat ors groupandthe BUI LTI N\ \ User s group.

Location
[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

AddDomainToL ocal GroupsEnabled

22.7.22. Control Trust Enumeration

Likewise includes the following settings for controlling how the domain manager component of

the authentication service enumerates trusts. The settings can help improve performance of the
authentication service in an extended AD topology. With Likewise Enterprise, you can manage these
settings with their corresponding group policies.

Important: The setting that specifies an include list is dependent on defining the setting for ignoring
all trusts: To use the include list, you must first enable the setting to ignore all trusts. The include-list
setting must explicitly contain every domain that you want to enumerate. It isinsufficient to include
only the forests that contain the domains.

For adomain that is added to the include list, Likewise triesto discover itstrust. If some of the domains
are not included in the space-separated list, the resulting trust relationships might run counter to your
intentions: The Likewise agent might process the trust as a one-way forest child trust when it is not.

Changes to the trust enumeration settings take effect when you restart either the computer or the
Likewise authentication service (I sass).

Location
[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]

Value Entries

Value Entry Description

DomainManagerignoreAll Trusts Determines whether the authentication service
discovers domain trusts.

In the default configuration of disabled, the service
enumerates all the parent and child domains as
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well asforest trusts to other domains. For each
domain, the service establishes a preferred domain
controller by checking for site affinity and testing
Server responsiveness, a process that can be slowed
by WAN links, subnet firewall blocks, stale AD
site topology data, or invalid DNS information.

When it is unnecessary to enumerate al the trusts
-- because, for example, the intended users of the
target computer are only from the forest that the
computer isjoined to -- turning on this setting can
improve startup times of the authentication service.

DomainManagerIncludeTrustsList When the setting

Domai nManager | gnor eAl | Trust s isturned
on, only the domain names in the space-separated
include list are enumerated for trusts and checked
for server availability. Each item in the list must be
separated by a space.

DomainManagerExcludeTrustsList When the setting

Domai nManager | gnor eAl | Tr ust s isturned
off (its default setting), the domain namesin the
space-separated exclude list are not enumerated for
trusts and not checked for server availability. Each
item in the list must be separated by a space.

22.7.23. Modify Smart Card Settings

The following settings are available only with Likewise Enterprise.
Location in registry:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | sass\ Par anet er s\ PAM
Value Entries

SmartCardPromptGecos

SmartCardServices

22.7.24. Set the Interval for Checking the Status of a
Domain

This value entry determines how frequently the Likewise domain manager checks whether adomainis
online. The default is 5 minutes.

Location

[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

DomainManagerCheckDomainOnlinel nterval

Example with default value:
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"Domai nManager CheckDonai nOnl i nel nt er val " =dwor d: 0000012c

22.7.25. Set the Interval for Caching an Unknown Domain

22.8.

This value entry determines how long the Likewise domain manager caches an unknown domain as
unknown. The default is 1 hour.

Location

[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]
Value Entry

DomainM anagerUnknownDomainCacheTimeout

Example with default value:

" Domai nManager UnknownDomai nCacheTi meout " =dwor d: 00000e10

Cache Settings in the Isass Branch

Many of the following cache settings can be managed by the group policies of Likewise Enterprise. For
more information, see the Likewise Enterprise Group Policy Administration Guide.

22.8.1. Set the Cache Type

By default, the Isass service uses SQL ite to cache information about users, groups, and the state of
the computer. Y ou can, however, change the cache to store the information in memory, which might
improve the performance of your system.

Location

[HKEY_THIS MACHINE\Services\ sass\Parameters\Providers\ActiveDirectory]

Value Entry

CacheType

Example with default value:

"CacheType"="sqlite"

Notes

To use the memory cache, change the value to menor y. Example:

"CacheType" =" nmenory"

22.8.2. Cap the Size of the Memory Cache

By default, the |sass service caches information about users, groups, and the state of the computer in a
SQL ite database. If, however, you change the cache to store the datain memory, you can limit the size
of the cache to prevent it from consuming too much memory. It is suggested that the size of the cache be
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between 1 MB and 10 MB, but the size limit that you choose will depend on your environment. Groups
with many members call for alarger memory cache to enumerate all the users.

Location

[HKEY_THIS MACHINE\Services\sass\Parameters\Providers\ActiveDirectory]
Value Entry

MemoryCacheSizeCap

Example with default value:

"Menor yCacheSi zeCap" =dwor d: 00000000

Notes

To limit the memory cache to a maximum value, change the value to the byte count that you want.
When the total cache size exceeds the limit, old datais purged. The default valueis O: no limit is set.

22.8.3. Change the Duration of Cached Credentials

Y ou can specify how long the Likewise agent caches information about an Active Directory user's home
directory, logon shell, and the mapping between the user or group and its security identifier (SID). This
setting can improve the performance of your system by increasing the expiration time of the cache.

Note: With Likewise Enterprise, you can manage this setting by using a Likewise group policy; see Set
the Cache Expiration Time in the Likewise Enterprise guide.

Location

[HKEY_THIS _MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory]
Value Entry

CacheEntryExpiry

Example with default value:

"CacheEntryExpiry"=dword:00003840

Notes

Set the value to an interval, in seconds. The minimum entry is 0 seconds and the maximum is 1 day,
expressed in seconds.

22.8.4. Change NSS Membership and NSS Cache
Settings

To customize Likewise to meet the performance needs of your network, you can specify how the
Likewise agent parses and caches group and user membership information with the following value
entries in the registry:

Location

[HKEY_THIS_MACHINE\Services\Isass\Parameters\Providers\ActiveDirectory]
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Value Entries

Here are the value entries with their default values:

"Tri mJser Menber shi p" =dwor d: 00000001

"NssG oupMenber sQuer yCacheOnl y" =dwor d: 00000001
"NssUser Menmber shi pQuer yCacheOnl y" =dwor d: 00000000
"NssEnuner at i onEnabl ed" =dwor d: 00000000

Each setting is described in the table that follows.

Setting

Description

Tri mJser Menber shi p

Specifies whether to discard cached information
from a Privilege Attribute Certificate (PAC) entry
when it conflicts with new information retrieved
through LDAP. Otherwise, PAC information,
which does not expire, is updated the next time the
user logson.

The default settingis 1: It isturned on.

NssG oupMenber sQuer yCacheOnl y

Specifies whether to return only cached
information for the members of a group when
queried through nsswitch. More specifically,

the setting determines whether nsswitch-based
group APIs obtain group membership information
exclusively from the cache, or whether they search
for additional group membership data through
LDAP.

This setting is made available because, with large
amounts of data, the LDAP enumeration can be
slow and can affect performance. To improve
performance for groups with more than 10,000
users, set thisoptiontoyes. Without the LDAP
enumeration, only when a user logs on can that
user's complete group membership be retrieved
based on the PAC.

The default setting is 1: It isturned on.

NssUser Menber shi pQuer yCacheOnl y

When set to yes, enumerates the groups to which
auser belongs using information based solely on
the cache. When set to no, it checks the cache and
searches for more information over LDAP.

The default setting is 0: It is turned off.

NssEnuner at i onEnabl ed

Controls whether all users or all groups can be
incrementally listed through NSS. On Linux
computers and Unix computers other than Mac,
the default setting is 0, or turned off. On Mac OS
X computers, the default setting is 1, or turned on.

To allow third-party software show Active
Directory users and groups in lists, you can
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change this setting to 1, but performance might be
affected.

Note: When you runthei d command for an
Active Directory user other than the current user
on some Linux systems, such as SLES 10 and
SLED 10, the command returns only that user's
primary group. The command enumerates all the
groups and searches for the user in the groups
membership. To properly find another user's
membership with thei d command on SLES 10
and SLED 10, you must turn on NSS enumeration.

22.9. Settings in the eventlog Branch

This section lists value entries in the registry's eventlog branch.

22.9.1. Allow Users and Groups to Delete Events

This entry specifies the Active Directory users and groups who can delete events from the Likewise

event log.

Location

[HKEY_THIS_MACHINE\Services\eventlog\Parameters]

Value Entry
AllowDeleteTo

Notes

Add the users and groups, separated by commas, to the value entry by using NT4-style names (the short
domain name with the group name), the user's or group's alias, or an Active Directory security identifier
(SID). The commarseparated list must be enclosed in quotation marks. Example:

Al | owDel et eTo="11i kewi sedeno\ support,
I i kewi sedenp\ | oe,
sal es™admi ns"

| i kew sedeno\ domai n*adm ns,

S-1-5-21-3447809367-3151979076- 456401374- 513,

22.9.2. Allow Users and Groups to Read Events

This value entry specifies the Active Directory users and groups who can read eventsin the Likewise

event log.

Location

[HKEY_THIS MACHINE\Services\eventlog\Parameters]

Value Entry
AllowReadTo

Notes
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Add the users and groups, separated by commas, to the value entry by using NT4-style names (the short
domain name with the group name), the user's or group's alias, or an Active Directory security identifier
(SID). The commarseparated list must be enclosed in quotation marks. Example:

Al | onReadTo="1i kewi sedeno\ support, |ikew sedeno\donai n*admi ns,
i kewi sedenp\joe, jane, S-1-5-21-3447809367-3151979076-456401374-513,
sal es™adm ns"

22.9.3. Allow Users and Groups to Write Events

This value entry specifies the Active Directory users and groups who can write eventsin the Likewise
event log.

Location

[HKEY_THIS MACHINE\Services\eventlog\Parameters]
Value Entry

AllowWriteTo

Notes

Add the users and groups, separated by commas, to the value entry by using NT4-style names (the short
domain name with the group name), the user's or group's alias, or an Active Directory security identifier
(SID). The commarseparated list must be enclosed in quotation marks. Example:

Al owwWiteTo="Iikew sedeno\support, |ikew sedeno\domai n*adm ns,
i kewi sedemp\j oe, jane, S-1-5-21-3447809367-3151979076-456401374-513,
sal es™admni ns"

22.9.4. Set the Maximum Disk Size

This value entry specifies the maximum size of the event log. The default is 512 KB. The minimum size
is 64 KB. The maximum is 419424 KB.

Location
[HKEY_THIS_MACHINE\Services\eventlog\Parameters]
Value Entry

MaxDiskUsage

Example with default value:

"MaxDi skUsage" =dwor d: 06400000

22.9.5. Set the Maximum Number of Events

This value entry defines the maximum number of events that can reside in the event log. The default is
100,000. The minimum number is 100. The maximum is 2,000,000.

Location

[HKEY_THIS MACHINE\Services\eventlog\Parameters]
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Value Entry
MaxNumEvents
Example with default value:

" MaxNumEvent s" =dwor d: 000186a0

22.9.6. Set the Maximum Event Timespan

This value entry defines maximum length of time, in days, that events can remain in the event log.
Events older than the specified time span are removed. The default is 90 days. The maximum is 365
days.

Location

[HKEY_THIS MACHINE\Services\eventlog\Parameters]
Value Entry

MaxEventL ifespan

Example with the default value of 90 days:

"MaxEvent Li f espan” =dwor d: 0000005a

22.9.7. Change the Purge Interval

This value entry defines the number of days after which to purge the database of events. The default is 1
day.

Location

[HKEY_THIS MACHINE\Services\eventlog\Parameters]
Value Entry

EventDbPurgelnterval

Example with default value of 1 day:

" Event DbPur gel nt er val " =dwor d: 00000001

22.10. Settings in the netlogon Branch

Thenet | ogon branch contains value entries for setting the expiration of the cache that holds
information for the site affinity service, including the optimal domain controller and global catalog.
Thenet | ogon service generates the value entries under the[ HKEY_THI S_MACHI NE\ Ser vi ces
\ net | ogon\ cachedb] subkey to cache information about your domain controllers and global
catalog. It is recommended that you do not change the values of entries under the cachedb subkey.
Only the value entries under the Par anet er s subkey are documented in this section.

[ HKEY_THI S_MACHI NE\ Ser vi ces\ net | ogon]
"Argunents"="/opt/likew se/sbin/netl ogond ---syslog"
"Dependenci es" =" w eg"
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"Description"="Li kewise Site Affinity Service"
"Path"="/opt/|ikew se/sbi n/netl ogond"
" Type" =dwor d: 00000001

[ HKEY_THI S_MACHI NE\ Ser vi ces\ net | ogon\ cachedb]

[ HKEY_THI S_MACHI NE\ Ser vi ces\ net | ogon\ Par anet er s]
"Negat i veCacheTi meout " =dwor d: 0000003c

" Pi ngAgai nTi neout " =dwor d: 000003384

"W it abl eRedi scoveryTi neout " =dwor d: 00000708
"Witabl eTi mest anpM ni munmChange" =dwor d: 00000000

22.10.1. Set the Negative Cache Timeout

This setting is reserved for internal use only.

Location
[HKEY_THIS_MACHINE\Services\netlogon\Parameters)
Value Entry

NegativeCacheTimeout

Example with default value:

"Negat i veCacheTi neout " =dwor d: 0000003c

22.10.2. Set the Ping Again Timeout

The netlogon service periodically tests whether cached domain controllers are available. This setting
controls how often it does so.

Location

[HKEY_THIS MACHINE\Services\netlogon\Parameters]
Value Entry

PingAgainTimeout

Example with default value:

" Pi ngAgai nTi meout " =dwor d: 00000384

22.10.3. Set the Writable Rediscovery Timeout

When a service requests a writable domain controller and one does not exist in the local site, this setting
controls how long the service stays affinitized to the writable domain controller before reaffinitizing to a

closer read-only domain controller.

Location

[HKEY_THIS MACHINE\Services\netlogon\Parameters]
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Value Entry
WritableRediscovery Timeout
Example with default value:

"Witabl eRedi scoveryTi neout " =dwor d: 00000708

22.10.4. Set the Writable Timestamp Minimum Change

Netlogond keeps track of when awritable domain controller was last requested. Related to
W it abl eDi scoveryTi meout , this setting controls how often that timestamp is changed.

Location

[HKEY_THIS MACHINE\Services\netlogon\Parameters]
Value Entry

WritableTimestampMinimumChange

Example with default value:

"Witabl eTi mest anpM ni munChange" =dwor d: 00000000

22.10.5. Set CLdap Options

The netlogon service uses multiple asynchronous CLDAP searches in a single thread to find servers that
act as domain controllers and global catalogs. To improve performance in the context of your unique
network, you can adjust the following settings for the Connection-less Lightweight Directory Access
Protocol.

Location
[HKEY_THIS_MACHINE\Services\netlogon\Parameters)
Value Entries

CLdapMaxi munConnect i ons isthe maximum number of serversthat will be pinged
simultaneously. The default is 100.

CLdapSear chTi meout isthetimeout for the entire search (in seconds). The default is 15 seconds.

CLdapSi ngl eConnect i onTi neout isthetimeout for pinging asingle server (in seconds). The
default is 15 seconds.

22.11. Settings in the lwio Branch

Thel wi o branch contains value entries for the input-output service, Iwio, that plays afundamental role
in the operation of the CIFS file server.

The value entries under the shar es subkey define shared folders and the security descriptors that
control access to them. It is recommended that you do not directly change the values under the shar es
subkey while the Iwiod service is running.
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22.11.1. Sigh Messages If Supported

Although signing messages is turned off by default, you can set the input-output service to sign
messages. Doing so, however, can degrade performance. When signing is turned off, the input-output
service will reject clients that require signing.

Location

[HKEY_THIS MACHINE\Services\lwio\Parameters\Driversirdr]

Value Entry

SignM essages| f Supported

Example with default value:

" Si gnMessagesl! f Support ed" =dwor d: 00000000

22.11.2. Enable Security Signatures

This value entry, which isturned on by default, sets the CIFS file server to sign responses when it
receives signed messages from a client.

Location
[HKEY_THIS_MACHINE\Services\lwio\Parameters\Drivers\srv]
Value Entry

EnableSecurity Signatures

Example with default value:

" Enabl eSecuri tySi gnat ur es" =dwor d: 00000001

22.11.3. Require Security Signatures

This value entry determines whether the CIFS file server will regject clients that do not support signing.
Location

[HKEY_THIS_MACHINE\Services\lwio\Parameters\Drivers\srv]

Value Entry

RequireSecuritySignatures

Example with default value:

"Requi reSecuri tySi gnat ur es” =dwor d: 00000001

22.11.4. Set Support for SMB2

This value entry determines whether the CIFS file server will engage the SMB2 protocol module. When
the setting isturned off, the server will not negotiate with SMB2.
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Location

[HKEY_THIS MACHINE\Services\lwio\Parameters\Drivers\srv]

Value Entry
SupportSmb2
Example with default value:

" Support Smh2" =dwor d: 00000000

22.12. Settings in the Lwedsplugin Branch for
Mac Computers

The Likewise registry includes the following settings to manage the directory services plugin on a
Mac OS X computer. Each of these settings can be managed by a corresponding Likewise Enterprise
group policy; for more information, see the Group Policy Administration Guide. Here's an example

configuration in the registry:

[ HKEY_THI S_MACHI NE\ Ser vi ces\ | wedspl ugi n\ Par anet er s\ ]

-"Al'l owAdm ni strati onBy" REG Sz - " CORP\
\ Ent er pri seTeant
- "Enabl eFor ceHonedi r OnSt art upDi sk” REG_DWORD 0x00000001 (1)
- "Enabl eMer geAdni ns" REG_DWORD 0x00000001 (1)
- " UncPr ot ocol For HoneLocat i on" REG Sz -"snb"
- " UseADUncFor HoneLocat i on" REG_DWORD 0x00000001 (1)
Each setting is described in the following table.
DS Plugin Setting in the Registry Description

Allow administration by

Specifies the administrators included the local
admin group (GID: 80) on the computer. The
setting can specify Active Directory users or
groups. Local entries are overwritten unless you
also set the parameter to merge administrators who
are defined locally.

Force home directory on startup disk

Sets a computer to use alocal home directory
path. When a user with a home folder connection
defined in Active Directory logs on, the
connection is created in the dock under /

Net wor k/ Ser ver s/ hormeFol der Nane.

Merge Administrators

Preserves members of the admin group who are
defined locally but are not specified inthe al | ow
admi ni stration by policy.

Set the UNC Protocol for the Home Location

Sets the protocol for the home location.

Use UNC path from Active Directory to create
home location

Sets the computer to connect to the network share
defined in the Active Directory user account. The
UNC path is converted to SMB when the target
share is running Windows or AFP when the target
isrunning Mac OS X.
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If the setting for forcing the home directory on
the startup disk is enabled, the UNC path is used
to create afolder in the user's dock and the home
directory is set to the user's local home directory
path.

To set the path for the home directory, go to the
Profile tab of the user's propertiesin ADUC and
under Home folder select Connect, choose adrive
letter (which isignored by aMac OS X computer),
and then in the To box type the UNC path that you
want.

Here's the form the path takes: \ \ ser ver
\ share\fol der

Here's an example of a path: \
\ | wdeno01\ hones\ f ant hony
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23.1. Contact Support

For either post-sales technical support or for free technical support during an evaluation period, please
visit the Likewise support web page at http://www.likewise.com/support/. Y ou can use the support web
page to register for support, submit incidents, and receive direct technical assistance.

Technical support may ask for your Likewise version, Linux or Unix version, and Microsoft Windows
version. To find the Likewise Enterprise product version, in the Likewise Console, on the menu bar,
click Help, and then click About.

23.2. Provide Diagnostic Information to
Technical Support

When you work with Likewise technical support staff to troubleshoot a problem, it is useful to provide
a set of information to help solve the problem. The list below outlines the information that, as a best
practice, you should collect and provide to Likewise technical support staff.

Information for All Problems

1. Operating system version.

2. Likewise version and build number. See Check the Version and Build Number.

Problem: Segmentation Faults

1. Core dump of the Likewise application:
ulimt - cunlimted

2. Exact patch level or exact versions of all installed packages. See Check the Version and Build
Number.

Problem: Program Freezes

1. Debug logs.
2. tcpdump.

3. Anst r ace of the program.
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Problem: Domain Join Errors

1. Debug logs. See Generate a Domain-Join Log or grab thelog filefrom/ var /1 og/ | i kew se-
join.log.

2. tcpdump.

See Solve Domain-Join Problems.

Problem: All Active Directory Users Are Missing

1. Run/opt/likew se/bin/lwget-status
See Get the Status of the Authentication Providers.
2. Contentsof nsswi t ch. conf .

See Solve Logon Prablems on Linux or Unix.

Problem: All Active Directory Users Cannot Log On

1. Outputof i d <user >

2. Outputof su -c 'su <user>'" <user>

3. Lsass debug logs. See Generate an Authentication Agent Debug Log.
4. Contents of pam.d/pam.conf.

5. The sshd and ssh debug logs and syslog.

Problem: AD Users or Groups Are Missing

1. Thedebug logsfor Isass.

2. Output for get ent passwd or get ent gr oup for the missing object.
3. Output fori d <user > if user.

4. tcpdump.

5. Copy of Isass cache file. For the file name and location of the cache files, see About the Likewise
Agent.

Problem: Poor Performance When Logging On or
Looking Up Users

1. Outputofi d <user >
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2. Thelsass debug log.

3. Copy of Isass cachefile. For the file name and location of the cache files, see About the Likewise
Agent.

4. tcpdump.
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Chapter 24. Legal Disclaimer and
Copyright Notice

Theinformation contained in these documents represents the current view of Likewise Software

on the issues discussed as of the date of publication. Because Likewise Software must respond to
changing market conditions, it should not be interpreted to be a commitment on the part of Likewise,
and Likewise Software cannot guarantee the accuracy of any information presented after the date of
publication.

These documents are for informational purposes only. LIKEWISE SOFTWARE MAKES NO
WARRANTIES, EXPRESS OR IMPLIED.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, no part of this document may be reproduced, stored in, or introduced into a
retrieval system, or transmitted in any form, by any means (electronic, mechanical, photocopying,
recording, or otherwise), or for any purpose, without the express written permission of Likewise
Software.

Likewise may have patents, patent applications, trademarks, copyrights, or other intellectual property
rights covering subject matter in this document. Except as expressly provided in any written license
agreement from Likewise, the furnishing of this document does not give you any license to these
patents, trademarks, copyrights, or other intellectual property. For complete information on the software
licenses and terms of use for Likewise products, see www.likewise.com.

Likewise and the Likewise logos are either registered trademarks or trademarks of Likewise Software in
the United States and/or other countries. All other trademarks are property of their respective owners.

Li kewi se Software

15395 SE 30th Pl ace, Suite 140
Bel | evue, WA 98007

USA

Terms of Use.
For more information, contact info@likewise.com or visit www.Likewise.com.

Copyright © 2011 Likewise Software. All rights reserved.
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